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Table 117 - CmtsGrpQOoSCEZ ODJECt ASSOCIATIONS ......vveeeerieirieerrieerreeesreeeteeesreeeseseeessseesseeessreeessseesssseessseeessnes 166
Table 118 - DefGrpSvcClass ODJECt ASSOCIALIONS .......veeerurieiiuiieirieeireeesteeeteeesreeesreeessseesseeessseeessseesssseesseeensnes 167
Table 119 - MacCfg ObJECt ASSOCIATIONS......ccuvrerrrrerrierrireeirtreertteesreeassreessseessaeessseesssseessseesssesessseesssseesssseensses 168
Table 120 - MACEZ ObJECt AIIDULES ....eeecvvieiiiieiiieeiiie et eeeieeecteeesreeestbeestaeessbeeassseessbeessseeesssaeenssaessseessseeensses 169
Table 121 - OFDMA and OFDM Channel Boundary Type Constraints ............c.ccceerveerrveeeirveenineeenreessneesneeenenns 170
Table 122 - MACEZ ObJeCt ASSOCIALIONS ......eecvereerrreriierriteeetieesteeessreeassteessaeessseesssseessseesnsaeessseeassseesnsseessseeennses 170
Table 123 - MABPICfg ObJect AUITDULES .....c...eeitierieiniiiiieeieeriee ittt ettt ettt et enbeeseaesaneenreen 174
Table 124 - MacDomainCfg Object AUITDULES. .....c..ccitiriiiiiiiieiieeie ettt et e sbee s sereerees 174
Table 125 - [fCmtsMacCEg ObJECct ALLITDULES .....ccueieiiieiieiieiiie ettt e et e et e e setee e eneee e e e eaneeeenees 175
Table 126 - DsBondingGrpCfg ODbject AtIIDULES ......c..eeiiiieiiiieiiie ettt ettt seeee et e e eeeeee e 177
Table 127 - DsBondingGrpCfg Object ASSOCIATIONS .....ceeutieiiiieriiieeiiiieiiiee sttt ettt e eiiee ettt e st e e sebeeenteeesbeeesebeeeneees 177
Table 128 - UsBondingGrpCfg Object AtIIDULES ........ueeiriiiiiiiieiiie ettt et 177
Table 129 - UsBondingGrpCfg ODbject ASSOCIALIONS ......cccvveeiuiierrieerireeesiieeeteeesreeesseeessseesseeesssesessseesssseesseeensnes 178
Table 130 - RCCCTZ ODJECt AITDULES ....eecvvieiiiieiiieecteeetee ettt e stee e ee et eesteeesebeeeseseesstbeesssaeessseeesseesnsseessseeensnes 178
Table 131 - RCCCZ ObJECt ASSOCIALIONS. ... .eccuiieiiieeiiieeeiiieitieestieesreeestreestaeesssaeessseessseessseeessseeesssessnsseessseeensses 178
Table 132 - RXChCEZ ODJECt AttIIDULES ... ..eeiiiieiiieeiiieeeieeeieeeeteeesreeeseteestaeesstaeestseesstbeesssaeessseeenssaesnsseessseeensses 179
Table 133 - RXChCEZ ODJECt ASSOCIATIONS. ...e.vvierueirerirreriteeistreestteesttesssteessaeessseeessseesasseesnsaeessseeassseesnsseesnseeennses 179
Table 134 - RXModuleCEg ODJect AIIIDULES ......cccuvreiiieiriieeiieeeieeeeieeerteesiaeesteeeseteestaeesntaeeseseeennseesnsaeesnneeennnes 180
Table 135 - RXModuleCfg ObJEct ASSOCIALIONS ....c..eeruierrieieenieerteeitenieenite et et eniee sttt enbeesieeseneesbeenbeesenesareenrees 180
Table 136 - DenyCm ODbJECt AtIDULES.....c...covtetierierierie ettt ettt ettt esbee st et ebeesaeesebeesbeenbeesaaesaneenneen 181
Table 137 - McastAuthCfg Object ASSOCIATIONS .....eeeiueieiriiieiiieeitieeeiteeeettee et e e st ee et eeeteeeeabeeesebeeesneeeeneeesnneeennees 183
Table 138 - Profiles ODJeCt AtIrIDULES. .....c.uiiitiieitieeiie ettt ettt e et e et e e et e e esbeeeeneeeeneeesnneeennes 183

16 CableLabs® 06/05/24



CCAP™ Operations Support System Interface Specification CCAP-0OSSIv4.0-111-240605

Table 139 - Profiles ODJECt ASSOCIALIONS .......cc.veereuieerrieeriieeisiteerteeesreessreessaeessaeessseesssseesssseessseessssessssseessseeensses 183
Table 140 - Ctrl ODJECt AtIIIDULES......cccvieeriiieitiieeitieeetee et ee sttt e steeesbeesstbeestaeesssaeesssaesssseesssseessseeessseesnsseensseeensses 183
Table 141 - Ctrl ODJECt ASSOCIALIONS .....eeevvieiiireiiieeeiieeeiteessteeeeteeessteesssteessaeessseeassseessseesnsaeessseeensseesnsseesnseeennses 184
Table 142 - ProfileSessRUle ObJect AtIIDULES .....c..veeiiieeiieiiieeeiieeeieeestee e eeeeieeesiteeetaeestaeeseraeessreesnnaeesnnaeennnes 185
Table 143 - ProfileSessRule Object ASSOCIALIONS ......c..uertieriiereerieeieenieente ettt st ebeesieesereesbeenbeesaaesareenrees 185
Table 144 - SSM ODJECT AUITDULES ......eeueiriiiiiietieieerite ettt ettt ettt seae et e bt e saeesareesbeenbeesanesaneenbeen 185
Table 145 - DocSIFCg ODJECt ASSOCIATIONS ......veeiueieeiiiieiiiie ettt e etieeeiteeeateee st e e st e e sateeeteeeemteeeseteeeneeeebeeeenneeeenees 187
Table 146 - ModulationProfile Object ArIDULES .......cueeiiiiieiiiie et e 187
Table 147 - ModulationProfile Object ASSOCIAtIONS ......cccvuuieitiieiiieiriiieiitee ettt ettt ee et et e e st eeenibeeebeeesebeeenenes 187
Table 148 - IntervalUsageCode ObJect AIITDULES ........ueeirutiiiiiieiiie ittt et e e e e 188
Table 149 - UpstreamPhysicalChannel Object AHITDULES..........ceivvieiriieiiiee et ecieeeeiee e e ereeeeereeesereeeeeeeeereeenens 188
Table 150 - UpstreamPhysicalChannel Object ASSOCIAtIONS ...........eerveeirieeiirieerrieerieeesireeereeesreeesereesssneessreeensnes 189
Table 151 - UpstreamLogicalChannel Object AtrIDULES ........cuveevvieeriieiiiie e e eeiee e e ereeesereeesereeeeaeeensaeeeens 190
Table 152 - UpstreamLogicalChannel Object ASSOCIAtIONS.........ccvueerrieirireiiieeriieerieeesireesreeesreeessreesnsreesseeensnes 190
Table 153 - Scdmal.ogicalChannel ODJect AttIIDULES. .........eeiruiieriieeriieerieeeeeeeieeeeiee e e e eteeesereeesereesnaeeseneeenens 192
Table 154 - Scdmal.ogicalChannel ODbject ASSOCIALIONS ........c.ueervieerrierriieeriieesieeesteeetreesraeesereeessseessneesneeennnes 192
Table 155 - TdmaLogicalChannel Object ASSOCIAIONS ......c..eertiriiriieriieriiiieeieentee ettt et enbeeseaeeereerees 192
Table 156 - AtdmaLogicalChannel Object ASSOCIAtIONS ........cccueruerrierierierieeieeniee e et et enieeseaeeereerees 192
Table 157 - TdmaAndAtdmal.ogicalChannel Object ASSOCIAtIONS........coiueeeiiiieiriieeriie et 192
Table 158 - UsOfdmaChannelCfg Object AtIIDULES ........c.eeiiiuiieiiiieiiie et e 193
Table 159 - UsOfdmaChannelCfg Object ASSOCIATIONS ... ...eeiureeritieiiiieiitieeiiteeriteeentiee ettt e st e seteeenieeesbeeesebee e e 193
Table 160 - UsOfdmaChanDataluc Object AtIIDULES .........eeiuiiiiiiiiiiieiiee et 195
Table 161 - UsOfdmaChanDataluc Object ASSOCIATIONS ........cueeervieerreeeiieeeiieesreeesreeestreesreeessreeessseesssseesseeensnes 195
Table 162 - UsOfdmaMinislotCfg Object AttrIDULES........c.veiieuiieiiieeiiie e eiee et eree e seree v e e eeaeeesreeenens 195
Table 163 - UsOfdmaOverlapChannelCfg Object AtrIDULES........c.eeervieiriieiiieeeiie e eree e sereeeeveesree e 196
Table 164 - UsOfdmaEXxclusion ODJEct AtIDULES ........eeevvieiiiieiiieeiiieecieesiieeeieeesiteestreesnreeesereeenssaesnsaeessseesnsnes 197
Table 165 - UsOfdmaModulationTemplate Object AtrIDULES .........eevvieirieeeiieeeiieeriie e eiee e e e eree e 197
Table 166 - UsOfdmaModulationTemplate Object ASSOCIALIONS .........veeeruiirrriireriieeriieeireeeieeeereeerereeeeaeesneeenens 198
Table 167 - UsOfdmalnitialRangingluc Object AITDULES. .........cocueeuieriiriiiiieieerie et 199
Table 168 - UsOfdmaFineRangingluc Object AtribULes ........ccccevovieiiiiniiiiiiiiiieiicrcceeeec e 199
Table 169 - UsOfdmaDataluc Object AtIIDULES ......cccueeiiiieiiieeiiie ettt et e st e et e e eeebee e e 200
Table 170 - DSRIPOrt ODJEct ASSOCIAtIONS ....c..uiieiiiiieiiiieiiiee ettt ettt ettt e et e ettt e et ee et e e sebeeesnbeeeneeesnneeennees 201
Table 171 - DownChannel Object AtIITDULES ..........eeiiiieiiiiiiiieeiie ettt et e e e e 202
Table 172 - DownChannel Object ASSOCIATIONS ......eeeuuieirutieiiieeiiiieeriiie et iee st ee e sttt e et eesttee st e e sebeeenbbeesbeeesabeeennees 202
Table 173 - DocsisDownChannel ObJect AUITDULES ........ccuveeiruiieiiieeriieecieeeieeeereeeereeereeereeesereeesereeseneeesreeenenes 205
Table 174 - DocsisDownChannel Object ASSOCIAIONS. .........ccvuierrieerrieiiieeetieeereeesreeestreeereeessreeessseesssseessseeensnes 205
Table 175 - VideoDownChannel Object AttrIDULES ........cccuvieiruiieiiieeiiieesieeeiieeeieeesireeetreessbeeesereeeseseessaeesssaeennnes 205
Table 176 - VideoDownChannel Object ASSOCIAtIONS..........cccuvieririeerrieiriieeeitieesreeesreeesreesseeessseeessseesssseesseeensnes 205
Table 177 - DocsisPhyProfile Object AtIIDULES. ........ccveeiriieiriiieiiieeeiie et eeeiee e eteeereestaeesereeesereesnnaeesenaeennns 206
Table 178 - DocsisPhyProfile Object ASSOCIALIONS ........ccvuveeiriiieriieeriieerieeeiteesieeeseieeetaeestaeeseseeensseessaeesneeennnes 206
Table 179 - VideoPhyProfile ObJect AttIIDULES. .......cccueiiieriiriiiieeiceieert ettt ettt et 206
Table 180 - VideoPhyProfile Object ASSOCIALIONS ....c..eerurierueereirieriienieenteeteeteentee et ebeesieesere e enbeesaaesareennees 206
Table 181 - DownChannelPhyParams Object AtIIDULES ........c.eeeiuiiiiiieiiiee et 207
Table 182 - DsOfdmChannelCfg ObJect AtITDULES........coouuieiieiieiiie ettt et e e e e e 208
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Table 183 - DsOfdmChannelCfg ODbJect ASSOCIALIONS. ........eeieviieriieeriiieeriieeetieesteeesereeessreeereeessseeessseesssreessseeensnes 208
Table 184 - DSOfdmProfileCfg Object AIIDULES .....ccuveeeiiieiiiieciieeriieereee et e eteeesireeetreesbeeesebeeeseseesnsaeessnaeennnes 210
Table 185 - DSOfdmProfileCfg Object ASSOCIAtIONS.......ccuveeiereeriieeriieerieeeieeesteeeseteeeereessaeesnseeensseessaeesseeennnes 211
Table 186 - DsOfdmSubcarrierCfg ObJect AITDULES. ......c..eeieeieeriieeeiieeriee et eieeeeieeeeaeeeteeesereeesereeenaeeseneeenens 211
Table 187 - DsOfdmExclusionCfg Object AUITDULES ........cooueeriiiiiiiiiiienieeie et 212
Table 188 - DsNcpExclusionCfg Object AITBULES. ......c.ueeiuiiriiiiiiiieiierieetceeeee et 212
Table 189 - DSZCEZ ODJECt ASSOCIATIONS .....eeiutiieiuiieeiiiieiitiie et e eteeeeteeeeatteesteeeseteeeateeeebeeeeateeesnteeeneeeeseeeenneeennees 213
Table 190 - TIMerCfg ODJECt AtIITDULES .....oeiiuiieiiieeiiie ettt e e sat e e et e e et e e sstee e et eeeseeeenneeennes 214
Table 191 - DsgDownstream ODJECt ATTTDULES. ......ceoiuuiiiriiieiiieeiiie ettt et e e e e neees 214
Table 192 - DsgDownstream ODbJECt ASSOCIAIONS ....c..ueeiueiiiiieiiiieiiiiieeiiee ettt et ee et et e e sibee e bt eesabeeesebeeenees 215
Table 193 - DsgChannelList ObJect AttIIDULES. ........ccievieiriieiiiiieciee et ee ettt e e eetreeebaeesebeeeeseesnsaeessreeenenes 215
Table 194 - DsgChannelList ObJject ASSOCIATIONS ......cuvveerurieiiuiierrieerreeesteeeteeesreeeseseeesreeaseeessseeessseesnsseesseeensnes 215
Table 195 - DsgChannel ObJect AttIIDULES. ........ieieuiieriieieiieieiieeeieeesreeerteesteeesteeesebeestbeesssaeessseeesssaessseessseeensses 216
Table 196 - TunnelGroupToChannelList Object AttITDULES........cccvveervieiriieeiieeeiieeeiee e ereeesreeesereeeeaeeeraeeeens 216
Table 197 - TunnelGrpToChannel Object ASSOCIALIONS .........cuueeriuieeriieiriiieeiieesiieeeieeeiaeeereeesereeesereessaeesneeennnes 216
Table 198 - TunnelGroupChannel Object AtIIDULES ........c.vveireieerciieeriieeiee e et eiee e e et e sebeeesereeeeaeesneeenens 216
Table 199 - TunnelGroupChannel Object ASSOCIALIONS ......c..eerueiruertienierierieeieeniee ettt enbeesereeereenrees 217
Table 200 - Classifier ObJect AtIIDULES .......coveriiieriiiiiiieeie ettt ettt et e nbee s e enrees 217
Table 201 - Classifier ObJECt ASSOCIATIONS. .....u.uteiueieeriiieiiteeiitieeetieertteeeatteesteeeseteeesteeeeteeeenteeeanteeenseeesaseeeenneeennnes 217
Table 202 - TunnelCfg ObJect AITDULES ........c.eiiiiiieiiie ittt e ettt e et e et e e st e e ssteeeenbeesneeeenneeennees 218
Table 203 - TunnelCfg ObJect ASSOCIALIONS.......cciuutiiriiieiitieiiieertte et ee et ee sttt e st e ettt e e btee st e e sebeeebbeesabeeesabeeennnes 218
Table 204 - ClientIdCfgList ODJect AtITDULES ....c...eeiriiieiiiieiiieeitie ettt et et e e e e 219
Table 205 - ClientIdCfgList ODJECt ASSOCIALIONS ......ccuveeerurieiiieeitieerireeesreeeteeesreeeseseeessseesseeessreeessseesssseessseeensnes 219
Table 206 - DsgClient ODJECt AUITDULES ......ccccuiieiiiieiiieeeiee et e cteeerree et eesteeesbeeesebeeetbeesssaeessseeessseesnsseessseeensnes 219
Table 207 - DsgClient ObDJECt ASSOCIAIONS........eeieuirerrieeririeirireerteeesreeesteesteeessaeessseesssseessseessseeesssessssseessseensses 219
Table 208 - VendorParametersList ODJEct ASSOCIATIONS . .......ccuviervieerrieeriieertieesieeesieeestreesseeesseeensseesssseessseeensnes 220
Table 209 - PCCEZ ODJECt ASSOCIALIONS........eeiiireiiieeriieeeiteeetteestteessteeeseteestaeessseeessseesssseesnsaeessseeensseesnsseesseeensses 221
Table 210 - PacketCableConfig Object AttrIDULES. ........eerreeeiiieeiiieeeiieeriieeeieeeeieeeseieeeaeesraeesereeesereesnsneesnneeennnes 222
Table 211 - PCEvENntCfg ObDJECt AITDULES .......eetieriiiriieiieeieeiee it ettt ettt st et ebe e s sene et enbeeseaesaneenrees 223
Table 212 - LoadBalanceCfg ObJect AtITDULES. .......ccoutiriieiiiriiiieeieeieere ettt et et e neee s erees 225
Table 213 - LoadBalanceCfg Object ASSOCIAtIONS ........eeirutieiriieeiiieeiitieesiieeeteeesieeestteeeteeeseteeessbeeesneeeeneeeenneeeenees 226
Table 214 - General GrpCEg ObJect ALIIDULES. ........eeiiiieiiiie ittt ettt e e st ee e eetee e b e e eeneeeeees 226
Table 215 - General GroupCfg Object ASSOCIALIONS. ... ..eeiutieiiieeriiieeriiieettee sttt e st ee et ee sttt e st e e sebeeesbbeesabeeesabeeenanes 226
Table 216 - FiberNodeLiStEntry Object AtIIDULES. .......ceirutiiiiiieiiie ittt e 227
Table 217 - FiberNodeLiStEntry Object ASSOCIAtIONS ........veeirviierrieerireeesieeeieeesreeesereeessreesreeessreeessseesssseessseeensnes 227
Table 218 - GeneralGrpDefaults ObJect AUITDULES .......eeevuviiiiiiieiiieecieeeciee ettt eree e e e eereeesereeesebeeeaaeessreeenenes 227
Table 219 - General GrpDefaults ObJect ASSOCIAtIONS .........eeirviieriieeriieerieeeiteesteeesreeestreesseeessseeessseesssseesseeensnes 228
Table 220 - BasicRUIE ObJect AIIIDULES.......cccuvieiciiieiiieieiiie it e cieeerree et ee st e e steeesebeestbeesssaeesssaeesssaesnsseessseeensnes 228
Table 221 - BasicRuUle Object ASSOCIAtIONS. ... ....cccvereirieeriiieiitieeetieesteesseteestteesteeeseseessseesnsaeessseeessseesnsseesseeensses 228
Table 222 - POLICY ODJECt AtIIIDULES ... .eeeiiieiiiieiiieeeteeeetee ettt e ette et eeeseteestaeessteeeseseessaeesnsaeesnseeesseesnsaeesnsaeennnes 229
Table 223 - Policy ODbJect ASSOCIATIONS ...c..eeruririierieiriieiieeieeniee st ettt ettt sbee s et ebeesieesebeesbeenbeesaaesareenneen 229
Table 224 - LoadBalanceRule Object AtITDULES .......c.uervieriieriiiieiiieieerte ettt e 229
Table 225 - ReSGIrpCEg ObJject ALIIDULES .....ccueieiiiieiiiie ettt e et e et e et e e set e e st e e ebeeeenneeennes 230
Table 226 - ReSGrpCtg Object ASSOCIAtIONS ......ceiuuieeiitieiiitieitieeetieeeiteeeetteeeteeesteeesateeeateeeeabeeeseteeesneeeeneeesaneeennees 230

18 CableLabs® 06/05/24



CCAP™ Operations Support System Interface Specification CCAP-0OSSIv4.0-111-240605

Table 227 - RestrictCmCEZ ODJECt AtITIDULES .....ccviieiiieiiiieiiieeciieesiee et eesieeesteeesebeeetbeesnbaeessseeessseesnsaeessseeensnes 231
Table 228 - RestrictCmCEZ ODJECt ASSOCIATIONS ....veeiuvieeerieiieieeiiieesteeesteestaeesreeessseessseesseeessseeesssessssseessseeensses 231
Table 229 - NetworkCfg ObJect ASSOCIALIONS .........eeeivierrieeeiriieeetieesieeeseteesteeesteeessseessseesnsaeessseeessseesnsseesseeensses 233
Table 230 - DnsResOIVEr ODJECt ATITDULES. ......eveieieeiiieieiiee et e eieeeetee et eesieeesteeesetee e taeesntaeesereeessseesnsaeesnseeennnes 233
Table 231 - DnsServer ObJect AtIITDULES .........cocuieriiriiiiieieeiee ittt ettt ettt et e sbeesaaesaneenrees 234
Table 232 - IntegratedServers Object AUITDULES .......cccueriiiiiiriiiiiiieeiiert ettt e 234
Table 233 - IntegratedServers ObJect ASSOCIATIONS .......eerueieiieieertieeittieeriteeetteesteeestteeeteeesabeeesebeeesneeesneeeeaneeennees 234
Table 234 - SShServer ODJECt ATITDULES ......cccoueieiiiieiie ettt e ettt e ettt e et e e et e e sneeeesneeeeneeeeaneeennes 235
Table 235 - SShServer ObJeCt ASSOCIALIONS ... ..uieiuuiiiriiieiiiie ittt ettt ettt et e et ee st e e sabeeesebeeebbeesabeeesabeeeneees 235
Table 236 - TelnetServer ObJECt ATITDULES. ... ..eeiuiiiiiie ittt sttt ee e bt eebeeesebee e e 236
Table 237 - TelnetServer ObJECt ASSOCIAIONS .....c.veeivieiriieiitieeirieesreeesteeeteeesbeeestseesssseessseeessseeessseesssseessseeensnes 236
Table 238 - AuthenticationPolicy Object AttIIDULES .......cccuviiiriiieiiieeiiie ettt reree e eree e sereeesereeeeaeesereeenens 237
Table 239 - LocalAuth ObJect AIIIDULES ......ccouiieiiieeiiieeeiie et eieeerree et ee st e e sbeeesebeestbeesssaeesssaeenssaesnsseessseeensnes 237
Table 240 - AUthorizer ODJECt AITDULES ......cccuvieiciieeiiieeeiee it e eteeesteeestteestaeesbeeestbeestbeesssaeesssaeesssaessseessseeensses 238
Table 241 - Authorizer ODJECt ASSOCIALIONS........cccuererreerreeeirieeeetteesteesseteestaeessteeessseessseesnsaeessseeessseesnsseesseeennses 238
Table 242 - Radius ObJECt AITDULES ... ..eeuiieiiiieiiieeetie et ee et e eiee et ee et eesteeeseteeeseseessseesnsaeessseeensseesnsaeesnseeennnes 239
Table 243 - Radius ObJECt ASSOCIALIONS. ..c..eerurietieriieniierieeteerteerte ettt sie et ebeesbeesiee et ebeesaeesebeesbeenbeesanesaneenneen 239
Table 244 - TacacsPIus ObJect AtITDULES ........cocuieriiiiiiiieieeiiere ettt ettt et e saee s eare s 239
Table 245 - TacacsPIus ODbjJect ASSOCIATIONS . ...eeiuvieiiiiieiiiie it et e et ee et e et e e et ee et ee et eeeabeeesebeeeeneeesbeeeenneeennes 240
Table 246 - KeyChain ODbJect ATITDULES .......ccoueiiitiieiiie ettt ettt e ettt e et e e st e e ssteeeeneeeeneeeenneeennes 240
Table 247 - IPACL OBJECT ALIITDULES .......eeitiieiiiieitie ettt ettt sttt et e ettt e sttt e st eeseb e ebbeesabeeesabeeennns 241
Table 248 - IPAC] ODbJECT ASSOCIATIONS. ..ccuvveeiutiteriiieeritteittee ittt e et ee et ee et ee st e e sebeeeatteesabteesabeeenebeeebbeesabaeesabeeennnes 241
Table 249 - IPACIRUIE ObJECt AITDULES. ... .cccviieiiiieiieeeeiee ettt e cteeerreeestbeesteeesebeeesebeeetbeesssaeesssesessessnsseessseeensnes 241
Table 250 - UserTerminal Object ArTDULES .......cccveiiiiiieiiiieiiieeeieeestee e e et e e st e sereeetbeeeabaeesebeeeeseesnsseessreeensnes 245
Table 251 - UserTerminal Object ASSOCIALIONS .........ecvieerurieiieieerrieerreeesteesteeesreeessreessseesssseessseeessseesnsseessseeensses 245
Table 252 - VirtualTerminal Object AttITDULES. ........eeicvieiriieiiieeiiieerreeerieeeieeesreeesereeetbeesnbaeesesaeessseessseesssaesnsnes 245
Table 253 - VirtualTerminal Object ASSOCIATIONS ........vverrurrerrerreriieesiieenteesieeesteeesereesssreessaeessseeessseesnsaeesseeennses 245
Table 254 - ConsoleTerminal Object ASSOCIALIONS........cceruvreirerreriieeriieerteeeteeesteeesereesssreessaeessseeessseesnsaeesseeensnes 246
Table 255 - TerminalService ObJect AtIITDULES .....c..ccoiiiiieiiiiiiiiie ittt et 246
Table 256 - TerminalService Object ASSOCIALIONS . ....c...ertieruiiriirieeiienteente ettt et sieesebe et enbeesaaeeareenrees 246
Table 257 - InputTransportControls Object AtEITDULES ........oeiruiieiiiieiiiie et e 246
Table 258 - FailOVer ObJect AtIIIDULES ........eeitiieiiieeiiee ettt ettt e et e ettt e et e e seteeeeneeeebeeeenneeennes 247
Table 259 - LocalTime ODbJect AIITDULES. .....ccouuiiiiiiiiiie ittt ettt ettt e sttt e st eese e e bt eeeabeeesabeeenees 247
Table 260 - LocalTime Object ASSOCIATIONS .....ceeiuueeiritieiiiieitieeitieeritee et ee sttt et e et eesbteesabeeesebeeesbbeesabaeesabeeenaees 247
Table 261 - IfCEZ ODJECt ASSOCIATIONS .....cuvvieieeiieirieeireeeriteeeiteeesteeestreeassseesseeessseeessseesssseesssseesssesesssessssseessseeensses 249
Table 262 - Loopback Object ASSOCIAtIONS ........ecivieerrieerreeiriieeiteeestreeesseesseeesseeessseesssseessseesssesesssessssseesssseessnes 250
Table 263 - VirtuallnterfaceODbJect AttIIDULES ......cveieiiieiiiieiiieeciieeriee et ee et e steeesreeetbeessbaeesereeesssaesnsaeesssaeensnes 250
Table 264 - Virtuallnterface Object ASSOCIALIONS..........eeeriieiriieeriieerreeesteeetteesteeesereesstreesseeessseeessseesssseessseeensses 250
Table 265 - IpInterface ODJECt AITDULES. ......ccuuieieiieeiiieiiee et e etteeetee et eesieeesteeesetee e taeesnsaeessseeesseeensaeesnseeennnes 250
Table 266 - IpInterface ODJECt ASSOCIATIONS .......ccvererrierriieiriieeeteeerteeeseteestaeesteeessseessseesnsaeessseeessseesnsseesseeensses 250
Table 267 - Primarylpv4 ObJect AIIDULES ......ccc.eereiiiiiiieieeiieite ettt et e erees 251
Table 268 - IPVO ODJECT AITDULES. .....ccueirueirtieieerieerite ettt ettt ettt et ettt st et ebeesaeesabeesbeenbeenanesaneenneen 251
Table 269 - Secondarylpv4 ODJect AtITDULES .....ccueieiiieiiiie ittt e ettt et ee e et e e eeeabeeeeees 251
Table 270 - CableBundle Object AttrTDULES. .......ceiuiiiiiieiiie ittt e et e et e st e e et e ebeeeeaaeeeeees 252
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Table 271 - CableBundle ODJect ASSOCIATIONS .......vveerveerrerieiiieertieesreeesreesteeessseeessseesssseesseeessseeessseesssseessseeensses 252
Table 272 - CableHelperCfg ObJect AITDULES .......eeevvieeiiieiiieeciieerieeestee et eeeieeeseteeetreesnraeesebeeessseesnsaeesssaeensnes 252
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1 SCOPE

1.1 Introduction and Purpose

This specification is part of the DOCSIS family of specifications developed by Cable Television Laboratories
(CableLabs). In particular, this specification is part of a series of specifications that define the sixth generation of
high-speed data-over-cable systems, DOCSIS 4.0. This specification was developed for the benefit of the cable
industry and includes contributions by operators and vendors from North America, Europe, and other regions.

This document defines the requirements necessary for the Configuration, Fault Management, and Performance
Management of the Cable Modem Termination System (CMTS) and the Converged Cable Access Platform (CCAP)
system. The intent of this specification is to define a common, cross-vendor set of functionalities for the
configuration and management of CMTSs and CCAPs.

This specification defines a standard configuration information model for the configuration of the CCAP. This
specification also defines the SNMP Management requirements for a CCAP. These SNMP requirements include
both protocol conformance and management object definitions, based largely upon existing industry standard
management objects found in DOCSIS CMTSs and Universal EQAMs. In addition, this specification defines the
standard Event Messaging requirements of a CCAP system.

DOCSIS 4.0 builds on DOCSIS 3.1 technology and significantly increases upstream capacity with the addition of
Full Duplex capabilities.

1.2 Background

1.2.1 Broadband Access Network

A coaxial-based broadband access network is assumed. This may take the form of either an all-coax or hybrid-
fiber/coax (HFC) network. The generic term "cable network" is used here to cover all cases.

A cable network uses a tree-and-branch architecture with analog transmission. The key functional characteristics
assumed in this document are the following:

e Two-way transmission.

e A maximum optical/electrical spacing between the CMTS and the most distant CM of 100 miles (160 km)
in each direction, although typical maximum separation may be 10—15 miles (16-24 km).

1.2.2 Network and System Architecture

1.2.2.1 The DOCSIS Network

The elements that participate in the provisioning of DOCSIS services are shown in Figure 1.
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Figure 1 - The DOCSIS Network

The CM connects to the operator's HFC network and to a home network, bridging packets between them. Many CPE
devices can connect to the CMs' LAN interfaces. CPE devices can be embedded with the CM in a single device, or
they can be separate standalone devices (as shown in Figure 1). CPE devices may use [Pv4, IPv6 or both forms of IP
addressing. Examples of typical CPE devices are home routers, set-top devices, and personal computers.

The CMTS connects the operator's back office and core network with the HFC network. Its main function is to
forward packets between these two domains, and optionally to forward packets between upstream and downstream
channels on the HFC network. The CMTS performs this forwarding with any combination of link-layer (bridging)
and network-layer (routing) semantics.

Various applications are used to provide back office configuration and other support to the devices on the DOCSIS
network. These applications use IPv4 and/or IPv6 as appropriate to the particular operator's deployment. The
following applications include:

Provisioning Systems
e The CM provisioning systems are discussed in [CM-OSSIv4.0].
e Command Line Interface applications that are vendor-proprietary.
e The Time Protocol server provides Time Protocol clients with the current time of day.
e Certificate Revocation server provides certificate status.
e  Optionally supported NETCONF client supports CMTS/CCAP device provisioning.
Network Management System (NMS)

e The SNMP Manager allows the operator to configure and monitor SNMP Agents which reside within the
CMTSs/CCAPs.

e The syslog server collects messages pertaining to the operation of devices.

e The IPDR Collector server allows the operator to collect bulk statistics in an efficient manner.
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1.2.2.2 CMTS Reference Architecture
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Figure 2 - Data-Over-Cable Reference Architecture

The reference architecture for data-over-cable services and interfaces is shown in Figure 2.

1.2.2.3 CCAP Data Reference Architecture

The following diagram, Figure 3, displays the interfaces used for the CCAP. This specification will focus on the
Operations Support System Interface (OSSI) between the CCAP and the Operations Support System (OSS). The
interfaces between the OSS and the eSAFE and Cable Modems are out of scope for this specification.
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Figure 3 - CCAP Interface Reference Architecture

Within a CCAP implementation, logical interface connectivity is from the OSSI to the packet processing function of
the CCAP. This logical interface connection allows for the configuration and management of the CCAP
infrastructure. The packet processing function will receive its OSS content through the Network Side Interface
(NSI), consisting of at least 160 Gbps of data on one or more physical interfaces.

For additional information about the CCAP data reference architecture, see [CCAP TR].

1.2.3 Service Goals

As cable operators have widely deployed high-speed data services on cable television systems, the demand for
bandwidth has increased. Additionally, networks have scaled to such a degree that [Pv4 address constraints are
becoming a burden on network operations. To this end, CableLabs' member companies have decided to add new
features to the DOCSIS® specification for the purpose of increasing channel capacity, enhancing network security,
expanding addressability of network elements, and deploying new service offerings.

The DOCSIS system allows transparent bi-directional transfer of Internet Protocol (IP) traffic, between the cable
system headend and customer locations, over an all-coaxial or hybrid-fiber/coax (HFC) cable network. This is
shown in simplified form in Figure 4.
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Equipmeént
§ il
AR e Interface
_Notwork g2 — wa
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Network Side Cable Modem
Inerface CMTS E-:Ij,t.:in:lr
Eguipment

Figure 4 - Transparent IP Traffic Through the Data-Over-Cable System

1.2.4 Statement of Compatibility

This specification defines the DOCSIS 4.0 interface. Prior generations of DOCSIS were commonly referred to as
DOCSIS 1.1, 2.0, 3.0, and 3.1. DOCSIS 4.0 is backward-compatible with equipment built to the previous
specifications. DOCSIS 4.0-compliant CMTSs and CCAPs seamlessly support DOCSIS 3.1, DOCSIS 3.0, DOCSIS
2.0, and DOCSIS 1.1 CMs.
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1.2.5 DOCSIS 4.0 Documents

A list of the specifications in the DOCSIS 4.0 series is provided in Table 1. For further information, please refer to
http://www.cablemodem.com.

Table 1 - DOCSIS 4.0 Series of Specifications

Designation Title
CM-SP-PHYVv4.0 Physical Layer Specification
CM-SP-MULPIv4.0 Media Access Control and Upper Layer Protocols Interface Specification
CM-SP-CM-0SSIv4.0 Cable Modem Operations Support System Interface Specification
CM-SP-CCAP-0OSSIv4.0 Converged Cable Access Platform Operations Support System Interface Specification
CM-SP-SECv4.0 Security Specification
CM-SP-CMCIv3.0 Cable Modem CPE Interface Specification

This specification is defining the interface for the Operations Support Systems Interface (OSSI), specifically for the
Cable Modem Termination System and Converged Cable Access Platform.

1.3 Requirements

Throughout this document, the words that are used to define the significance of particular requirements are capitalized.

"MUST" This word means that the item is an absolute requirement of this specification.

"MUST NOT" This phrase means that the item is an absolute prohibition of this specification.

"SHOULD" This word means that there may exist valid reasons in particular circumstances to ignore this item, but the
full implications should be understood and the case carefully weighed before choosing a different course.

"SHOULD This phrase means that there may exist valid reasons in particular circumstances when the listed behavior is

NOT" acceptable or even useful, but the full implications should be understood and the case carefully weighed

before implementing any behavior described with this label.

"MAY" This word means that this item is truly optional. One vendor may choose to include the item because, for
example, a particular marketplace requires it or because it enhances the product; another vendor may omit
the same item.

This document defines many features and parameters, and a valid range for each parameter is usually specified.
Equipment (CMTS and CCAP) requirements are always explicitly stated. Equipment complying with all mandatory
(MUST and MUST NOT) requirements are considered compliant with this specification. Support of non-mandatory
features and parameter values is optional.

1.4 Conventions

In this specification the following convention applies any time a bit field is displayed in a figure. The bit field should
be interpreted by reading the figure from left to right, then from top to bottom, with the MSB being the first bit so
read and the LSB being the last bit so read.

MIB syntax, XML Schema and YANG module syntax are represented by this code sample
font.

NOTE: Notices and/or Warnings are identified by this style font and label.

1.5 Organization of Document

Section 1 provides an overview of the DOCSIS 4.0 CCAP/CMTS specification including the reference architecture
and statement of compatibility.

Section 2 includes a list of normative and informative references used within this specification.

Section 3 defines the terms used throughout this specification.

Section 4 defines the acronyms and XML namespaces used throughout this specification.
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Section 5 provides an introduction to the FCAPS Network Management Model, which forms the organizational
structure of this specification. In order to provide a more logical flow, one that mirrors processes in place at MSOs,
the order of functions has been shifted, and is organized as CPAF:

e Configuration Management
e  Performance Management
e  Accounting Management
e Fault Management
Note that Security Management topics are covered in context of these topics.

Key feature and Use Cases for each management function are provided along with a high-level CCAP management
architectural view. An introduction to the concept of Information Models and Data Models is also provided.

Section 6 defines the Configuration Management functions of the CCAP, including theory of operation, network
management protocols and Information Models.

Section 7 defines the Performance Management functions of the CCAP, including network management protocols,
Information Models and Data Model requirements.

Section 8 defines the Accounting Management functions of the CCAP, including IPDR network management
protocols, SAMIS and Data Model requirements.

Section 9 defines the Fault Management functions of the CCAP including network management protocols, event
reporting requirements and Information Models.

1.5.1 Annexes (Normative)

Annex A includes a detailed list of MIB object requirements for the CMTS and CCAP.

Annex B describes the IPDR for DOCSIS Cable Data Systems Subscriber Usage Billing Records.

Annex C describes the Auxiliary Schemas for DOCSIS IPDR Service Definitions.

Annex D describes the format and content for Event, SYSLOG, and SNMP Notification.

Annex E describes how vendors can extend the configuration data model.

Annex F describes the CCAP Data Type Definitions used in both the Information Models and data models.

Annex G describes the Diagnostic Log network management feature including Information Models.

1.5.2 Appendices (Informative)

Appendix I contains information relevant to example NETCONF message exchanges.
Appendix II contains a method for identifying replicated QAMs.

Appendix IIT contains DOCSIS IPDR sample instance documents.

Appendix IV contains spectrum analysis use cases.

Appendix V contains sequence diagrams.

Appendix VI lists the acknowledgments for authoring this specification.

Appendix VII contains the revision history of this specification.
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TYPE_3.5.1-B.1.xsd, http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-CMTS-CM-US-
OFDMA-STATUS-TYPE

DOCSIS CMTS CM Upstream Status Schema, DOCSIS-CMTS-CM-US-STATS-TYPE_3.5.1-A.2.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-CM-US- STATS-TYPE

DOCSIS Common YANG Repository, https://code.cablelabs.com/cablelabs-yang/wired-yang/docsis-
yang/docsis-common-yang/docsis-common-yang

DOCSIS CMTS Downstream Utilization Information Schema, DOCSIS-CMTS-DS-UTIL_3.5.1-A.3.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-DS-UTIL

DOCSIS CMTS Downstream Utilization Status Schema, DOCSIS-CMTS-DS-UTIL-STATS-TYPE_3.5.1-
A.4.xsd, http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-DS-UTIL-STATS-
TYPE

DOCSIS CMTS Topology Type Schema, DOCSIS-CMTS-TOPOLOGY-TYPE_3.5.1-A.3.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-TOPOLOGY-TYPE

DOCSIS CMTS Upstream Utilization Schema, DOCSIS-CMTS-US-UTIL_3.5.1-A.3.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS- CMTS-US-UTIL

DOCSIS CMTS Upstream Utilization Status Schema, DOCSIS-CMTS-US-UTIL-STATS-TYPE_3.5.1-
A.5.xsd, http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-US-UTIL-STATS-
TYPE

DOCSIS CPE Information Schema, DOCSIS-CPE_3.5.1-A.2.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3. 0/xsd/|pdr/DOCSIS CPE

DOCSIS CPE Type Schema, DOCSIS-CPE-TYPE_3.5.1-A.2.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CPE-TYPE

DOCSIS Diagnostic Log Information Schema, DOCSIS-DIAG-LOG_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG

DOCSIS Diagnostic Log Detail Schema, DOCSIS-DIAG-LOG-DETAIL_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG-DETAIL

DOCSIS Diagnostic Log Detail Type Schema, DOCSIS-DIAG-LOG-DETAIL-TYPE_3.5.1-A.2.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG-DETAIL-TYPE

DOCSIS Diagnostic Log Event Type Schema, DOCSIS-DIAG-LOG-EVENT-TYPE_3.5.1-A.2.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG-EVENT-TYPE

DOCSIS Diagnostic Log Type Schema, DOCSIS-DIAG-LOG-TYPE_3.5.1-A.2.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG-TYPE
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TYPE]
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MULTICAST]
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TYPE]

[DOCSIS-MD-NODE]
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PROFILE]

[DOCSIS-QOS]
[DOCSIS-REC]

[DOCSIS-SAMIS-
TYPE-1]

[DOCSIS-SAMIS-
TYPE-2]

[DOCSIS-SERVICE-
FLOW]

[DOCSIS-US-OFDMA-
PROFILE-STATS-
TYPE]

[DPOE OSSIv1.0]
[DPOE OSSIv2.0]
[eDOCSIS]
[gNMI]

[gNMI-SPEC]

[GPB]

[GPB Encoding]
[gRPC]

[gRPC KA Pkg]
[gRPC-TUNNEL]

DOCSIS Downstream OFDM Profile Stats Type Schema, DOCSIS-DS-OFDM-PROFILE-STATS-
TYPE_3.5.1-B.1.xsd, http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-DS-OFDM-
PROFILE-STATS-TYPE

DOCSIS IP Multicast Information Schema, DOCSIS-IP-MULTICAST_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-IP-MULTICAST

DOCSIS IP Multicast Statistics Type Schema, DOCSIS-IP-MULTICAST-STATS-TYPE_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-IP-MULTICAST-STATS-TYPE

DOCSIS MAC Domain Node Information Schema, DOCSIS-MD-NODE_3.5.1-A.2.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-MD-NODE

DOCSIS OFDM Profile Information Schema, DOCSIS-OFDM-PROFILE_3.5.1-B.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-OFDM-PROFILE

DOCSIS QoS Information Schema, DOCSIS-QOS_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-QOS

DOCSIS Record Information Schema, DOCSIS-REC_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-REC

DOCSIS SAMIS Type 1 Schema, DOCSIS-SAMIS-TYPE-1_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SAMIS-TYPE-1

DOCSIS SAMIS Type 2 Schema, DOCSIS-SAMIS-TYPE-2_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SAMIS-TYPE-2

DOCSIS Service Flow Information Schema, DOCSIS-SERVICE-FLOW_3.7-B.2.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-SERVICE-FLOW

DOCSIS Upstream OFDMA Profile Stats Type, DOCSIS-US-OFDMA-PROFILE-STATS-TYPE_3.5.1-
B.1.xsd, http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-US-OFDMA-PROFILE-
STATS-TYPE

DOCSIS Provisioning of EPON OSSI Specification, DPoE-SP-OSSIv1.0-C01-160830, August 30, 2016,
Cable Television Laboratories, Inc.

DOCSIS Provisioning of EPON OSSI Specification, DPoE-SP-OSSIv2.0-113-230322, March 22, 2023,
Cable Television Laboratories, Inc.

eDOCSIS Specification, CM-SP-eDOCSIS-131-220831, August 31, 2022, Cable Television Laboratories,
Inc.

OpenConfig gRPC Network Management Interface,
https://github.com/openconfig/reference/tree/master/rpc/gnmi

OpenConfig gRPC Network Management Interface Specification,
https://github.com/openconfig/reference/blob/master/rpc/gnmi/gnmi-specification.md

Google Protocol Buffers, https://developers.google.com/protocol-buffers

Google Protocol Buffers — Encoding, https://developers.google.com/protocol-buffers/docs/encoding

A modern, open source, high-performance remote procedure call (RPC) framework, https:/grpc.io/
Go language keepalive package, https://pkg.go.dev/google.golang.org/grpc/keepalive?utm_source=godoc

OpenConfig gNMI/gNOIl/ssh dial-out via grpctunnel,
https://github.com/openconfig/reference/blob/master/rpc/gnmi/gnmignoissh-dialout-grpctunnel.md

[IPDR/BSR] IPDR Business Solution Requirements - Network Data Management Usage (NDM-U), TMF875-IPDR-IIS-
PS, Version 3.7, TM Forum, October 2009

[IPDR/CAPAB] IPDR/Capability File Format, TMF879-IPDR-IIS-PS, Version 3.9, TM Forum, October 2009

[IPDR/SP] IPDR Streaming Protocol (IPDR/SP) Specification, TMF8000-IPDR-IIS-PS, Version 2.8, TM Forum, May
2012

[IPDR/SSDG] IPDR Service Specification Design Guide, TMF8002-IPDR-IIS-DG, Version 3.8, TM Forum, October 2009

[IPDR/XDR] IPDR/XDR Encoding Format, TMF8001-IPDR-IIS-PS, Version 3.8, TM Forum, October 2009

[L2VPN] Business Services over DOCSIS: Layer 2 Virtual Private Networks, CM-SP-L2VPN-116-220328, March 28,
2022, Cable Television Laboratories, Inc.

[M-OSSI] DOCSIS M-CMTS Operations Support Interface, CM-SP-M-OSSI-108-081209, December 9, 2008, Cable
Television Laboratories, Inc.

[MPEG] Information technology - Generic coding of moving pictures and associated audio information: Systems,
ISO/IEC 13818-1: 2007

[MULPIv3.0] MAC and Upper Layer Protocols Interface Specification, CM-SP-MULPIv3.0-C01-171207, December 7,
2017, Cable Television Laboratories, Inc.
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[MULPIv3.1] MAC and Upper Layer Protocols Interface Specification, CM-SP-MULPIv3.1-125-230419, April 19, 2023,
Cable Television Laboratories, Inc.

[MULPIv4.0] MAC and Upper Layer Protocols Interface Specification, CM-SP-MULPIv4.0-108-231211, December 11,
2023, Cable Television Laboratories, Inc.

[OSSIv3.0] Operations Support System Interface Specification, CM-SP-OSSIv3.0-C01-171207, December 7, 2017,
Cable Television Laboratories, Inc.

[PCMM] PacketCable Multimedia Specification, PKT-SP-MM-109-230913, September 13, 2023, Cable Television
Laboratories, Inc.

[PHYV3.1] DOCSIS Physical Layer Specification, CM-SP-PHYv3.1-120-230419, April 19, 2023, Cable Television
Laboratories, Inc.

[PHYV4.0] DOCSIS Physical Layer Specification, CM-SP-PHYv4.0-106-221019, October 19, 2022, Cable Television
Laboratories, Inc.

[PKT-DQOS] PacketCable Dynamic Quality of Service Specification, PKT-SP-DQOS-C01-071129, November 29, 2007,
Cable Television Laboratories, Inc.

[PORT NUMS] Port Numbers, IANA, http://www.iana.org/assignments/port-numbers

[RFC 793] IETF RFC 793, Transmission Control Protocol, September 1981

[RFC 1112] IETF RFC 1112, Host Extensions for IP Multicasting, August 1989

[RFC 1350] IETF RFC 1350/STD0033, The TFTP Protocol (Revision 2), July 1992

[RFC 1832] IETF RFC 1832, XDR: External Data Representation Standard, August 1995

[RFC 2133] IETF RFC 2133, Basic Socket Interface Extensions for IPv6, April 1997
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[RFC 2560] IETF RFC 2560, X.509 Internet Public Key Infrastructure Online Certification Status Protocol - OCSP, June
1999

[RFC 2573] IETF RFC 2786, SNMP Applications, April 1999

[RFC 2575] IETF RFC 2575, View-based Access Control Model (VACM) for the Simple Network Management Protocol
(SNMP), April 1999
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[RFC 2579] IETF RFC 2579, Textual Conventions for SMIv2, April 1999

[RFC 2616] IETF RFC 2616, Hypertext Transfer Protocol — HTTP/1.1, June 1999

[RFC 2669] IETF RFC 2669, DOCSIS Cable Device MIB Cable Device Management Information Base for DOCSIS
compliant Cable Modems and Cable Modem Termination Systems, August 1999

[RFC 2710] IETF RFC 2710, Multicast Listener Discovery (MLD) for IPv6, October 1999

[RFC 2786] IETF RFC 2786, Diffie-Helman USM Key Management, March 2000

[RFC 2790] IETF RFC 2790, Host Resources MIB, March 2000

[RFC 2821] IETF RFC 2821, Simple Mail Transfer Protocol, April 2001
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2.2 Informative References
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3 TERMS AND DEFINITIONS

This specification uses the following terms and definitions.

aggregation

asynchronous operation

base overlap channel
bridging CMTS
cable modem (CM)

cable modem termination
system

cable modem termination
system - network side
interface (CMTS-NSI)

carrier-to-noise plus
interference ratio (CNIR)

channel

CM-to-CM co-channel
interference

command line interface

complete transmit channel
set

configuration objects

Converged Cable Access
Platform

customer premises
equipment

datastore
downstream

echo cancellation

edge QAM

extended transmit channel
set

A special type of object association for configuration information models in which objects are
assembled or configured together to create a more complex object.

Operation that returns data for requests at a later time. An asynchronous operation provides a
way to make scheduled requests for resources, data, or services when available. The availability
of a resource, service, or data store may not be immediate. An asynchronous operation may
provide a callback to the requester when the requested resource is ready.

The overlap channel that covers the entire spectrum of and uses the same DOCSIS channel ID
as the physical OFDMA channel in an overlapping OFDMA channels configuration.

A CMTS that makes traffic forwarding decisions between its network systems interfaces and
MAC domain interfaces based upon the Layer 2 Ethernet MAC address of a data frame.

A modulator-demodulator at subscriber locations intended for use in conveying data
communications on a cable television system.

An access-side networking element or set of elements that includes one or more MAC domains
and one or more network system interfaces. This unit is located at the cable television system
headend or distribution hub and provides data connectivity between a DOCSIS radio frequency
interface and a wide area network.

The interface, defined in [NSI], between a CMTS and the equipment on its network side.

The ratio of the expected commanded received signal power at the CMTS input to the noise plus
interference in the channel.

The frequency spectrum occupied by a signal. Usually specified by center frequency and
bandwidth parameters.

Interference caused by two or more different transmitters operating in the same channel, without
proper channel access control or scheduling, leading to decreases in throughput for devices
operating in the channel.

A mechanism used to interact with the CCAP by typing text-based commands into a system
interface.

This is defined for a CM as the combination of upstream channels in its transmit channel set and
in its extended transmit channel set. Pre-DOCSIS 4.0 CMs do not have an extended transmit
channel set. In other words, their complete transmit channel set consists only of upstream
channels in their transmit channel set.

A CM's upstream service flows may be associated with some or all of the channels in the
complete transmit channel set.

Managed objects in the CCAP configuration that support writability. The CCAP is configured by
specifying the attributes of these objects.

An access-side networking element or set of elements that combine the functionality of a CMTS
with that of an Edge QAM, providing high-density services to cable subscribers.

Equipment at the end user's premises; may be provided by the end user or the service provider.

A collection of configuration objects used by the CCAP to define its configuration.

Transmissions from CCAP to CM/CPE.
Also, RF spectrum used to transmit signals from a cable operator's headend or hub site to
subscriber locations.

A process by which an FDX CM receiver's performance is improved by canceling out adjacent
leakage interference (ALI) and adjacent channel interference (ACI) resulting from concurrent
upstream transmissions.

A headend or hub device that receives packets of digital video or data. It repacketizes the video
or data into an MPEG transport stream and digitally modulates the digital transport stream onto a
downstream RF carrier using quadrature amplitude modulation (QAM).

The set of extended upstream channels that a DOCSIS 4.0 CM is configured to use for upstream
transmission. The extended transmit channel set (TCS_EXT) is alternatively referred to as the
FDX transmit channel set (TCS_FDX) for FDX CMs in an FDX band plan and as the FDD
transmit channel set (TCS_FDD) for FDD CMs in an FDD band plan.

See also transmit channel set and complete transmit channel set.
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extended upstream channel

extensible markup language
FCAPS

FDX mode

flow

frequency division duplex
(FDD)

frequency division duplex
cable modem

frequency division duplex
cable modem termination
system

full duplex allocated
spectrum

full duplex band

full duplex cable modem

full duplex cable modem
termination system

full duplex capable cable
modem

full duplex limited cable
modem

full duplex channel

full duplex DOCSIS

full duplex downstream
channel

full duplex node

full duplex sub-band

An OFDMA upstream channel present above 108 MHz in an FDX band plan or in an FDD UHS
band plan. In an FDX band plan, extended upstream channels exist only in the FDX allocated
spectrum of the 108 MHz to 684 MHz FDX band. In an FDD band plan, extended upstream
channels exist only between 108 MHz and the UHS upstream upper band edge. An extended
upstream channel’s bandwidth is always 96 MHz, as specified in [PHYv4.0].

Extended upstream channel only has meaning when the plant is operating with a UHS or FDX
band plan. Otherwise, channels used for upstream transmission are referred to as upstream
channels.

A universal file format for storing and exchanging structured data.

A set of principles for managing networks and systems wherein each letter represents one
principle. F is for fault, C is for configuration, A is for accounting, P is for performance, and S is
for security.

A DOCSIS 4.0 mode of operation in which a full duplex CM is configured for full duplex operation
on a full duplex plant.

A stream of packets used to transport data of a certain priority from the source to the sink.

A band plan where a given band of spectrum is used for either upstream or downstream
transmission.

A DOCSIS 4.0 CM that is designed to operate in an FDD band plan. An FDD CM can access
upstream channels below the upstream/downstream split and downstream channels above the
upstream/downstream split. An FDD CM can access all such upstream channels and
downstream channels in a high-split band plan. An FDD CM can access all such upstream and
downstream channels in a UHS band plan, with the exception that the FDD CM is not required to
be able to access upstream channels between 85 MHz and 108 MHz.

A DOCSIS 4.0 CMTS that is designed to operate in an FDD band plan. An FDD CMTS can
access all upstream channels below the upstream/downstream split, and all downstream
channels above the upstream/downstream split. An FDD CMTS supports mid-split, high-split, and
UHS band plans.

The portion of the full duplex band that the access network allocates for FDX operation, whether
that spectrum is currently in use or not by the FDX node receiver or any full duplex cable
modems. Five values are defined for FDX allocated spectrum: 96 MHz, 192 MHz, 288 MHz, 384
MHz, and 576 MHz.

Always 108 to 684 MHz. Contiguous range of RF spectrum defined in [PHYv4.0] and configured
for full duplex operation. Any given access network may operate only a strict subset of the full
duplex band in full duplex operation (see also full duplex allocated spectrum).

A cable modem compliant to the full duplex specific requirements of the DOCSIS 4.0
specifications. A full duplex cable modem can access the full duplex channel when it is used in
the upstream direction or when it is used in the downstream direction.

A DOCSIS 4.0 CMTS that is designed to operate in an FDX band plan. An FDX CMTS is
compliant with all FDX-specific requirements of the DOCSIS 4.0 specifications. An FDX CMTS
can access upstream channels below the FDX band, full duplex channels within the full duplex
allocated spectrum of the FDX band, and downstream channels above the FDX allocated
spectrum.

Full duplex capable (FDX-capable) cable modem refers to both the full duplex cable modem and
the full duplex limited cable modem.

A DOCSIS 3.1 cable modem compliant to all of the requirements in the DOCSIS 3.1 specification
and full duplex requirements in the DOCSIS 4.0 specification that support transmit only on a
specified full duplex sub-band and/or receive only on different specified full duplex sub-bands.

A downstream OFDM channel or upstream OFDMA channel within the full duplex band
configured for full duplex operation.

A mode of operations within the DOCSIS 4.0 specification that is targeted at significantly
increasing upstream capacity by using the spectrum currently used for downstream transmission
for simultaneous upstream and downstream communications via full duplex communications.

An OFDM channel in the occupied full duplex band. A full duplex downstream channel's
bandwidth can be 96 MHz or 192 MHz, as specified in [PHYv4.0].

An optical node compliant to the full duplex specific requirements of the DOCSIS 4.0
specifications. A full duplex node can access any full duplex channel when it is used in the
upstream direction or when it is used in the downstream direction.

A portion of the electromagnetic spectrum within the occupied full duplex band that contains only
full duplex channels. An FDX duplex sub-band always contains a single full duplex downstream
channel. An FDX duplex sub-band always contains either one or two full duplex upstream
channels.
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full duplex upstream channel

generalization

gigabits per second
gNMI connection

gRPC channel

gRPC remote procedure call

gRPC network management
interface

gRPC tunnel

hybrid fiber/coax system

Institute of Electrical and
Electronics Engineers

interference group

Internet Engineering Task
Force

Internet Protocol

Internet Protocol detail
record

IPDRDoc
kilobits per second
Low Latency DOCSIS

MAC domain

MAC domain cable modem
service group

management
management information
base

media access control

megabits per second

An OFDMA channel in the occupied full duplex band. A full duplex upstream channel's bandwidth
is 96 MHz, as specified in [PHYVv4.0].

A relationship in which one configuration model element (the child) is based on another model
element (the parent). A generalization relationship indicates that the child receives all of the
attributes, operations, and relationships that are defined in the parent.

1 billion bits per second.

Refers to the establishment of a communication link between a client and a network device
(server) over which network management operations can be performed. This connection
leverages the gRPC (Google Remote Procedure Call) protocol for communication. The
connection to a gNMI server is typically represented by a gRPC channel. This channel serves as
the conduit for invoking RPCs provided by the gNMI server.

Provides the connection for making remote procedure calls (RPCs) in gRPC. It is a concept that
represents a logical connection between the client and the server, allowing them to communicate.
The client can use this channel to call the server's methods directly as if they were local methods.

A high-performance, open-source framework designed to handle remote procedure calls (RPCs),
providing a way for client and server applications to communicate transparently. gRPC uses
HTTP/2 as its transfer protocol and includes protocol buffers (protobuf) as one supported
interface definition language.

An open-source network management protocol that is developed by OpenConfig. It is based on
gRPC and is designed to be a flexible, extensible alternative to traditional network management
protocols like SNMP. gNMI is used for telemetry and uses data models defined in YANG.

A mechanism to allow a gRPC server to initiate a connection with a gRPC client, such as in the
gNMI dial-out scenario.

NOTE: There is no mechanism built into the gRPC library that supports this type of reverse
connection.

A broadband bidirectional shared-media transmission system using optical fiber trunks between
the headend and the fiber nodes, and coaxial cable distribution from the fiber nodes to the
customer locations.

A voluntary organization that, among other things, sponsors standards committees and is
accredited by the American National Standards Institute (ANSI). For more information, refer to
www.ieee.org.

A group of cable modems with active channels in the full duplex band that are susceptible to
interfering with one another. The CMTS uses sounding to determine interference groups that are,
in turn, mapped into transmission groups for resource block assignment. An interference group is
part of a transmission group that non-overlapping downstream and upstream channels are
allocated to avoid the upstream-to-downstream interference among cable modems in the same
interference group.

A body responsible for, among other things, developing standards used on the Internet.

An Internet network-layer protocol.

Provides information about Internet Protocol (IP)-based service usage and other activities that
can be used by operational support systems (OSS) and business support systems (BSS).

Master IPDR Schema Document [IPDR/BSR].
1 thousand bits per second.

A set of tools for providing control, status and statistics of packet queuing delays incurred by the
processing of packets through the forwarding plane of the system referred to as Low Latency
Support as defined in [MULPIv3.1] and [MULPIv4.0].

A grouping of Layer 2 devices that can communicate with each other without using bridging or
routing. In DOCSIS, it is the group of CMs that are using upstream and downstream channels
linked together through a MAC forwarding entity.

The subset of a CM-SG that is confined to the DCs and UCs of a single MAC domain. An MD-
CM-SG differs from a CM-SG only if multiple MAC domains are assigned to the same CM-SGs.

Functions on the CCAP that monitor for faults and for overall system performance, including traps
and alarms.

A database of device configuration and performance information that is acted upon by SNMP.

Used to refer to the Layer 2 element of the system, which would include DOCSIS framing and
signaling.

1 million bits per second.
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multimedia terminal adapter

multiple system operator
Network Configuration
Protocol

non-extended upstream
channel

non-primary downstream
channel

occupied full duplex band

Open Systems
Interconnection (OSI)

overlap channel

overlapping OFDMA
channels

partial service

physical (PHY) layer

physical OFDMA channel

PNM server

primary downstream channel

primary service flow

primary-capable downstream

channel

proactive network
maintenance

proto3

protocol buffers
(protobuf)

quadrature amplitude

A combination cable modem and telephone adapter.
A corporate entity that owns and/or operates more than one cable system.

An IETF network management protocol that provides mechanisms to manipulate the
configuration of a device, commonly referred to as NETCONF. NETCONF executes YANG-based
XML files containing configuration objects.

An upstream channel present below 108 MHz in an FDD UHS band plan or in an FDX band plan.
An FDD CM is not required to support upstream channels between 85 MHz and 108 MHz in a
UHS band plan. An FDX CM is not required to support upstream channels between 85 MHz and
108 MHz.

Non-extended upstream channel only has meaning when the plant is operating with a UHS or
FDX band plan. Otherwise, channels used for upstream transmission are referred to as upstream
channels.

A downstream channel received by a cable modem that is not its primary downstream channel.

This term is used interchageably with FDX allocated spectrum and defines the spectrum in an
access network that is allocated to an FDX band, including guard bands, whether it is used for full
duplex or not.

A framework of ISO standards for communication between different systems made by different
vendors in which the communications process is organized into seven different categories that
are placed in a layered sequence based on their relationship to the user. Each layer uses the
layer immediately below it and provides a service to the layer above. Layers 7 through 4 deal with
end-to-end communication between the message source and destination, and layers 3 through 1
deal with network functions.

A portion of a physical OFDMA channel used to support the overlapping OFDMA channels
feature. Overlap channels each have their own DOCSIS channel ID and upper boundary
frequency, which are independent from the DOCSIS channel ID and upper boundary frequency of
the physical OFDMA channel.

A CMTS feature that supports sharing of overlapping frequency sub-bands of an OFDMA channel
by cable modems with differing diplexer settings.

A modem is in a partial service mode of operation any time it is operating with a subset of the
channels in the RCS and/or TCS because a channel has become unusable, either because of an
inability to acquire a channel or because communication on a channel was lost during normal
operation.

Layer 1 in the Open System Interconnection (OSI) architecture; the layer that provides services to
transmit bits or groups of bits over a transmission link between open systems and that entails
electrical, mechanical, and handshaking procedures.

The OFDMA channel that provides the physical resources (e.g., PHY burst receiver) used to
support the overlapping OFDMA channels feature.

One or more software application(s) for initiating PNM tests and queries involving network
elements, acting as a server from the perspective of other PNM and OSS applications, but acting
as a client for network elements and measurement devices providing PNM and OSS resullts.

Prior to registration, a primary-capable downstream channel on which the CM has achieved
timing lock and successfully received an MDD message containing ambiguity resolution TLVs.
After registration, the channel on which the CM acquires timing from the assigned list of primary
downstream channels in the simplified RCC encodings.

All CMs have a primary upstream service flow and a primary downstream service flow. They
ensure that the CM is always manageable, and they provide a default path for forwarded packets
that are not classified to any other service flow.

A downstream channel that carries timestamp information (SYNC messages for SC-QAM or
timestamp message block and explicit primary-capability indicator for OFDM), MDD messages
containing ambiguity resolution TLVs, as well as UCD and MAP messages for at least one
upstream channel in each of the MD-CM-SGs that the downstream channel reaches.

The process and mechanism of measuring and assessing network conditions of the cable plant to
determine error or fault conditions before becoming service impacting.

Protocol buffers version 3. See protocol buffers.

A language-neutral, platform-neutral, extensible mechanism for serializing structured data
(https://developers.google.com/protocol-buffers).

A modulation technique in which an analog signal's amplitude and phase vary to convey

modulation information, such as digital data.
QAM channel An analog RF channel that uses quadrature amplitude modulation (QAM) to convey information.
06/05/24 CablelLabs® 45


https://developers.google.com/protocol-buffers

CCAP-OSSIv4.0-111-240605 Data-Over-Cable Service Interface Specifications

query
radio frequency
receive channel set

resource block

resource block assignment
RBA sub-band direction set

remote authentication dial in
user service

request for comments
RESTCONF

routing CMTS
running-config

Secure Copy Protocol

Simple Network Management
Protocol

sounding

specialization

startup-config
streaming telemetry

streaming telemetry client
streaming telemetry server

synchronous operation

telemetry

Terminal Access Controller
Access-Control System Plus

test

A synchronous request-response for data (including measurements and-or statistics) that is
expected to be available on request for a polling model. A query does not apply to streaming
telemetry. A PNM query is distinguished from a PNM test (see test).

In cable television systems, this refers to electromagnetic signals in the range of 5 to 1000 MHz.

The set of downstream channels assigned to an individual CM is called its receive channel set,
and is explicitly configured by the CMTS using the RCC encodings.

The set of sub-bands of the full duplex active spectrum assigned to a transmission group of FDX-
capable cable modems. A resource block has fixed configured boundaries and the capability to
be dynamically assigned by the CMTS to any of a set of upstream or downstream combinations
to satisfy network traffic demand and the service provider's business objectives.

Assignment of a resource block to upstream or downstream operation.

The set of all active FDX sub-bands and the associated direction for those sub-bands. Because
of RBA expiration times, there may be RBA messages with sequential change counts that specify
the same set of sub-band directions. The term RBA sub-band direction set is used to describe the
directions contained in an RBA message to distinguish those directions from the RBA message.
The CM and CMTS maintain ECT state on a per RBA sub-band direction set basis. The RBA
sub-band direction set is independent of the assigned TG ID.

A networking protocol that provides centralized authentication, authorization, and accounting
(AAA) management for computers to connect and use a network service.

A technical policy document of the IETF; these documents can be accessed at http://www.rfc-
editor.org/.

An HTTP-based protocol that provides a programmatic interface for accessing data defined in
YANG, using the datastore concepts defined in the Network Configuration Protocol (NETCONF).

A CMTS that makes traffic forwarding decisions between its network system interfaces and MAC
domain interfaces based upon the Layer 3 (network) address of a packet.

Configuration objects that control CCAP behavior, along with any vendor-proprietary
configurations.

A secure file transfer protocol based on Secure Shell (SSH).
Allows a host to query modules for network-related statistics and error conditions.

Sounding is a testing process performed by the FDX CMTS to assess the Co-Channel
Interference (CClI) level between any CM pair that may share the same spectrum for FDX
operation and is performed during Interference Group (IG) Discovery.

A relationship in which one configuration model element (the parent) is used to model another
element (the child). The specialized child element receives all of the attributes, operations, and
relationships that are defined in the parent and defines additional attributes, operations, and
relationships that enable its specialized behavior.

The configuration objects stored in non-volatile memory.

The transmission of telemetry via a streaming transport protocol from remote points or systems to
receiving systems.

The gNMI streaming telemetry application that subscribes to elements of a YANG datastore
maintained by a telemetry server.

The gNMI streaming telemetry network function that maintains a YANG datastore and provides
the gNMI telemetry service to the telemetry client.

Operation that returns data in direct responses to requests. A synchronous operation provides a
way to make requests for resources, data, or services when available.

The expectation is that there will be an immediate return of data. Using a synchronous operation,
the application requests data and waits for it until a value is returned.

The automatic recording and transmission of measurements/data from remote points/systems to
receiving systems (in different locations) for monitoring and analysis.

Protocol that provides access control for routers, network access servers, and other networked
computing devices via one or more centralized servers.

An asynchronous data request-response from the network element, initiated by a command, and
is usually accompanied by specific parameters for execution of the request. A test is always
accompanied by a "Test ID", end point, or other method to align the request and response, and
sometimes answered with a file output response of a measurement or statistic. A PNM test is
distinguished from a PNM query (see query).
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transmission group

transmit channel set

upstream

video-on-demand system
X.509

YANG

A logical grouping of cable modems using the full duplex band that is formed by the CMTS for the
purpose of preventing transmissions from a cable modem from interfering with cable modems
receiving in a downstream channel at the same time.

The set of upstream channels that a pre-DOCSIS 4.0 CM is configured to use for upstream
transmission.

The set of upstream channels that an FDD CM is configured to use for upstream transmission in
a non-UHS band plan.

The set of non-extended upstream channels that an FDD CM is configured to use for upstream
transmission in a UHS band plan.

The set of non-extended upstream channels that an FDX CM is configured to use for upstream
transmission in an FDX band plan.

See also extended transmit channel set and complete transmit channel set.

Transmissions from CM to CCAP.
Also, RF spectrum used to transmit signals from a subscriber location to a cable operator's
headend or hub site.

System that enables individuals to select and watch video.

ITU-T recommendation standard for a public key infrastructure (PKI) for single sign-on (SSO) and
privilege management infrastructure (PMI).

A data modeling language used to model configuration data, state data, remote procedure calls,
and notifications for network management protocols.
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4 ABBREVIATIONS, ACRONYMS, AND NAMESPACES

This specification uses the following abbreviations.

AAA (network) authentication, authorization, and accounting
ACK acknowledge

ACL access control list

ANSI American National Standards Institute

API application programming interface

AQM active queue management

ASCII American Standard Code for Information Interchange
ASF aggregate service flow

ASM any source multicast

A-TDMA Advanced Time Division Multiple Access

BPI Baseline Privacy Interface

BPKM Baseline Privacy Key Management

bps bits per second

BSR business solution requirements

BSS business support systems

(o3 Celsius (temperature)

CA certificate authority

CAS conditional access system

CAT conditional access table

CATV cable television

CCAP Converged Cable Access Platform

CCF common collection framework

CCl copy control information

CLI command line interface

CM cable modem

CMTS cable modem termination system

CoS class of service

CP cyclic prefix

CPAF configuration, performance, accounting, fault management
CPE customer premises equipment

CRANE Common Reliable Accounting for Network Element
CRL certificate revocation list

cw control word

dB decibel

DBC dynamic bonding change

DBG downstream bonding group

DC downstream channel

DCC dynamic channel change

DCID downstream channel identifier

DCS downstream channel set

DES Digital Encryption Standard

DHCP Dynamic Host Configuration Protocol

DLC downstream line card

DLS DOCSIS Light Sleep (mode)

DPD downstream profile descriptor
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DPoE DOCSIS Provisioning of EPON

DS downstream

DSAP destination service access point

DSCP differentiated services (DiffServ) code point
DSG DOCSIS Set-top Gateway

DSID downstream service identifier

DST Daylight Saving Time

DTD document type definition

DTI DOCSIS Timing Interface

EAE early authentication and encryption

ECM entitlement control message

ECMD ECM decoder

ECMG ECM generator

EM event message OR energy management
EM-ID energy management identifier

EMM entittement management message

EPON Ethernet Passive Optical Network

EQAM Edge QAM

ERM Edge Resource Manager

ERMI Edge Resource Manager Interface

ERRP Edge Resource Registration Protocol
ETV enhanced television

ETVBIF Enhanced Television Binary Interchange Format
FCAPS Fault, Configuration, Accounting, Performance, and Security
FDD frequency division duplex

FDX full duplex or full duplex DOCSIS

FDX-L full duplex limited

FEC forward error correction

FFT fast Fourier transform

FQDN fully qualified domain name

FRU field replaceable unit

FSM finite state machine

FTP File Transfer Protocol

Gbps gigabits per second

GC group configuration

GCR group classifier rule

GLBG general load balancing group

GMT Greenwich Mean Time

gNMI gRPC network management interface
GPB Google Protocol Buffers

GQC group QoS configuration

gRPC gRPC Remote Procedure Calls

GSF group service flow

HCS header check sequence

HFC hybrid fiber-coax

HMAC hash-based message authentication code
HQoS hierarchical quality of service

HTTP Hypertext Transfer Protocol

HTTP/2 Hypertext Transfer Protocol version 2
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HTTPS Hypertext Transfer Protocol Secure

IATC interface aggregate traffic class

ID identifier

IDL interactive data language

IEC International Electrotechnical Commission

IEEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force

IFFT inverse fast Fourier transform

IG interference Group

IGMP Internet Group Management Protocol

INIT initialize or initialization

IP Internet Protocol

IPDR Internet Protocol Detail Record

IPv4 Internet Protocol version 4

IPv6 Internet Protocol version 6

IR Internet Protocol Detail Record recorder

IS Internet Protocol Detail Record store

ISO International Organization for Standardization

IT Internet Protocol Detail Record transmitter

ITU International Telecommunication Union

IucC interval usage code (has iterations of 1,2, and 3)
J2EE Java 2 Platform, Enterprise Edition

JSON JavaScript Object Notation

kbps kilobits per second

kHz kilohertz

L2VPN Layer 2 virtual private network

LAN local area network

LLD Low Latency DOCSIS

log logarithm

LSB least significant bit

LTE long-term evolution

MAC Media Access Control

MAP bandwidth allocation map

Mbps megabits per second

M-CMTS modular cable modem termination system
MD-CM-SG Media Access Control domain cable modem service group
MDD MAC domain descriptor

MD-DS-SG Media Access Control domain downstream service group
MDF multicast DSID forwarding

MD-US-SG Media Access Control domain upstream service group
MER modulation error ratio

MGMD multicast group membership discovery

MHz megahertz

MIB management information base

MIC message integrity check

MLD multicast listener discovery

MPD message processing and dispatching

MPTS multi-program transport stream

MSB most significant bit
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MSO multiple system operator

MTA multimedia terminal adapter

MTC multiple transmit channel

MULPI MAC and Upper Layer Protocols Interface
NETCONF Network Configuration Protocol

NMS network management system

NOC network operations center

NSI network side interface

oCD OFDM Channel Descriptor

OCSP Online Certificate Status Protocol

OFDM orthogonal frequency division multiplexing
OFDMA orthogonal frequency division multiplexing with multiple access
OMG object management group

ONU optical network unit

[o]0]0 overlapping OFDMA channels

0SS Operations Support System

0SSI Operations Support System Interface

oul organizationally unique identifier

PAT program association table

PCMM PacketCable Multimedia

PE physical and environmental

PEN private enterprise number

PHY Physical Layer

PID packet identifier

P-IE probe information element

PMT program map table

PNM Proactive Network Maintenance

PON Passive Optical Network

PS CableHome Portal Services

PSD power spectral density

QAM quadrature amplitude modulation

QoS quality of service

QPSK quadrature phase shift keying

RADIUS Remote Authentication Dial In User Service
RB resource block

RBA resource block assignment

RCC receive channel configuration

RCP receive channel profile

RCP-ID receive channel profile identifier

RCS receive channel set

RCT redistribution control trigger

REG registration

REST representational state transfer

RF radio frequency

RFC request for comments

RFI radio frequency interface

RKS record keeping server

RPC remote procedure call

RTSP Real Time Streaming Protocol
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RxMER receive (channel) modulation error ratio

SA security association

SAID security association identifier

SAMIS Subscriber Accounting Management Interface Specification
SAV source address verification

SC service consumer

S-CDMA synchronous code division multiple access

SCN service class name

SCP Secure Copy Protocol

SC-QAM single-carrier quadrature amplitude modulation
SDV switched digital video

SE service element

SEC security

SF service flow

SFID service flow identifier

SID service identifier

SLA service-level agreement

SMiv1 Structure of Management Information version 1
SMiv2 Structure of Management Information version 2
SNAP Subnetwork Access Protocol

SNMP Simple Network Management Protocol

SNMPv1 Simple Network Management Protocol version 1
SNMPv2 Simple Network Management Protocol version 2
SNMPv2c community-based Simple Network Management Protocol version 2
SNMPv3 Simple Network Management Protocol version 3
SP Streaming Protocol

SRE system route engine

SSH secure shell

SSM source specific multicast

STP Spanning Tree Protocol

SW software

SYNC synchronize or synchronization

TACACS+ Terminal Access Controller Access-Control System Plus
TCP Transmission Control Protocol

TCS transmit channel set

TDMA time division multiple access

TEK traffic encryption key

TFTP Trivial File Transfer Protocol

TG transmission group

TLS transport layer security

TLV type-length-value

ToD time of day

ToS terms of service

TS transport stream

TSID transport stream identifier

UBG upstream bonding group

uc upstream channel

ucc upstream channel change

UcCID upstream channel identifier
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ubC upstream drop classifier

ubP User Datagram Protocol

ULC upstream line card

UML Unified Modeling Language

URL uniform resource locator

us upstream

uTC Coordinated Universal Time
uuiD universally unique identifier
VACM view-based access control model
VIVSO vendor-identifying vendor-specific options
VLAN virtual local area network

VoD video on demand

WAN wide area network

XDR external data representation
XML Extensible Markup Language
XSD XML Schema Definition

4.1 XML Namespaces

This specification uses the following XML namespace prefixes to indicate the corresponding public XML

namespaces.

Table 2 - Public XML Namespaces

Prefix XML Namespace Specification
Reference

xsd http://www.w3.0rg/2001/XMLSchema [W3XSD1.0]

Xsi http://www.w3.0rg/2001/XMLSchema-instance [W3XSD1.0]

ipdr http://mibs.cablelabs.com/namespaces/DOCSIS/tmforum/xsd/ipdr | [IPDR/SSDG]

This specification defines the following XML namespaces for DOCSIS IPDR Service Definitions.

Table 3 - IPDR Service Definition Namespaces

Prefix

XML Namespace

DOCSIS-SAMIS-TYPE-1

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SAMIS-TYPE-1

DOCSIS-SAMIS-TYPE-2

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SAMIS-TYPE-2

STATS-TYPE

DOCSIS-CMTS-CM-US-

TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-CM-US-STATS-

STATUS-TYPE

DOCSIS-CMTS-CM-REG-

STATUS-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-CMTS-CM-REG-

TYPE

DOCSIS-CMTS-TOPOLOGY-

TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-TOPOLOGY-

DOCSIS-CPE-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CPE-TYPE

DOCSIS-DIAG-LOG-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG-TYPE

TYPE

DOCSIS-DIAG-LOG-EVENT-

TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG-EVENT-

TYPE

DOCSIS-DIAG-LOG-DETAIL-

TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG-DETAIL-

STATS-TYPE

DOCSIS-CMTS-US-UTIL-

TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-US-UTIL-STATS-
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Prefix XML Namespace
DOCSIS-CMTS-DS-UTIL- http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-DS-UTIL-STATS-
STATS-TYPE TYPE

DOCSIS-CMTS-CM-SERVICE-
FLOW-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-CMTS-CM-SERVICE-
FLOW-TYPE

DOCSIS-IP-MULTICAST-
STATS-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-IP-MULTICAST-STATS-
TYPE

DOCSIS-CMTS-CM-DS-OFDM-
PROFILE-STATUS-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-CMTS-CM-DS-OFDM-
PROFILE-STATUS-TYPE

DOCSIS-CMTS-CM-DS-OFDM-
STATUS-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-CMTS-CM-DS-OFDM-
PROFILE-TYPE

DOCSIS-CMTS-CM-US-
OFDMA-PROFILE-STATUS-
TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-CMTS-CM-US-OFDMA-
PROFILE-STATUS-TYPE

DOCSIS-CMTS-CM-US-
OFDMA-STATUS-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-CMTS-CM-US-OFDMA-
STATUS-TYPE

DOCSIS-DS-OFDM-PROFILE-
STATS-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-DS-OFDM-PROFILE-
STATS-TYPE

DOCSIS-US-OFDMA-
PROFILE-STATS-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-US-OFDMA-PROFILE-
STATS-TYPE"

This specification defines the following XML namespaces for DOCSIS auxiliary schemas.

Table 4 - Auxiliary Schema Namespaces

Prefix XML Namespace
DOCSIS-CMTS http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS
DOCSIS-CM http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CM
DOCSIS-CPE http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CPE
DOCSIS-Q0S http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-QOS
DOCSIS-REC http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-REC

DOCSIS-CMTS-CM-US

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-CM-US

DOCSIS-CMTS-CM-NODE-CH

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-CM-NODE-CH

DOCSIS-MD-NODE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-MD-NODE

DOCSIS-DIAG-LOG

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG

DOCSIS-DIAG-LOG-DETAIL

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG-DETAIL

DOCSIS-CMTS-US-UTIL

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-US-UTIL

DOCSIS-CMTS-DS-UTIL

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-DS-UTIL

DOCSIS-SERVICE-FLOW

http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-SERVICE-FLOW

DOCSIS-IP-MULTICAST

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-IP-MULTICAST

DOCSIS-CMTS-CM-DS-OFDM

http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-CMTS-CM-DS-OFDM

DOCSIS-CMTS-CM-PARTIAL

http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-CMTS-CM-PARTIAL

DOCSIS-CMTS-CM-US-OFDMA

http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-CMTS-CM-US-OFDMA

DOCSIS-OFDM-PROFILE

http://www.cablelabs.com/namespaces/DOCSIS/3.1/xsd/ipdr/DOCSIS-OFDM-PROFILE
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5 OVERVIEW

5.1 FCAPS Network Management Model

The International Telecommunication Union (ITU) Recommendation defines a set of management categories,
referred to as the FCAPS model, represented by the individual management categories of Fault, Configuration,
Accounting, Performance and Security. Telecommunications operators, including MSOs, commonly use this model
to manage large networks of devices. This specification uses these management categories to organize the
requirements for the configuration and management of the CCAP platform.

Fault management seeks to identify, isolate, correct and record system faults. Configuration management modifies
system configuration variables and collects configuration information. Accounting management collects usage
statistics for subscribers, sets usage quotas and bills users according to their use of the system. Performance
management focuses on the collection of performance metrics, analysis of these metrics and the setting of thresholds
and rate limits. Security management encompasses identification and authorization of users and equipment, provides
audit logs and alerting functions, as well as providing vulnerability assessment.

Each of these management categories is discussed in further detail in the following sections.

5.1.1 Fault Management

Fault management is a proactive and on-demand network management function that allows non-standard/abnormal
operation on the network to be detected, diagnosed, and corrected. A typical use case involves network elements
detecting service-impacting abnormalities; when detected, an autonomous event (often referred to as an alarm
notification) is sent to the network operations center (NOC) to alert the MSO of a possible fault condition in the
network affecting a customer's service. Once the MSO receives the event notification, further troubleshooting and
diagnostics can be performed by the MSO to correct the fault condition and restore the service to proper operation.

5.1.2 Configuration Management

Configuration Management provides a set of network management functions that enables system configuration
building and instantiating, installation and system turn up, network and device provisioning, auto-discovery, backup
and restore, software download, status, and control (e.g., checking or changing the service state of an interface).

Configuration Management is primarily concerned with network control via modifying operating parameters on
network elements such as the CCAP. Configuration parameters could include both physical resources (for example,
an Ethernet interface) and logical objects (for example, QoS parameters for a given service flow).

While the network is in operation, Configuration Management is responsible for monitoring the configuration state
and making changes in response to commands by a management system or some other network management
function.

For example, a performance management function may detect that response time is degrading due to a high number
of uncorrected frames, and may issue a Configuration Management change to modify the modulation type from 16-
QAM to QPSK. A Fault Management function may detect and isolate a fault and may issue a configuration change
to mitigate or correct that fault.

5.1.3 Accounting Management

Accounting Management is a network management function that allows MSOs to measure the use of network
services by subscribers for the purposes of cost estimation and subscriber billing. The CCAP is the network element
that is responsible for providing the usage statistics to support billing. Subscriber Accounting Management Interface
Specification (SAMIS) is an example of an implemented Accounting Management function. Billing is outside the
scope of this specification.

5.1.4 Performance Management

Performance Management is a proactive and on-demand network management function. The ITU Recommendation
defines its role as gathering and analyzing "statistical data for the purpose of monitoring and correcting the behavior
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and effectiveness of the network, network equipment, or other equipment and to aid in planning, provisioning,
maintenance and the measurement of quality." A Performance Management use case might include the NOC
performing periodic (15 min, for example) collections of QoS measurements from network elements to perform
monitoring and identification of any potential performance issues that may be occurring with the service being
monitored. With the historical data that has been collected, trending analysis can be performed to identify issues that
may be related to certain times of day or other corollary events. The MSO can run reports on the data to identify
suspect problems in service quality, or the NOC application can be provisioned, so that when certain performance
thresholds are violated, the MSO is automatically notified that a potential service quality problem may be pending.
Significant intelligence can be integrated into the NOC application to automate the ability to detect the possible
degradation of a customer's service quality and take actions to correct the condition. Service level agreement
compliance is not possible without strong performance management.

Performance Management functions include collecting statistics of parameters such as number of frames lost at the
MAC layer and number of codeword errors at the PHY layer. These monitoring functions are used to determine the
health of the network and whether the offered Quality of Service (QoS) to the subscriber is met. The quality of
signal at the PHY layer is an indication of plant conditions.

Additional Performance Management functions include Proactive Network Maintenance to enable measurement and
reporting of network conditions such that undesired impacts such as plant equipment and cable faults, interference
from other systems and ingress can be detected and measured. With this information, cable network operations
personnel can make modifications necessary to improve conditions and monitor network trends to detect when
network improvements are needed.

DOCSIS 4.0 introduces a new Performance Management function for Streaming Telemetry. Telemetry is the
automatic recording and transmission of measurements/data from remote points/systems to receiving systems (in
different locations) for monitoring and analysis. Sensors in remote systems measure physical (e.g., temperature) or
electrical data (e.g., current). These measurements form a data stream sent to a collection/receiving system. The
receiver disaggregates the data stream into the original data set for processing/display/etc. While Telemetry is used
across many different industries, Telemetry specific to communication networks is referred to as Network
Telemetry. Network Telemetry describes how information from various network data sources can be collected using
a set of automated communication processes and transmitted to one or more receiving equipment for analysis tasks.
Analysis tasks may include event correlation, anomaly detection, performance monitoring, metric calculation, trend
analysis, and other related processes.

5.1.5 Security Management

Security Management provides for the management of network and operator security, as well as providing an
umbrella of security for the telecommunications management network functions. Security Management functions
include authentication, access control, data confidentiality, data integrity, event detection, and reporting. A Security
Management use case might include providing authentication and data confidentiality when transferring a
configuration file that contains the entire configuration data set for the device to a network element. These functions
are covered in context within this specification.

5.2 Management Architectural Overview

Figure 5 illustrates the DOCSIS CCAP management architecture including management interfaces and logical
components of the MSO Back Office, CCAP, and Cable Modem. Refer to the following sections for descriptions of
the architectural components and interfaces.
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Figure 5 - CMTS and CCAP Management Architecture

5.2.1 Back Office Systems
MSO back office systems support the delivery of their subscriber services. This is generally represented as a layered

model:

e Business Support Services
Business Support Services (BSSs) include business and commercial level systems for customer management,

revenue management, billing, etc.
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e  Operational Support Services

Operational Support Services (OSSs) include service-level systems for service delivery and orchestration and
service monitoring.

e Network Support Services

Network support services, including Network Management Systems (NMSs) and Element Management
Systems (EMSs) include network facing systems for network management, monitoring, administration and
control. This is often referred to as the Network Management Layer. Network Support Services provide an
abstraction layer to the Operational Support Services via a Network Management Applications Northbound
Interface.

e Management Data Models

In a model-driven architecture, each layer in the Back Office contains an abstracted view of the underlaying
layer below it. management data models provide implementation-specific programmable models which can be
used by all applications in each layer. This specification uses UML to model protocol-agnostic Information
Models as described in Section 5.4.

5.2.2 Network Management Applications

Various management applications and servers, including Network Management Stations, reside in the Network
Management Layer within the MSO back office to provision, monitor, and administer the Network Elements or
network functions within the Network Layer.

The following set of network management applications are supported in the architecture:
e SNMP Manager — performs SNMP queries against a CCAP's SNMP Agent.
e SSH Client — provides secure access to the CCAP.
e Telnet Client — provides Telnet capabilities into the CCAP.
e File Server — provides a file transfer mechanism for the CCAP.
e Time Server — provides a CCAP with current Time of Day (ToD).

e DHCP Server — has the responsibility of assigning a CCAP its IPv4 and/or IPv6 addresses as well as other
DHCP parameters.

e IPDR Collector — primary and secondary - collect bulk data statistics, such as usage metrics, via the
IPDR/SP protocol.

o  Certificate Server — provides information and status for security certificates.

e Notification Receiver — receives autonomous SNMP and optional NETCONF notifications and Syslog
messages from a CCAP.

e Syslog Server — provides the ability to receive SYSLOG messages from the CCAP.
e NETCONF Client — performs provisioning for CCAP's supporting NETCONF Servers.

e PNM Server — provides an interface to triggering PNM tests in the CCAP and collecting PNM
measurements.

e Telemetry Client — provides a Streaming Telemetry data collection subscription-based interface.

The Business and Service Management Layer, which sits north of the Network Management Layer, is where higher-
level MSO business processes are implemented via BSS/OSS systems (Business Support Services and Operational
Support Services). These BSS/OSS systems utilize the data and information from the Network Management Layer
(via the Network Management Applications Northbound Interface) that interrogate data from the Network Layer.
Figure 5 illustrates components and their respective resource artifacts that reside at the Network Layer and Network
Management Layer, which include the CCAP and Cable Modem and their respective Network Management
Applications.
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5.2.3 Common Collection Framework

The CableLabs Common Collection Framework (CCF) [CCF] represents a data collection framework which enables
abstraction of the network layer for BSS applications. BSS applications utilize a RESTful API layer provided by
CCF and CCF implements the network layer protocol specific interfaces to collect network layer datasets, such as
Proactive Network Maintenance measurement data. Within the context of DOCSIS, the CCF includes component
functions (e.g., PNM Servers) to collect PNM data using DOCSIS OSSI interfaces including SNMP and TFTP.
With the introduction of future OSSI interfaces, the BSS applications would not need to be redesigned to support
these new interfaces, the CCF would simply introduce additional protocol interface support and provide the models
in the RESTful APIs to the BSS application clients.

Figure 6 represents the CCF applicable to DOCSIS OSS PNM. A PNM Application resides in the Application Plane
within the back office. The PNM Application functionality is left to vendor implementation. The PNM Server
resides at the CCF plane within the back office. The PNM Server provides an abstraction of the network elements to
the PNM Application via a REST API interface. The PNM Application is able to retrieve PNM-centric data from the
PNM Server via a set of REST APIs from the PNM Server NBI. The CCAP provides the PNM data collected from
CCAP measurements to the PNM Server over the CCAP NBI using existing DOCSIS OSS protocols (SNMP,
TFTP). In addition, the PNM Server SBI communicates directly with Cable Modems to retrieve PNM measurement
data using the same DOCSIS OSS interfaces.
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™
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|
«components
Cable Modem =
SNMF, TFTP

Figure 6 - Common Collection Framework for DOCSIS PNM

5.24 CCAP

The CMTS is an access-side networking element or set of elements that includes one or more MAC Domains and
one or more Network System Interfaces. This device is located at the cable television system headend or distribution
hub and provides data connectivity between a DOCSIS Radio Frequency Interface and a wide-area network.

The CCAP is an access-side networking element or set of elements that combines the functionality of a CMTS with
that of an Edge QAM, providing high-density services to cable subscribers.
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The CMTS/CCAP and Cable Modems reside within the Network Layer where services are provided to end
Subscribers and various metrics are collected about network and service performance, among other things.
5.2.4.1 CCAP Northbound Interface

The CCAP Northbound Interface ("Oss-Ccap interface") provides a standardized set of management and operations
protocols to enable back office management of DOCSIS components. In addition, this interface provides an
abstracted model view of the DOCSIS system components to the back office management applications.

The following set of network management protocols are supported by the architecture:
e SNMP Agent
e SSH Server
e Telnet Server
e File Client
e Time Client
e DHCP Client
e [PDR Exporter
e Certificate Client
e Notification Sender
e Syslog Client
e NETCONF Server
e Telemetry Server
These represent client or server applications that enable communication with the back office network management
applications via the Oss-Ccap interface.
5.2.4.2 CCAP Managed Objects

This represents the set of data models, containing groupings of managed objects, which enables the back office to
manage, administer, monitor and provision the CCAP component. In this specification, this information is specified
in a protocol-neutral UML modeling language and then translated into the required protocol specific data models
based on each type of network management interface and its requirements for data encoding and associated
messaging protocols. There are two basic types of managed objects, CCAP managed resources, which enable the
back office to manage aspects of the CCAP component, and CM managed resources, which enable the back office to
manage aspects of Cable Modems via the DOCSIS protocol over the Ccap-Cm interface. Refer to Section 5.4 for
additional details.

5.2.4.3 CCAP Southbound Interface

The CCAP Southbound Interface ("Ccap-Cm interface") represents the interface between the CCAP and CM. This
interface communicates with the southbound CMs in the Network Layer to manage MAC and PHY level
characteristics.

5.2.5 Cable Modem

The Cable Modem is a modulator-demodulator at subscriber locations intended for use in conveying data
communications on a cable television system. The Cable Modem also contains a set of Information Models and
associated protocol specific data models as specified in [CM-OSSIv4.0]. The back office CM management interface
is referred to as the "Oss-Cm interface".
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5.3 DOCSIS 4.0 OSSI Key Features

DOCSIS 4.0 introduces a number of features that build upon features introduced in previous versions of DOCSIS,
including Low Latency DOCSIS support (LLD). This specification includes new features for the Operations Support
System Interface (OSSI) based on requirements established to support the introduction of new DOCSIS 4.0 features
and provides enhancements to management capabilities that will further improve operational efficiencies for the
operator.

The DOCSIS 4.0 suite of specifications defines requirements for Extended Channels and Advanced Band Plans to
facilitate increased capacity in the upstream and downstream for providing multigigabit services in the upstream and
downstream.

Support for Modular YANG further enhances the DOCSIS 4.0 OSSI specification. In addition, DOCSIS 4.0
introduces an updated Baseline Privacy Interface Plus version (i.e., BPI+V2), which provides perfect forward
secrecy, algorithm agility, stronger authorization and traffic encryption keys, downgrade protection, and mutual
authentication, as defined in the SEC 4.0 specification.

Table 5 - Management Feature Requirements for DOCSIS 4.0

Features Management OSI Layer Description
Functional Area
Legacy OFDM downstream signals, | Configuration PHY Provisioning physical downstream and upstream
OFDMA upstream signals, transmitters and receivers according to their
advanced band plan downstream capabilities

signals, and extended spectrum
upstream signals

Plant topology Configuration PHY, MULPI, | Provisioning flexible arrangements of US/DS
(Data Link) channels for channel bonding configuration to reflect
plant topology
Enhanced diagnostics Fault PHY, MULPI, | Expanded metrics for Proactive Network
network Maintenance, including DOCSIS 4.0 extended
channel metrics
Enhanced performance data Performance PHY, MULPI, | Collection of large statistical data sets for DOCSIS 4.0
collection network feature sets
Enhanced signal quality monitoring | Performance PHY Gathers information on narrow-band ingress and

distortion affecting the quality of the RF signals in the
extended spectrum

BPI+ V2 Configuration SEC Provides perfect forward secrecy, encryption
algorithm agility, stronger authorization and traffic
encryption keys, downgrade protection, and mutual

authentication
Modular YANG oSSl Replaces monolithic YANG
Streaming telemetry 0SSl gNMI/gRPC-based telemetry interface as an

alternative to IPDR and SNMP-based data collection

5.3.1 Fault Management Features

The DOCSIS 4.0 Fault Management features include all DOCSIS 3.1 fault management features plus those specific
to FDX and FDD.

5.3.2 Configuration Management Features

The configuration of the DOCSIS protocols for CM/CCAP interactions for configuring features in support of PHY
MULPI/QoS and Security (BPI) uses the CM configuration file and CMTS policies via MAC messages exchange.
The reporting of configuration state and status information is done via SNMP MIB objects. Configuration of
features and functions of the CCAP is performed via vendor-proprietary mechanism or via NETCONF, if supported.

DOCSIS 4.0 Full Duplex DOCSIS configuration requirements include configuration of spectrum bandwidth at the
optical fiber node for FDX channels.
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5.3.3 Performance Management Features

The DOCSIS 4.0 performance management requirements include an efficient mechanism for collecting large
Proactive Network Maintenance data sets for granular plant status. While DOCSIS 4.0 continues to support the file-
based Bulk Data transfer mechanisms described in this specification, new methods are introduced for streaming of
Telemetry.

Additional status objects manage the operation and status monitoring of cable modems acquiring and using FDX
channels configured in the FDX Band.

5.4 Information Models

The Information Model approach is based on an object-oriented modeling approach well known in the industry for
capturing requirements and analyzing the data in a protocol independent representation. This specification uses the
Unified Modeling Language (UML) to graphically represent the various elements composing the Information
Model. This approach defines requirements with use cases to describe the interactions between the operations
support systems and the network element. Use Case diagrams illustrate the ways in which the user or actor, which
can be an external system, can interact with the system under design (i.e., CCAP). Sequence diagrams model the
sequence of exchanged messages (e.g., SNMP, NETCONF, etc.) and actions for a specific operation and are often
used to define specific scenarios for the defined Use Cases. The management information is represented in terms of
classes or objects along with their attributes and the interactions between these encapsulated objects (or also referred
to as entities in some representations). Class diagrams provide this conceptual, static model of the structure of the
system (i.e., CCAP OSS Interface). Class diagrams organize attributes into related groups or classes, model
relationships between the classes including inheritance, and define the operations (e.g., CRUD) each class can
execute. Component diagrams model the components of a system and the interactions between the components.
These define specific interfaces (i.e., CCAP OSSI) and the information that flows through the interface. Typically,
one component provides the interface realization (the Server) while other component(s) utilize (“<<use>>"") the
interface (the Client(s)) to interact with the other component. Component diagrams effectively define interfaces and
the operations which can be performed on the interface. The collection of UML diagrams are referred to as the
DOCSIS 4.0 Information Models. With the introduction of several new, complex features in DOCSIS 4.0 and the
operator needs for a more proactive and efficient approach to management information, information modeling
methodologies offer the ability to reuse the same definitions when new protocols are introduced in the future.

The managed objects, operations, and notifications are then represented in a protocol specific form referred to as a
management data model. The management data models when using SNMP are described using the Structure of
Management Information Version 2 (SMIv2) [RFC 2578] and the design of these models is determined by the
capabilities of the protocol. The management data models when using NETCONF are described using the YANG
data modeling language [RFC 6020]. The management data models when using IPDR/SP are described using the
IPDR Service Definition Schemas [[PDR/SSDG].

Refer to [UML Guidelines] for information modeling concepts used throughout this specification.

5.4.1 Attribute Multiplicities in Class Diagrams

While a multiplicity is often defined for an association between two classes, a multiplicity can also be defined for an
attribute within a class definition. This is further explained in the Attributes section of [UML Guidelines].

Class object attributes tables can include a column labeled "Multiplicity." The multiplicity for an attribute can be
represented in a UML Class Diagram by placing the value or range of values within square brackets following the
attribute name and attribute type.

If the multiplicity for an attribute is not defined or specified, the default multiplicity is 'l,' which represents a single
value or single instance for the attribute when the class is instantiated. Non-default attribute multiplicities require the
UML class diagram and object attributes table to define the multiplicity.

An attribute with a multiplicity defined to include zero (e.g., 0..1) indicates the attribute is not required when the
class is instantiated.

An attribute with a multiplicity defined to include a value greater than 1 (e.g., 0..* or 1..*) indicates the attribute is a
list or array with 1 or more values.
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The following examples highlight the multiplicity rules.
Class: DocsisGlobalCfg

Attribute: ChannelUtilizationInterval: UnsignedInt [1]
Attribute: L2VpnGlobalEnabled: Boolean [0..1]

In this example, there is a single instance or value for the ChannelUtilizationInterval attribute when the
DocsisGlobalCfg class is instantiated. The L2VpnGlobalEnabled attribute is optional and may be omitted when the
DocsisGlobalCfg class is instantiated. If L2VpnGlobalEnabled attribute is included, there is a single instance or
value present when the class is instantiated.

Class: ServiceClass
Attribute: LatencyHistBinEdges: UnsignedShort [0..15]

In this example, there can be zero to 15 instances or values for the LatencyHistBinEdges attribute when the
ServiceClass class is instantiated. In this case, the LatencyHistBinEdges attribute is implemented as a list or array in
the data model.

5.5 CCAP Use Cases
The following Use Cases represent example FCAPS operations for managing the CCAP.

5.5.1 Fault Management Use Cases

The following represents a set of Fault Management Use Cases for the CCAP.

Fault Management

Receive Syslog
Message

it

Receive SNMP
N

0

Throttling Threshold

Figure 7 - Fault Management Use Cases
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5.5.1.1 Monitoring Downstream Channel Faults and Events

The following is an example Use Case which illustrates an MSO monitoring/querying events specific to a
downstream OFDM channel via the Northbound OSSI interface by receiving a SNMP notification, receiving a
Syslog message, and querying the CCAP event log. An example OFDM channel event, event ID 74001000, is
included, which represents a profile failure event. NETCONF notifications are optionally supported and are not

illustrated in Figure 8.

Fault Management (PHY Channel Level Reporting)
. el N
— - /" Downstream OFDM ™,
Recsive SNMP (" Channel Events )
Notification S N ’__/
T — _ include» «include» _ F— ——\'""_
- - > winclude»
%\_/,/"’l _ Tu‘_n___"j]i_ncludes ~ s 7 N
LS _— = ~  Channel Events, [
mMs0 T T «include» _ _——-"> <"' Profile Failure _">
\ _ - — _—
S  Monitor EventLog
N S R

-

Event ID 74001000: CM-STATUS received - DS OFDM profile failure lﬁ

Figure 8 - Downstream Channel Fault Monitoring Use Case
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5.5.2 Configuration Management Use Cases

The following represents a set of Configuration Management Use Cases for the CCAP.
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Figure 9 - Configuration Management Use Cases
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5.5.2.1 Downstream RF Port Configuration

The following is an example Use Case for configuration of attributes for a downstream RF port on one of the line
cards on the [-CCAP chassis modeled by the MAC Manager. As Figure 10 shows, this Use Case includes
configuration of downstream RF port attributes such as Base Power, Tilt, Maximum Tilt Frequency, and RF Mute.
Example CLI commands for such provisioning operations are also included.

|
Configuration Management (PHY Port Level)

~ Provision Base ™
Channel Power )
cnclude» - 7
-~

- _—— —
R < 4includex”Provision RF Mute
cudex Prov -

. — . -
- /" Provision RF Line ™ «iﬁdudes%./ Provision -
S 1 r—- — { )
MSO | N Card / \Mnslnam RF Pod/ __ «includen
l T N < "~ Provision Tilt )
| ~ #include» ~—___ —
AN
l ~
| 4 —
| I./Pruvision Maximum \.I
\ Tilt Fi en /
| \_‘-- requency ‘,/
| —
~
Via Command Line Interface. Example:
igure interface cabi slot>/ cable p« {evel <250-N tenths of dBmV> [no]

Figure 10 - Downstream RF Port Configuration Use Case

5.5.2.2 Downstream RF Channel Configuration

The following is an example Use Case for configuration of attributes for a downstream OFDM channel on one of the
downstream RF ports of a linecard on the I-CCAP chassis modeled by the MAC Manager. As Figure 11 shows, this
Use Case includes configuration of OFDM channel attributes such as Power Adjust. Example CLI commands for
such provisioning operations are also included.

|
Configuration Management (PHY Channel Level)

" Provision
includ { Downstream 3
. 4include® 5. OFDM Channel /’
) e T —— e
é Provision Ch —_—
P T :---.__ _ _ __-—--> ™ _«include»
MSO e

| ~
I

~Provision Power
| ™™

Via Command Line Interface. Example:
5C-QAM Example: configure interface cable-downstream <5%/C*/CH"> cable power-adjust <-80-0>
OFDM Example: configure interface cable-downstream <5/C/CH> ofdm poweradjust <-80-0> [power-frequency <0-31>] [no]

Figure 11 - Downstream RF Channel Configuration Use Case
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5.5.2.3 MAC Domain-Level Configuration

The following is an example Use Case for configuration of attributes for a MAC Domain on the I-CCAP chassis
modeled by the MAC Manager. As Figure 12 shows, this Use Case includes configuration of MAC Domain
attributes such as MDD Interval. Example CLI commands for such provisioning operations are also included.

|
Configuration Management (MAC Level)

<""_Pruu1sbn MDD T,

Interval /'
) F—
«include» _ -
-
-
o 7
%\— Provision MAC ‘“\I
mso ( Domaln _/
\
\
\
Via Command Line Interface. Example:
configure interface cable-mac <0-415> cable mdd-interval <1-2000=>

Figure 12 - MAC Domain-Level Configuration Use Case

5.5.3 Performance Management Use Cases

The following represents a set of Performance Management Use Cases for the CCAP.

5.5.3.1 Monitoring Downstream Channel Performance

The following is an example Use Case which illustrates an MSO monitoring/querying the count of MAC-layer
octets transmitted by the MAC Manager using the profile specified for a downstream OFDM channel via the
Northbound OSSI interface using SNMP. An example SNMP GET operation is included which represents querying
a specific channel profile, identified by OFDM channel index and profile id, for the count of out octets.

Performance Manag t (PHY Cha I Level Reporting)
" Monitor
includ { Downstream 3
> B _ “include» 5. OFDM Channel _/ —
—j\— —— . — - Monitor Out .
iy C--___IT im' m'“_":'___) T, includex Octet Counts /'

\ «includes _
P
¢ Monitor Profile

Via SNMP:
GET docs!f31CmisDsOfdmProfileStatsOutOctets.{Downstream OFDM Channel ifindex, Profile ID} IT

Figure 13 - Downstream Channel Performance Monitoring Use Case
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5.5.3.2 Monitoring Downstream Channel Status

The following is an example Use Case illustrating an MSO monitoring/querying the channel utilization for a
downstream OFDM channel via the Northbound OSSI interface using SNMP. An example SNMP GET operation is

included which represents querying a specific OFDM channel index for the utilization on that interface.

|
Status Monitoring (PHY Channel Level Reporting)
.r//--- Monitor --h“\\
) —— winclude» _| Downstream )
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| ~~ Monitor Channel ™,
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| — R
Via SNMP:

GET docs|f31CmtsDsOfdmChanUtiization.{Downstream OFDM Channel ifindex}

?

Figure 14 - Downstream Channel Status Monitoring Use Case

5.5.3.3 Downstream Proactive Network Maintenance

The following is an example set of Use Cases which illustrates an MSO/PNM Server monitoring/querying/triggering

downstream PNM measurements and statistics via the Northbound OSSI interface using SNMP and TFTP.

MSOs have the ability to:

e Provide partial functionality of a network analyzer to analyze the response of the cable plant via

Downstream OFDM Symbol Capture. Capturing the input and output of the cable plant is equivalent to a
wideband sweep of the channel, which permits full characterization of the linear and nonlinear response of

the downstream plant.

e View the noise, interference and intermodulation products underlying a portion of an OFDM signal with

the Downstream Noise Power Ratio measurement.

e  Perform Downstream OFDM Profile Tests and retrieve per-subcarrier MER values, codeword statistics,

and NCP Field and CRC failure counts from a CM.
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Figure 15 - Downstream Proactive Network Maintenance Use Cases

5.5.3.4 Upstream Proactive Network Maintenance

The following is an example set of Use Cases which illustrates an MSO/PNM Server monitoring/querying/triggering
upstream PNM measurements and statistics via the Northbound OSSI interface using SNMP and TFTP.

MSOs have the ability to:

Measure plant response and view the underlying noise floor by capturing at least one OFDM symbol during
a scheduled active or quiet probe with Upstream Capture for Active and Quiet Probe. An active probe
provides the partial functionality of a network analyzer since the input is known and the output is captured.
This permits full characterization of the linear and nonlinear response of the upstream cable plant. A quiet
probe provides an opportunity to view the underlying noise and ingress while no traffic is being transmitted
in the OFDMA band being measured.

Provide a wideband spectrum analyzer function with Capture Upstream Spectrum which can be triggered to
examine desired upstream transmissions as well as underlying noise and interference during a quiet period.

Gather statistics of burst/impulse noise occurring in a selected narrow band with Upstream Impulse Noise
Statistics.

Retrieve Upstream FEC Statistics to monitor upstream link quality via FEC and related statistics taken on
codeword error events.

Gather a measurement of nonlinear effects in the channel such as amplifier compression with Upstream
Histogram.

Estimate the total received power in a specified OFDMA channel at the F connector input of the CCAP, or
other agreed measurement point, for a given user with Upstream OFDMA Rx Power. The measurement is
based on upstream probes, which are typically the same probes used for pre-equalization adjustment.

Retrieve measurements of the Upstream Receive Modulation Error Ration (RxXMER) for each subcarrier of
an OFDMA channel.
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Upstream Proactive Network Maintenance
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Figure 16 - Upstream Proactive Network Maintenance Use Cases

5.5.3.5 Common Proactive Network Maintenance

The following is an example set of Use Cases which illustrates an MSO/PNM Server performing common PNM
testing functions via the Northbound OSSI interface using SNMP and TFTP.

MSOs have the ability to:
e Provide PNM test configuration prior to triggering a test to run on the CCAP.

e  Trigger or start a PNM test to run on the CCAP. Note that this could be performed during the configuration
step in a one-shot action.

e  Monitor a PNM test while it is running to determine the test status.
e  Stop a free run PNM test that is current running on the CCAP.
e  Query test results from a completed PNM test, or test which provides run-time measurements.

e Receive measurement results when a PNM capture tests has completed execution. This can include:

70 CableLabs® 06/05/24



CCAP™ Operations Support System Interface Specification CCAP-0OSSIv4.0-111-240605

e Receiving a PNM results capture file via a file transfer mechanism such as TFTP. This method uses a
CCAP Bulk Data File transfer.

e Receiving PNM measurement captures real-time via a MDT Subscription Interface.

e Retrieving real-time PNM-related measurements which may or may not include triggering a test to perform
such measurements.

|
PNM Per Test Use Cases

Figure 17 - Common Proactive Network Maintenance Test Use Cases

5.5.3.6 Streaming Telemetry

The following is an example set of Use Cases which illustrates a Telemetry Client (a Network Support Services
layer application) performing Streaming Telemetry functions via the Northbound OSSI interface using Streaming
Telemetry interface. There are also Use Cases which illustrate a provisioning and/or monitoring application (also, a
Network Support Services layer application) configuring and monitoring the Streaming Telemetry interface using
existing OSSI management interfaces.

Provisioning and Monitoring Applications have the ability to:
e Configure Telemetry Server parameters on the CCAP, such as Telemetry Client access lists.

e Collect metrics related to the Streaming Telemetry interface operation and status, such as Telemetry Client
connection status.
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e Receive alarms or events relating to the CCAP Streaming Telemetry interface, such as Telemetry Client
connection failures.

Telemetry Clients have the ability to:

e  Subscribe to Telemetry data within the device (e.g., CCAP) data model hierarchy of performance
management statistics, status or state information.

e Once subscribed, receive Telemetry data over the CCAP Streaming Telemetry interface.

e  Upon receiving Telemetry data over the Streaming Telemetry interface, cancel the subscription to suspend
further data from being sent by the CCAP.

]
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Collect Streaming
Telemetry Status &
Statistics

Network Support Services /
I
2 ;

Provisioning & Monitoring Applications

Receive Streaming
Telemetry Alarms &
Events

Subscribe to
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Receive
Telemetry Stream

Cancel Streaming
Telemetry Data

Telemetry Client

Figure 18 - Streaming Telemetry Use Cases

5.5.4 Security Management Use Cases

Security management provides support to configure security functions of the CCAP and implements key functions at
the CCAP to execute security management of CMs. This includes the implementation of SSH, secure configuration,
and certificate management.

5.5.4.1 Secure Shell

Operators require secure remote access to CCAPs for activities such as maintenance and troubleshooting. The
CCAP provides a Secure Shell (SSH) server that allows secure remote access including for vendor-specific
command line interface.

MSOs have the ability to:

e Remotely and securely access CCAPs for CLI operations.
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e Remotely and securely execute automated management, for example using NETCONF.

e Add, change, or update files on CCAPs.
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Figure 19 - Secure Shell Use Cases

5.5.4.2 Secure Controls and Tools Management

The CCAP is required to provide several provisioning and monitoring capabilities securely. This includes providing
appropriate configuration files, setting key security settings, and implementing and configuring secure channels.

MSOs have the ability to:
e Configure TLS parameters.
e Configure SSH parameters.

e Configure and utilize a secure channel to configure additional security settings for Source Address
Verification, Early Authentication and Encryption and BPI+.

This specification only provides details necessary for configuration and control of these Security features.
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Figure 20 - Security Controls Use Cases
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5.5.4.3 Certificate Management

CCAP uses X.509 certificates for device authentication between the CMs and back-office server, as well as between
the CMs and the CCAP. The X.509 certificates are also used to validate secure software download images as
specified in [SECv4.0] and this specification. The CCAP provides the requisite messaging and server support to

ensure CMs are able to validate certificates and determine revocation status.

MSOs have the ability to:
e  Manage certificates on CMs and the CCAP.

e  Manage the trust stores used for validated certificates on CMs and the CCAP.

e Configure and execute certificate validation on CMs and the CCAP.

e  Assign the certificates revocation method used by CMs as either Certificate Revocation List (CRL), Online

Certificate Status Protocol (OCSP), both, or neither.

e Maintain and distribute a certificate revocation list for CM devices if Certificate Revocation List (CRL) is

used.

e  Ensure connectivity to an OCSP responder if OCSP is used.
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Figure 21 - Certificate Management Use Cases
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6 CONFIGURATION MANAGEMENT

DOCSIS 3.0 introduced a new methodology and approach for configuration management in the CCAP by moving
away from using the SNMP interface to using the NETCONF protocol as described in this section.

In addition to the NETCONTF approach to modify the attribute values stored in the CCAP, vendor-specific methods
such as a Command Line Interface (CLI) or an HTTP interface could be present. Irrespective of the method used, it
is necessary to assure the data integrity as a result of changes performed using different interfaces. For example,
when the attribute value is modified using one management interface, this changed value is reported when that
attribute is accessed from any of the other interfaces. When a change in the value of the attribute does not succeed,
requesting the same change from another interface also results in failure (assuming the same level of access control
for all those interfaces for the specific operation). If an event is generated as a result of making the change in one
management interface, this is reported independent of how the change was initiated.

6.1 CCAP Configuration Theory of Operation

The CCAP combines the functionality of an EQAM with a CMTS. While these are distinct functions, the
configuration of the CCAP will treat these functions in a consolidated way. To facilitate the configuration of such a
complex and dense device, this specification describes a method for configuring the device via the NETCONF
protocol:

Aspects of CCAP configuration include:

e Standard YANG data model for configuration, with vendor-specific extensions for the inclusion of
proprietary features

e  Ability to configure a full set of standardized and vendor-proprietary configuration elements
e  Ability to configure a partial set of standardized and vendor-proprietary configuration elements
e NETCONF options to manage the CCAP configuration

It is anticipated that the CCAP will contain only basic default settings in its startup configuration when initially
powered on, and the operator will begin configuration of the CCAP via serial console connection. Basic default
settings are vendor-specific. The following sections define standardized CCAP configuration mechanisms and
processes.

6.2 CCAP Configuration and Transport Protocol Requirements

6.2.1 Configuration Object Datastore
The CCAP implements the standard configuration objects defined by this specification.

These configuration objects control CCAP behavior and, along with any vendor-proprietary configurations, are
referred to as the "running-config".

The CCAP MUST provide a method for saving the state of the running-config to non-volatile memory. For
NETCONF-based configuration, the NETCONF "copy-config" operation protocol provides this mechanism.

The configuration objects stored in non-volatile memory are referred to as the "startup-config".

6.2.2 DHCP Relay Agent Requirements

The CCAP MUST support the configuration of the relay function of the Dynamic Host Configuration Protocol, as
specified in [MULPIv4.0].

The CCAP MUST support the ability to be configured with multiple concurrent DHCPv6 server addresses for
routing mode operation.

The CCAP MUST support configuration of at least four distinct DHCP helper addresses, so that devices such as
CMs, MTAs, and CPE can be directed to separate DHCP servers by a CCAP operating in non-routing mode.
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The CCAP MUST support the configuration of relay agent and VIVSO options. This does not imply that all
DOCSIS features of the CCAP need to be governed by this setting.

The CCAP MUST support the CableLabs DHCPv6 VIVSO option for CM MAC address in RELAY-FORW. This is
the equivalent of DHCPv4 option 82 remote-id for both CM and CPE.

The CCAP MUST support the ability to configure the throttling rate of DHCP renews (unicast) to abate flooding of
the DHCP server for routing mode operation.
6.2.3 Dynamic Management of QAMs

When the CCAP configuration based on the YANG model contains updates to the QAM channel parameter
configuration, the CCAP can send an ERMI-1 UPDATE message with a Service Status indicating "maintenance
mode" for the particular QAM channel(s) affected. Once there are no active dynamic sessions and no traffic on the
static UDP ports for each QAM channel, the channel is taken down, updates made, and then brought up and
advertised with a new UPDATE.

For details, refer to the EQAM Dynamic Provisioning section of [PMI].

There can be a minimum number of preconfigured QAMs for DOCSIS and an additional set of channels that are
demand based. When demand is low, those additional channels are available for other services. Conversely, when
demand is high, more of these resources are assigned to DOCSIS, up to a configurable limit.

6.2.3.1 Dynamic Assignment of SDV/VOD QAMs

The ERM will control QAMs for SDV and VOD.

6.2.4 Video Configuration Requirements
The CCAP MUST enable adjustability of the size of the de-jitter buffer.

6.2.5 DOCSIS Configuration Requirements
The CCAP MUST support the configuration of blocked bandwidth limits.

The CCAP MUST support the ability to configure Concatenation (configurable on/off for each MAC domain, for
pre-DOCSIS 3.0 modems, MAC wildcard).

The CCAP MUST support the ability to configure Fragmentation (configurable on/off for each MAC domain, for
pre-DOCSIS 3.0 modems, MAC wildcard).

The CCAP MUST support the ability to configure enabling/disabling IPv6 provisioning mode via the DOCSIS
MDD message.

The CCAP MUST support the ability to configure steering a modem to a different CMTS or CCAP based on TLV
43.11 - Service Type Identifier per [MULPIv4.0].

6.2.6 File Transfer Mechanisms

The CCAP implements several file transfer mechanisms that can be used to "download" a software image or file
from an external host to the CCAP or "upload" a copy of a software image or file to an external host.

The CCAP MUST support the Secure Copy Protocol (SCP) - based on Secure Shell version 2 - for both file
download and upload operations.

The CCAP MUST support the initiation of Secure Copy download and upload operations from both a remote host
and from the CCAP CLI.

The CCAP MUST support the Trivial File Transfer Protocol (TFTP), as specified in [RFC 1350], for both file
download and upload operations.

Since TFTP has no inherent authentication mechanism, the CCAP MUST only supportthe initiation of Trivial File
Transfer download and upload operations from the CCAP CLI by an authenticated and authorized user.
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The CCAP SHOULD support Secure Hypertext Transfer Protocol (HTTPS) for both file download and upload
operations.

The CCAP SHOULD implement support for HTTP1.1 [RFC 7231].

The CCAP SHOULD implement support for HTTP1.1 [RFC 7231] over TLS1.2 [RFC 5246]. This protocol
combination is commonly referred to as HTTPS.

The CCAP MAY also support HTTP1.1 over TLS1.3 [RFC 8446].
Further TLS requirements (such as path verification) are specified in Section 6.2.6.1.

If the CCAP supports HTTPS, the CCAP MUST reject any HTTP request that is not secured with TLS. The
following optional requirements can also be implemented at the vendor's discretion:

e The CCAP SHOULD provide code 301 Moved Permanently [RFC 2616] and Location header in its request
response when the HTTPS server is on the same CCAP and TLS was not used to secure the HTTP request.

e The CCAP MAY provide a status code of 403 Forbidden [RFC 2616] in its request response when the
HTTP request is not secured via TLS.

If the CCAP supports HTTPS, the CCAP MUST support HTTP over TLS on TCP Port 443.

The CCAP SHOULD support the initiation of HTTPS download and upload operations from both a remote host and
from the CCAP CLI.

If HTTPS download initiation from a remote host is supported by the CCAP, the CCAP MUST implement TLS
validation of the X.509 certificate presented by the remote host.

For both SCP and HTTPS file download and upload operations, the CCAP MUST support the ability to authenticate
the file transfer connection via TACACS+ and RADIUS as well as usernames configured locally on the CCAP.

If an initiated file transfer fails, the CCAP MUST log an event with severity level "Error" (Event ID: 70000102) and
provide an error message to the user interface indicating that the file transfer failed, regardless of the type of
terminal session in use by the user.

6.2.6.1 TLS for HTTPS

Authentication of the remote host server by the CCAP is performed by validating the certificate provided by the
remote host during TLS setup.

The CCAP MUST negotiate TLS-related integrity protection and encryption features at the TLS layer.
The remote host will always offer TLS cipher suites to be used for the session, as specified in [RFC 5246].
The CCAP MUST decide which TLS cipher suites are used, as specified in [RFC 5246].

The CCAP MUST verify that the data is sent and received according to [RFC 5246]. This verification is also used to
detect if the received data has been tampered with.

The CCAP MUST support the list of TLS cipher suites specified in [SECv4.0].
The use of NULL integrity protection and/or NULL encryption by the CCAP is not anticipated.

The remote host will present X.509 digital certificates, per [RFC 5280], for authentication in TLS, as profiled in
Table 6.
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Table 6 - TLS Certificate Profile

TLS Server Certificates

Subject Name C=<Country>
Form O=<Company>
CN=<FQDN>

FQDN is the remote host's fully qualified domain name (e.g., es.example.com). Only a single FQDN is
allowed in the CN field.

Additional fields may be present in the subject name.

These certificates are used to authenticate TLS handshake exchanges (and encrypt when using RSA key
exchange).

Intended Usage

Validity Period
Modulus Length

Set by operator policy
1024, 1536, 2048

KeyUsagecritical](digitalSignature, keyEncipherment)
extendedKeyUsage (id-kp-serverAuth, id-kp-clientAuth)
authorityKeyldentifier (keyldentifier=<subjectKeyldentifier value from CA cert>)

Extensions

Remote host certificates will be issued by the cable operator.

The CCAP MUST verify that the remote host's TLS certificates are part of a certificate chain that chains up to the
cable operator's certificate authority (CA).

If changes other than the certificate serial number, validity period and the value of the signature exist in the root
certificate that was sent by the remote host to the CCAP in comparison to the known root certificate, the CCAP
MUST conclude that the certificate verification has failed.

The CCAP MUST build the certificate chain and validate the TLS certificate according to the "Certificate Path
Validation" procedures described in [RFC 5280].

6.3 CCAP NETCONF-Based Configuration

6.3.1 NETCONF Theory of Operation

The CCAP has the option to support configuration via the NETCONF protocol. In this case configuration
instructions are sent using XML-encoded remote procedure calls (RPCs) in NETCONF protocol messages from a
configuration management tool to the CCAP. The XML configuration data, representing the CCAP configuration, is
conformant to the YANG modules specified in this document.

The use case for configuring a CCAP via NETCONF is depicted in Figure 22.

Configuration Management

1. Establish NETCONF session
with CCAP over SSH.
2.Perform NETCONF
operations:

a. edit-config: update the
running-config.

b. commit: Implements updated
configuration data

c. get-config: Retrieve
configuration details from the
CCAP

3.Request to CCAP to close
the NETCONF session.

NETCONF
over SSH

Configuration
Management Tool

CCAP

Configuration Processing
1. Establish NETCONF
session with Management
System.

2. Attempt to execute
NETCONF operations
received from the
Configuration Management
Tool.

3. Reply with status of
requests.

4. Release NETCONF
session on client’s request.

Figure 22 - CCAP NETCONF-Based Configuration Use Case
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The YANG modules, based on the CCAP configuration information model, are implemented by the configuration
management tool and the CCAP; these modules are used to generate valid configuration NETCONF operations and
content from the management system and to validate and execute those operations and content on the CCAP.

When the configuration management tool begins the configuration process, an SSH session is set up between the
configuration management tool and the CCAP being configured. The configuration management tool can then
deliver full or partial CCAP configuration changes using NETCONEF operations. The configuration content can be
machine-generated or hand created; they are sent in the NETCONF RPC to the CCAP.

The CCAP receives, parses, and processes the configuration operations received via NETCONF from the
configuration management tool. The CCAP can be fully or partially reconfigured; invalid configuration instructions
can be ignored while valid instructions will still be processed. The CCAP can also reject configuration instructions if
they cannot be met by the capabilities of the hardware present.

The CCAP can also respond to <get-config> operations from the configuration management tool and provide a full
or partial XML-based representation of the current device configuration, delivered to the configuration management
tool via NETCONF.

The CCAP NETCONF configuration process is discussed in the following sections.

6.3.2 NETCONF Overview

NETCONF [RFC 6241] is a configuration management protocol defined by the IETF. NETCONF provides
mechanisms to install, manipulate, and delete the configuration of network devices.

NETCONF uses an XML-based data encoding for the configuration data as well as protocol messages. The protocol
operations are realized on top of a simple Remote Procedure Call (RPC) layer. A client encodes an RPC in XML
and sends it to a server using a secure, connection-oriented session. The server responds with a reply encoded in
XML. The contents of both the request and the response are fully described using YANG ([RFC 6020]) allowing
both parties to recognize the syntax constraints imposed on the exchange.

NETCONEF is connection-oriented, requiring a persistent connection between peers. This connection is expected to
provide reliable, sequenced data delivery. NETCONF connections are long-lived, persisting between protocol
operations; the connection is also expected to provide authentication, data integrity, and confidentiality.

There are currently several transport mappings published, including SSHv2 [RFC 4742], SOAP [RFC 4743], BEEP
[RFC 4744], and TLS [RFC 5539]. The SSH transport protocol mapping is mandatory to implement and the others
are optional.

In addition to the XML file based configuration of the CCAP, it is expected that some vendors will provide a
NETCONF option for configuring and managing a CCAP using the YANG module specified in [CCAP-CONFIG-
YANGT]. These modules are based on the CCAP configuration information model specified in Section 6.4.

6.3.3 NETCONF Requirements
The CCAP SHOULD implement NETCONF Server, as specified in [RFC 6241].

If the CCAP implements NETCONF Server, the base NETCONF capability identified by the
urn:ietf:params:netconf:base: 1.0 URN MUST be implemented; all remaining capabilities described in the RFC are
optional.

Any NETCONF Server implemented in the CCAP MUST comply with the mandatory SSHv2 transport mapping
specified in [RFC 4742].

If the CCAP supports NETCONF-based configuration, the CCAP MUST support the "merge", "replace”, and
"delete" operations defined in section 7.2 of [RFC 6241]. This specification does not intend to make use of the
"create" operation.

If the CCAP supports NETCONF-based configuration, the CCAP MUST support the ccap.yang module defined in
[CCAP-CONFIG-YANG].

This specification makes use of the unified modeling language (UML) to define the common configuration elements
of a CCAP. YANG modules are based on the CCAP configuration UML information model.
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If the CCAP supports NETCONF-based configuration, the CCAP SHOULD support the with-defaults Capability for
NETCONF according to the 'report-all' basic mode, as defined in [RFC 6243]. A server that uses the report-all'
basic mode does not consider any data node to be default data, even schema default data. If the CCAP supports
NETCONF-based configuration, when a client retrieves data with a <with-defaults> parameter equal to 'report-all’,
the CCAP MUST report all data nodes, including any data nodes considered to be default data by the server.

If the CCAP supports NETCONF, the CCAP MUST support NETCONF operations which includes configuration
elements that are related to hardware that is not installed in the CCAP chassis at the time of processing to allow for
pre-provisioning. The CCAP MUST allow the pre-provisioning of configuration objects associated with line cards
that are not yet present in the chassis.

6.4 CCAP Data Type Definitions

The following data types have been created to support the CCAP Information Models. See Annex F for the primitive
and derived data types used in this model.

Table 7 - Data Types

Data Type Name

Base Type

Type Constraints

Reference

YANG Data
Type

AdminStateType

Enum

other(1),
up(2),
down(3),
testing(4)

[RFC 2863]

admin-state-
type

AttrAggrRuleMask

HexBinary

SIZE (4)

AttributeMask

EnumBits

bonded(0),
lowLatency(1),
highAvailability(2)

attribute-mask-
type

BitRate

Unsignedint

0..4294967295

ChannelList

HexBinary

SIZE (0..255)

ChChglnitTechMap

EnumBits

reinitializeMac(0),
broadcastInitRanging(1),
unicastlnitRanging(2),
initRanging(3),

direct(4)

Chlid

UnsignedByte

0..255

ChSetld

Unsignedint

0..4294967295

CmtsCmRegState

Enum

other(1)

initialRanging(2)
rangingAutoAdjComplete (4)
startEae (10)

startDhcpV4 (11)
startDhcpV6(12)
dhcpV4Complete(5)
dhcpV6Complete(13)
startConfigFileDownload(14)
configFileDownloadComplete(15)
startRegistration(16)
registrationComplete(6)
operational (8)

bpilnit (9)
forwardingDisabled(17)
rfMuteAll(18)
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Data Type Name

Base Type

Type Constraints

Reference

YANG Data
Type

CpelnterfaceMaskType

EnumBits

eCm(0)

cmci(1)
docsCableMacLayer(2)
docsCableDownstream(3)
docsCableUpstream(4)
eMta(16)

eStblp(17)

eStbDsg(18)

[MULPIv4.0]

DataRateUnitType

Enum

bps(0),
kbps(1),
mbps(2),
gbps(3)

DocsSAid

UnsignedShort

1..16383

[RFC 4131]

DocsSAldOrZero

UnsignedShort

0]1..16383

[RFC 4131]

Dsid

Unsignedint

0..1048575

DsOfdmCyclicPrefixType

UnsignedShort

(1921256 1512|768 | 1024)

DsOfdmModulationType

Enum

other(1)
zeroBitLoaded(2)
apsk(3)
gam16(4)
gam64(5)
gam128(6)
gqam256(7)
gam512(8)
gam1024(9)
qam2048(10)
gam4096(11)
gam8192 (12)
qam16384 (13)

DsOfdmSubcarrierSpacingType

UnsignedByte

(251 50)

DsOfdmWindowingType

UnsignedShort

(064128192 | 256)

HePidValue

UnsignedShort

(0..8191 | 65535)

[SCTE 154-5]

HundredthdB

Int

ifDirection

Enum

downstream(1)
upstream(2)

IPHostPrefix

Union of IPv4HostPrefix
and Ipv6HostPrefix

ip-host-prefix

Ipv4HostPrefix

ipv4-host-prefix

Ipv6HostPrefix

[RFC 4291]

ipv6-host-prefix

NodeName

String

SIZE(0..64)

[RFC 3411]

OptOpCodeType

Enum

other(1)

start(2)

abort(3)
fdxTriggeredStart(4)

[MULPIv4.0]

PartialChannel Type

EnumBits

fecErrorsDsProfile(0)
fecErrorsNcpProfile(1)
fecErrorsPlc(2)

[MULPIv4.0]

PartialChanReasonType

Enum

none(0)
dsOfdmProfileFailure(16)
dpdMismatch(18)
ncpProfileFailure(20)
plcFailure(21)
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Data Type Name

Base Type

Type Constraints

Reference

YANG Data
Type

PartialServiceType

Enum

other(1)

none(2)
partialSvcDsOnlylmpaired(3)
partialSvcUsOnlylmpaired(4)
partialSvcDsAndUsImpaired(5)

[MULPIv4.0]

PartialSvcReasonType

Enum

none(0)
secondaryChanMddTimeout(1),
lostFecLock(2)
iuc13CwErrors(3)

other(4)

[MULPIv4.0]

PrimaryDslndicatorType

Enum

other(1)
primaryDsChannel(2)
backupPrimaryDs(3)
notSpecified(4)

[MULPIv4.0]

QuarterdB

UnsignedByte

Rcpld

HexBinary

SIZE (5)

[MULPIv4.0]

SchedulingType

Enum

undefined(1)

bestEffort(2)
nonRealTimePollingService(3)
realTimePollingService(4)

unsolicitedGrantService(6)
proactiveGrantService(7)

unsolicitedGrantServiceWithAD(5)

[MULPIv4.0]

SubcarrierSpacingType

UnsignedByte

(25| 50)

[PHYv4.0]

TenthdB

Short

[RFC 4546]

ThousandthdB

Int

TriggerFlag

EnumBits

registration(0)
rangingRetry(1)

trigger-flag-
type

UpDownTrapEnable

Boolean

[RFC 2863]

up-down-trap-
enable

UsOfdmaCyclicPrefixType

Unsigned Short

(96| 128 | 160 | 192 | 224 | 256 |
288 | 320 | 384 | 512 | 640)

UsOfdmaModulationType

Enum

other(1)
zeroValued(2)
reserved(3)
qgpsk(4)
gam8(5)
gam16(6)
gam32(7)
gam64(8)
gam128(9)
gam256(10)
gam512(11)
gam1024(12)
qam2048(13)
qam4096(14)

UsOfdmaWindowingSizeType

UnsignedByte

(01326496128 160|192 |
224)
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6.4.1 AdminStateType

This data type defines the Admin state. The value of other(1) is used when a vendor extension has been
implemented for this attribute.

Reference: [RFC 2863]

6.4.2 AttrAggrRuleMask

This data type represents a sequence of 32-bit positions that defines logical (e.g., AND, OR) operations to match
against the channel list Provisioned Mask and Service Flow Required Mask bit positions when the CMTS is
determining the service flow for assignment to a bonding group not configured by the management system.

Reference: Service Flow Assignment section.

6.4.3 AttributeMask

This data type consists of a sequence of 32-bit positions used to select the bonding group or the channel to which a
service flow is assigned. DOCSIS defines three types of Attribute Masks for which this type applies: the Provisioned
Attribute Mask that is configured to a Bonding Group or a single-channel, whereas the Required Attribute and the
Forbidden Attribute Mask are part of the Service Flow QoS Parameter Set to be matched with the Provisioned
Attribute Mask of CMTS-configured Bonding Groups or single-channels. DOCSIS reserves the assignment of the
meaning of the first 16 bit positions (left to right) as follows:

Bit 0: bonded

Bit 1: lowLatency

Bit 2: highAvailability

Bit positions 3-15 are reserved.

Bit positions 16-31 are freely assigned by operators to represent their own constraints on the channel(s) selection for
a particular service flow.

Reference: Service Flow Assignment section.

6.4.4 BitRate

This data type represents the rate of traffic. The units are specified by a multiplier attribute, DataRateUnitSetting, as
bps, kbps, Mbps, or Gbps.

6.4.5 ChannelList

This data type represents a unique set of channel IDs in either the upstream or the downstream direction. Each octet
represents an upstream channel identifier (UCID) or a downstream channel identifier (DCID), depending on the
direction of the channels within the list. The CCAP MUST ensure that this combination of channels is unique per
direction within the MAC Domain.

A query to retrieve the value of an attribute of this type returns the set of channels in the channel list in ascending
order of channel IDs.
6.4.6 ChChginitTechMap

This data type enumerates the allowed initialization techniques for Dynamic Channel Change (DCC) and Dynamic
Bonding Change (DBC) operations. The techniques are represented by the 5 most significant bits (MSB). Bits 0
through 4 map to initialization techniques 0 through 4.

Each bit position represents the internal associated technique as described below:

e 'reinitializeMac'
Reinitialize the MAC
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e 'broadcastInitRanging'
Perform Broadcast initial ranging on new channel before normal operation

e 'unicastlnitRanging'
Perform unicast ranging on new channel before normal operation

e 'initRanging'
Perform either broadcast or unicast ranging on new channel before normal operation

e 'direct'
Use the new channel(s) directly without re-initializing or ranging

Multiple bits may be set to 1 to allow the CMTS to select the most suitable technique in a proprietary manner.
An empty value or a value with all bits in '0' means no channel changes allowed

References: Initialization Technique.

6.4.7 Chld

This data type is an 8-bit number that represents a provisioned DCID or a provisioned UCID. A channel ID is
unique per direction within a MAC Domain. The value zero is reserved for use when the channel ID is unknown.

References: [MULPIv4.0] Upstream Channel Descriptor (UCD) section.

6.4.8 ChSetld

This data type is a CMTS-derived unique number within a MAC Domain used to reference a Channel Set within the
CMTS. Values in the range of 1 to 255 define a single-channel Channel Set and correspond to either the DCID or an
UCID of that channel. Values greater than 255 indicate a Channel Set consisting of two or more channels in the
same direction within the MAC Domain.

References: [MULPIv4.0] Channel Bonding section.

6.4.9 CmtsCmRegState
This data type defines the CM connectivity states as reported by the CMTS.
References: [MULPIv4.0] Cable Modem - CMTS Interaction section.
The enumerated values associated with the CmtsCmRegState are:
e other
'other' indicates any state not described below.
e initialRanging

'initialRanging' indicates that the CMTS has received an Initial Ranging Request message from the CM,
and the ranging process is not yet complete.

e rangingAutoAdjComplete

'rangingAutoAdjComplete' indicates that the CM has completed initial ranging and the CMTS sends a
Ranging Status of success in the RNG-RSP.

e startEae

'startEae’ indicates that the CMTS has received an Auth Info message for EAE from the CM.
e startDhcpV4

'startDhcpV4' indicates that the CMTS has received a DHCPv4 DISCOVER message from the CM.
e startDhcpVo6

'startDhcpV6' indicates that the CMTS has received a DHCPv6 Solicit message from the CM.
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e dhcpV4Complete

'dhcpV4Complete' indicates that the CMTS has sent a DHCPv4 ACK message to the CM.
e  dhcpV6Complete

'dhepV6Complete' indicates that the CMTS has sent a DHCPv6 Reply message to the CM.
o startConfigFileDownload

'startConfigFileDownload' indicates that the CM has started the config file download. If the TFTP Proxy
feature is not enabled, the CMTS may not report this state.

o configFileDownloadComplete

'configFileDownloadComplete' indicates that the CM has completed the config file download process. If
the TFTP Proxy feature is not enabled, the CMTS is not required to report this state.

e startRegistration

'startRegistration' indicates that the CMTS has received a Registration Request (REG-REQ or REG-REQ-
MP) from the CM.

e registrationComplete

'registrationComplete’ indicates that the CMTS has received a Registration Acknowledge (REG-ACK) with
a confirmation code of okay/success.

e  operational
'operational’ indicates that the CM has completed all necessary initialization steps and is operational.
e  bpilnit

'bpilnit' indicates that the CMTS has received an Auth Info or Auth Request message as part of BPI
Initialization.

e forwardingDisabled

'forwardingDisabled' indicates that the CM registration process was completed, but the network access
option in the received configuration file prohibits the CM from forwarding.

o rfMuteAll
'rfMuteAll' indicates that the CM is instructed to mute all channels in the CM-CTRL-REQ message from
CMTS.
6.4.10 CpelnterfaceMaskType

This data type indicates a set of CM MAC bridge interfaces, encoded as an EnumBits syntax with a bit set to '1' for
each interface included in the set.

Bit position eCm(0) represents a conceptual interface to the internal 'self' host MAC of the eCM itself. All other bit
positions K correspond to CM MAC bridge port interface index with ifIndex value K.

In a CM, ifIndex value 1 corresponds to the primary CPE interface. In CableHome devices, this interface is assigned
to the embedded Portal Services (ePS) host interface, which provides a portal to the primary physical CPE interface.

In many contexts of a CpelnterfaceMaskType, a '1' in bit position 1 corresponds to 'any' or 'all' CPE interfaces when
the CM contains more than one CPE interface.

The ifIndex value 2 corresponds to the docsCableMacLayer RF MAC interface.

The ifIndex values 3 and 4 correspond to the docsCableDownstream and docsCableUpstream interfaces,
respectively, which are not separate MAC bridge port interfaces. Bit positions 3 and 4 are unused in this type; they
are required to be saved and reported as configured, but otherwise ignored.

06/05/24 CableLabs® 85



CCAP-OSSIv4.0-111-240605 Data-Over-Cable Service Interface Specifications

The ifIndex values 5 through 15 are reserved for individual CPE interfaces for devices that implement more than
one CPE interface. In such devices, CpelnterfaceMaskType bit position 1 corresponds to the set of all CPE
interfaces.

A CM with more than one CPE interface MAY assign a CpelnterfaceMaskType bit position within the range of
5..15 to refer to the single primary CPE interface.

The ifIndex value 16 is assigned to any embedded Multimedia Terminal Adapter (eMTA) as defined by
PacketCable.

The ifIndex value 17 is assigned to the IP management host interface of an embedded Set Top Box (eSTB).

The ifIndex value 18 is reserved for the DOCSIS Set-top Gateway (DSGQ) traffic delivered to an eSTB.

The ifIndex values 19 through 31 are reserved for future defined embedded Service Application.

References: [MULPIv4.0] CM Interface Mask (CMIM) Encoding section in the Encodings for Configuration and
MAC-Layer Messaging Annex.

6.4.11 DataRateUnitType

This data type specifies the base unit for traffic rate parameters. The value of this data type allows for their
interpretation in units of bps, kbps, Mbps, or Gbps. The enumeration starts from 0 to match corresponding DOCSIS
protocol TLV values.

6.4.12 DocsSAid

This data type defines the DOCSIS Security Association identifier (SAID).

6.4.13 DocsSAidOrZero

This data type defines the DOCSIS Security Association identifier (SAID). The value zero indicates that the SAID is
yet to be determined.

6.4.14 Dsid

This data type defines the 20-bit Downstream Service Identifier used by the CM for downstream resequencing,
filtering, and forwarding. The value zero is reserved for use when the DSID is unknown or does not apply.

Reference: [MULPIv4.0] DSID Definition section.

6.4.15 DsOfdmCyclicPrefixType

This data type is defined to specify the five possible values for the number of samples in a downstream cyclic prefix
(Nep)- The cyclic prefix (in ps) is converted into samples using the sample rate of 204.8 Msamples/s and is an integer
multiple of: 1/64 * 20 ps.

Reference: [PHYv4.0] Table 7-34 - Cyclic Prefix (CP) Values

6.4.16 DsOfdmModulationType

This data type is defined to specify the modulation types supported by the CCAP modulator. The value of
zeroBitLoaded means that the subcarrier is BPSK modulated.

Reference: [PHYVv4.0] Modulation Formats section

6.4.17 DsOfdmSubcarrierSpacingType

This data type defines the subcarrier spacing. In the downstream direction, if the spacing is 50 kHz, then the FFT
length is 4K, and if the spacing is 25 kHz, then the FFT length is 8K.

Reference: [PHYv4.0] Table 7-1 - Downstream OFDM parameters
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6.4.18 DsOfdmWindowingType

This data type is defined to specify the five possible values for the downstream windowing roll-off period samples.
The Roll-Off Period Samples are given in number of samples per roll-off period (Ngp).

Reference: [PHYV4.0] Roll-off Period (RP) Values Table

6.4.19 HePidValue

This data type represents a packet identifier (PID) value which ranges from 0 to (2" - 1). The value of 65535
indicates that either the PID is invalid or does not exist.

Reference: [SCTE 154-5]

6.4.20 HundredthdB

The HundredthdB data type represents power levels that are normally expressed in dB. Units are in hundredths of a
dB. For example, 5.17 dB will be represented as 517 when the data type is HundredthdB.

6.4.21 ifDirection

Indicates a direction on an RF MAC interface. The value downstream(1) is from CCAP to CM. The value
upstream(2) is from CM to CCAP.

Reference: [MULPIv4.0] Terms and Definitions section.

6.4.22 InetPortNum
The value in this data type represents the port number configured.

Reference: [RFC 4001]

6.4.23 IPHostPrefix

This data type represents an IP host address plus prefix and is IP version neutral. The format of the textual
representations implies the IP version. This type is similar to inet:ip-prefix.

This data type is the union of the Ipv4HostPrefix data type and the Ipv6HostPrefix data type.

6.4.24 Ipv4HostPrefix

This data type represents an IPv4 host address plus the prefix length, separated by a slash. The prefix length is given
by a number less than or equal to 32 following the slash character. A prefix length value of n corresponds to an IP
address mask that has n contiguous 1-bits from the most significant bit (MSB) and all other bits set to 0.

This type is derived from the inet:ipv4-prefix type, which has all bits of the [Pv4 address set to zero that are not part
of the IPv4 prefix. Use of that type requires separate configuration of the interface host address.

The pattern for this looks like: (([0-9]|[1-9][0-9]|1[0-9][0-9]|2[0-4][0-9]|25[0-5])\.) {3} ([0-9]|[ 1-9][0-9]|1[0-9][0-
9]12[0-4][0-9]125[0-S]/(([0-9DI([1-2][0-9DI(3[0-2]))

6.4.25 Ipv6HostPrefix

This data type is derived from the inet:ipv6-prefix type, which has all bits of the IPv6 address set to zero that are not
part of the IPv6 prefix. Use of that type requires separate configuration of the interface host address. The IPv6
address is represented in the compressed format described in [RFC 4291], section 2.2, item 2 with the following
additional rules: the "::" substitution is applied to the longest sequence of all-zero 16-bit chunks in an IPv6 address.
If there is a tie, the first sequence of all-zero 16-bit chunks is replaced by "::". Single, all-zero 16-bit chunks are not
compressed. The canonical format using lowercase characters and leading zeros are not allowed.

Reference: [RFC 4291]
The pattern for this looks like this:
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((:[[0-9a-fA-F]{0,41):)([0-9a-fA-F]{0,4}:){0,5}" +'((([0-9a-fA-F]{0,4}:)2(:[[0-9a-fA-F]{0,41)|' + '(((25[0-5]|2[0-
4][0-9]][01]2[0-9]?[0-9]\) {3} + '(25[0-5]|2[0-4][0-9]|[01]?[0-9]2[0-9])))' + '(/(([0-9DI([0-91{2})|(1[0-1][O-
IDI(12[0-8])))"s

pattern ([ 1) {6} ([T + (NI 2T ) + 04
6.4.26 NodeName

This data type is a human readable string that represents the name of a fiber node. Internationalization is supported
by conforming to the SNMP textual convention SnmpAdminString. The US-ASCII control characters (0x00 -
0x1F), the DEL character (0x7F), and the double-quote mark (0x22) are prohibited within the syntax of this data

type.
References: [RFC 3411]

6.4.27 OptOpCodeType

This data type enumerates each of the defined values for the OpCode field of the OFDM Profile Test Request (OPT-
REQ) Message [MULPIv4.0]. Defined values are listed below:

other(1) — OPT-REQ OpCode type other than the following defined values
start(2) — request for the cable modem receiving the OPT-REQ message to initiate the OFDM Profile Test
abort(3) — request for the cable modem receiving the OPT-REQ message to abort a running OFDM Profile Test

fdxTriggeredStart(4) — request for the cable modem receiving the OPT-REQ message to initiate the OFDM Profile
Test in compliance with [MULPIv4.0] FDX Triggered RxMER Measurements section

Reference: [MULPIv4.0] OFDM Downstream Profile Test Request (OPT-REQ) section

6.4.28 PartialChannelType

This data type enumerates each of the possible profiles or channel attributes which can contribute to an OFDM
channel being considered a Partial Channel by the MAC layer. As more than one of these error conditions can exist
at the same time this data type is based on EnumBits. The bits from low to high are:

Bit 0: fecErrorsDsProfile
Bit 1: fecErrorsNcpProfile
Bit 2: fecErrorsPlc

6.4.29 PartialChanReasonType

This data type enumerates the CM-STATUS events which a CM can utilize to report a Partial Channel situation.
none(0),

dsOfdmProfileFailure(16),

dpdMismatch(18),

ncpProfileFailure(20),

plcFailure(21),

6.4.30 PartialServiceType

This data type enumerates the type of channel issue which the MAC Layer indicates is causing the CM to be in
DOCSIS 3.0 Partial Service mode. The possible values are as follows:

other(1)
none(2)

partialSveDsOnlylmpaired(3)
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partialSvcUsOnlylmpaired(4)
partialSveDsAndUsImpaired(5)

6.4.31 PartialSvcReasonType

This data type enumerates the CM-STATUS events which a CM can utilize to report a Partial Service situation.
none(0) - used when the channel is not in partial service

secondaryChanMddTimeout(1) - receipt of a CM-STATUS event type 1 indicating secondary channel MDD timeout
lostFecLock(2) - receipt of a CM-STATUS event type 2 indicating QAM/FEC lock failure on a downstream channel

iuc13CwErrors(3) - codeword errors are over limit on IUC 13 of an OFDMA channel. The criteria for this decision
are vendor-specific

other(4) - partial service is the result of a reason not described by the other defined enumerations

6.4.32 PrimaryDsIndicatorType
This data type enumerates the different type of Primary downstream channels. Possible values are:

e primaryDsChannel - when both the CM and CCAP are compliant with DOCSIS 4.0 specifications, this
value indicates that the channel is the primary channel for the CM receiving this RCC. A DOCSIS 4.0-
compliant CCAP MUST NOT use an RCC configuration having more than one primaryDsChannel. For
DOCSIS 3.0-compliant devices, this value indicates that the channel is primary-capable; multiple such
channels are allowed in this mode.

e backupPrimaryDs - when both the CM and CCAP are compliant with DOCSIS 4.0 specifications, this
value indicates that the channel is a backup primary channel for the CM receiving this RCC. The priority-
ordered list of backup primary channels sent to the CM is the same order as the backupPrimaryDs channels
are configured in RxChCfg. For DOCSIS 3.0-compliant devices, this value indicates that the channel is
primary-capable. DOCSIS 3.0 specifications do not support the backup primary channel feature.

e notSpecified - indicates that this channel has not been specified as a primary-capable channel.
e other - indicates a vendor-specific value.
References: [MULPIv4.0] Common TLV Encodings Annex, Receive Channel Primary Downstream Channel
Indicator section, Encodings for Configuration and MAC-Layer Messaging.
6.4.33 QuarterdB
The QuarterdB data type represents power levels that are normally expressed in dB. Units are in quarters of a dB.

The base data type is an unsigned byte where every bit of value is a quarter dB (e.g., a QuarterdB value of 0x5F
represents 23.75 dB). The range is 0 to 63.5 dB in 1/4 dB steps. The value 0xFF is used to indicate no measurement
is available for a given subcarrier. Any value over 63.5 dB is reported as 63.5 dB. Any value below 0 dB is reported
as 0 dB.

Some attributes with a data type of QuarterdB choose to use HundredthdB with a quarter-dB accuracy for easier
readability.
6.4.34 Rcpld

This data type defines a 'Receive Channel Profile Identifier' (RCP-ID). An RCP-ID consists of a 5-octet length string
where the first 3 bytes (from left to right) correspond to the Organizational Unique ID (OUI), followed by a two-
byte vendor-maintained identifier to represent multiple versions or models of RCP-IDs.

References: [MULPIv4.0] RCP-ID section in the Encodings for Configuration and MAC-Layer Messaging Annex.
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6.4.35 SchedulingType

The scheduling service provided by a CMTS for an upstream Service Flow. This parameter is reported as 'undefined'
for downstream QoS Parameter Sets.

Reference: [MULPIv4.0] Service Flow Scheduling Type section

6.4.36 SubcarrierSpacingType

This data type defines the frequency spacing in kilohertz between centers of adjacent subcarriers in an OFDM or
OFDMA symbol.

6.4.37 TenthdB

This data type represents power levels that are normally expressed in dB. Units are in tenths of a dB; for example,
5.1 dB will be represented as 51.

Reference: [RFC 4546]

6.4.38 ThousandthdB

The ThousandthdB data type represents power levels that are normally expressed in dB. Units are in thousands of a
dB. For example, 5.175 dB will be represented as 5175 when the data type is ThousandthdB.

6.4.39 TriggerFlag

This data type defines the union of Diagnostic Log trigger types. Bit 0 represents the registration trigger. Bit 1
represents the ranging retry trigger.

6.4.40 UpDownTrapEnabled

Indicates whether linkUp/linkDown traps should be generated for this interface. This is a Boolean type, where true
means that the trap is enabled.

Reference: [RFC 2863], ifLinkUpDownTrapEnable

6.4.41 UsOfdmaCyclicPrefixType

This data type is defined to specify the eleven possible values for the number of samples in the upstream cyclic
prefix (N). The cyclic prefix (in ps) is converted into samples using the sample rate of 102.4 Msamples/s and is an
integer multiple of: 1/64 * 20 ps.

Reference: [PHYV4.0] Table 9 - Cyclic Prefix (CP) Values

6.4.42 UsOfdmaModulationType
This data type is defined to specify the modulation order of a given OFDMA subcarrier.
Reference: [PHYVv4.0] Modulation Formats section

6.4.43 UsOfdmaWindowingSizeType

This data type is defined to specify the eight possible values for the upstream windowing roll-off period samples.
The Roll-Off Period Samples (Nrp) are given in number of samples using the sample rate of 102.4 Msamples/s.
Reference: [PHYV4.0] Table 10 - Roll-Off Period (RP) Values

6.5 Configuration Information Model

6.5.1 CCAP Configuration Information Model Overview

The CCAP UML configuration information model, as well as the data models based on that information model, have
been divided into eight distinct groupings:
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e CCAP: The Ccap object is the container of all CCAP configuration objects.
e  Chassis: Consists of objects for configuring the hardware components of the CCAP.

e Video: Consists of those objects that are related to the EQAM functions of the CCAP, including ERM,
encryption and decryption objects.

e DOCSIS: Consists of the DOCSIS configuration objects that are needed for configuring DOCSIS Mac
Domains and services such as DSG.

e Network: Consists of objects related to configuring the core services for things like integrated servers,
access lists, Syslog, HTTP, FTP, SSH, and other related network services.

e Interfaces: Consists of the objects needed to configure interfaces within the CCAP.
e  Management: Consists of objects used to configure SNMP and Fault Management for the CCAP.
e EPON: Consists of the objects that are related to the DPoE configuration of the CCAP.

e Streaming Telemetry: Consists of objects used to configure IPDR and gNMI Streaming Telemetry
functionality in the CCAP.

The CCAP configuration information model strives to make maximum re-use of existing SCTE HMS and DOCSIS
MIBs and information models. In some cases, these models were modified to address specific issues that were
CCAP-related.

The CCAP supports the configuration objects defined in the following sections via implementation of the CCAP
YANG [CCAP-CONFIG-YANG] model via NETCONF configuration [RFC 4742] or other vendor-specific
mechanisms.

6.5.1.1 Default Values and Mandatory Configuration of Attributes in the Configuration
Information Model

In the UML configuration information model attribute tables in the following sections, a default value is defined in
the Default table column for some object attributes. When the UML is translated into data models, default values are
carried onto these data models as appropriate. In cases where a default value is defined for an element, the CCAP
will use the specified default value if the configuration operation payload does not include the attribute.

Protocols such as NETCONF define operations that specify how to apply the configuration payload. The
specification of those operations provide the details on how to deal with the mandatory and default values specified
in the YANG model definitions. The "Required Attribute" is typically translated to "mandatory statement" in the
YANG model for the corresponding attribute. Default values specified in the Information Models are translated to
defaults in the YANG model.

In cases where the Default column reads "vendor-specific", the CCAP MUST provide a default value of the vendor's
choosing for the attribute in the implementation. In cases where the vendor is defining the default value, the operator
need not include these attributes in the configuration operation payload.

Attributes explicitly required in the configuration operation payload are marked "Yes" in the Required Attribute
column; these attributes do not have a default value. In these cases, the operator needs to provide a value for these
attributes in the payload when an object containing those attributes is being configured. In cases where the Required
Attribute column reads "No", either a default value is provided in the table or the CCAP will use a vendor-specific
value.

6.5.1.2 Enumeration Values in the Configuration Information Model

In the configuration information model attribute tables in the following sections, enumerated lists are all intended to
begin at a value of "1"; in most cases, the first value will be other ("other(1)"). Since this specification borrows
objects from existing MIBs, there will be cases where the enumeration values specified here do not match those of
the MIB on which the object attribute was based. CCAP vendors are expected to properly translate values provided
in the configuration operation payload into the correct values needed for SNMP reporting via the standard MIB
objects.

06/05/24 CableLabs® 91



CCAP-OSSIv4.0-111-240605 Data-Over-Cable Service Interface Specifications

Note that integers are specified for each enumeration in the UML configuration information model. When the UML
is translated into data models (JSON, YANG, SNMP MIB, etc.), the enumeration labels and/or integers are included
in these data models as appropriate. For YANG, enumeration labels will be included.

6.5.1.3 Use of Interface Names in Configuration

Several configuration objects defined in this specification are identified with keys in the form of a text string name.
In general, these configuration objects are modeled after interfaces that have equivalent representation in SNMP
(ifTable). While this specification does not impose formal requirements on the format of interface names, CCAP
vendors are expected to implement consistent conventions for assigning textual names to interfaces and disclose the
rules on which such conventions are based.

6.5.1.4 Unconstrained Strings in the Configuration Information Model

For object attributes with a data type of String, there are cases where this specification does not provide a length
constraint. For these attributes, the CCAP MAY impose a vendor-specific length constraint. If a value in the
configuration operation payload exceeds this vendor-specific length constraint, the CCAP SHOULD truncate the
text string to that limit.

6.5.2 Vendor-Specific Extensions

A CCAP is expected to implement vendor-proprietary configuration objects beyond those defined in this
specification. Standard objects are those that have been defined in the configuration UML information model,
defined in the following sections. Vendor-proprietary configuration objects consist of both new configuration
objects not represented in the CCAP configuration UML information model and new or modified attributes of
configuration objects that exist in the CCAP configuration UML information model.

The CCAP's configuration information model can be extended via the creation of vendor-proprietary YANG
modules. Vendor extensions can be performed in YANG.

Modifications to standard configuration objects are allowed within the specific rules defined in Annex E.

See Annex E for requirements related to implementing vendor-specific extensions to the CCAP configuration.
Annex E also specifies rules for modifications to standard configuration objects.
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6.5.3

6.5.3.1 Ccap

CCAP Configuration Information Model

Chassis Ceap
0.1 Name : String
Description : String
DocsCfg o LOcation : String
0.1 HostAddress : Host
create()
Vid f
eoCtg 0.1 “* read()
N write()
EponCfg delete()
0..1 ¥
NetworkCfg
0..1
IfCfg
0..1
MgmtCfg
0.1
StreamingTelemetryCfg

0.1

Figure 23 - CCAP Configuration Information Model

The Ccap object serves as the root of the CCAP configuration data. It consists of three attributes that together
describe the CCAP platform.

Table 8 - Ccap Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
Name String Yes 1..32
Description String Yes
Location String Yes 1..128
Host Host Yes
Table 9 - Ccap Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
Chassis Directed composition to Chassis 0..1
DocsCfg Directed composition to DocsCfg 0.1
VideoCfg Directed composition to VideoCfg 0..1
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Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity

EponCfg Directed composition to EponCfg 0.1

NetworkCfg Directed composition to NetworkCfg 0.1

IfCfg Directed composition to IfCfg 0.1

MgmtCfg Directed composition to MgmtCfg 0.1

StreamingTelemetryCfg | Directed composition to StreamingTelemetryCfg 0.1

6.5.3.1.1 Name

This attribute defines the name of the CCAP platform being configured.

6.56.3.1.2  Description
This attribute contains the description of the CCAP platform.

6.5.3.1.3  Location

This attribute contains any location information for the CCAP.

6.5.3.1.4  Host

This attribute contains the IP address or a fully qualified domain name (FQDN) assigned to the CCAP.

The CCAP MUST support configuring an IP address for the Ccap Host attribute.
The CCAP SHOULD support configuring an FQDN for the Ccap Host attribute.

6.5.3.2 Chassis

This configuration object is included in Figure 23 for reference.

6.5.3.3 DocsCfg

This configuration object is included in Figure 23 for reference.

6.5.3.4 VideoCfg

This configuration object is included in Figure 23 for reference.

6.5.3.5 EponCfg

This configuration object is included in Figure 23 for reference.

6.5.3.6 NetworkCfg

This configuration object is included in Figure 23 for reference.

6.5.3.7 IfCfg

This configuration object is included in Figure 23 for reference.

6.5.3.8 MgmtCfg

This configuration object is included in Figure 23 for reference.

6.5.3.9 StreamingTelemetryCfg

This configuration object is included in Figure 23 for reference.

It is defined in Section 6.5.4.2.

It is defined in Section 6.5.6.1.2.

It is defined in Section 6.5.5.2.

It is defined in Section 6.5.10.2.

It is defined in Section 6.5.7.2.

It is defined in Section 6.5.8.2.

It is defined in Section 6.5.9.2.

It is defined in Section 0.
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6.5.4 CCAP Chassis Information Model

Ccap

Version
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read()
create() )
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Chassis create()
create() 0.* 0.* reid()
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* create() D Mode : PonDsFecMode | OneGigEthernet
:’;ﬁg() Duplex : DuplexType
EnetPort Speed : SpeedType
T T OneGigEpon create() KH—
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UpstreamFecMode : PonUsFecMode "
SreLineCard EponLineCard DgwnstreamFecMode : PonDsFecMode write()
: delete()

.

To..* 1.0

6.5.4.1 Ccap

Figure 24 - CCAP Chassis Information Model

This configuration object is included in Figure 24 for reference. It is defined in Section 6.5.3.1.

6.5.4.2 Chassis

The Chassis object allows the user to configure the CCAP hardware elements. The Chassis object has the following

associations.

Table 10 - Chassis Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
Slot Directed composition to Slot 1 >
Decryptor Directed composition to Decryptor 1 *
FiberNodeCfg Directed composition to FiberNodeCfg *

DocsisPhyProfile

Directed composition to DocsisPhyProfile

VideoPhyProfile

Directed composition to VideoPhyProfile

o|le|e|o|e

6.5.4.3 Decryptor

This configuration object is included in Figure 24 for reference. It is defined in Section 6.5.5.27.
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6.5.4.4 Slot

This object configures a slot within the CCAP chassis. Line cards reside in slots.

Table 11 - Slot Object Attributes

Attribute Name Type Required Attribute Type Constraints Units Default Value
Number Unsignedint Yes (Key) 0..*
Table 12 - Slot Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
LineCard Directed composition to LineCard 1 0..1
6.5.4.4.1  Number

This attribute configures the slot number for which a LineCard object will be configured. The Number attribute is a
zero- or one-based index that sequentially numbers the physical slots in the chassis. For example, the Slot numbers
start at zero and increase to n-1, where n is the number of slots the chassis supports.

6.5.4.5 LineCard

The abstract object LineCard allows the user to define the common configuration elements for a CCAP line card.
There are several types of line cards defined for the CCAP: Downstream (DLC), Upstream (ULC), System Route
Engine (SRE), a combined Upstream and Downstream line card, and an EPON line card.

Table 13 - LineCard Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Name String Yes
AdminState AdminStateType No down
Line card redundancy or sparing is achieved with a protect relationship between two line cards.
Table 14 - LineCard Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
LineCard Directed aggregation to LineCard * 0..1 ProtectedBy
6.5.4.5.1  Name

This attribute stores the name of the line card being configured.

6.5.4.5.2 AdminState

This attribute sets the administrative state of the card.

6.5.4.6 RfLineCard

This object holds the configuration data for a specific RF line card, either a downstream line card (DLC), an
upstream line card (ULC), or a combined downstream/upstream line card. This object inherits all of the attributes of
the LineCard abstract class. A Slot object contains one LineCard object associated with zero or one RfLineCard. A
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downstream RfLineCard contains one or more DsRfPort; an upstream contains one or more UsRfPort objects; an
upstream/downstream RfLineCard contains both DsRfPorts and UsRfPorts. There are several associations for the
RfLineCard.

Table 15 - RfLineCard Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity

LineCard Specialization of LineCard

Encryptor Directed composition to Encryptor 1 0.x

DsRfPort Directed composition to DsRfPort 1 0.

UsRfPort Directed composition to UsRfPort 1 0.

StaticUdpMapEncryption Directed aggregation to 1 0..* EnableEncryptionindex

StaticUdpMapEncryption

There are no specific attributes other than what is inherited from the above associations. A minimum lower
frequency may be added in a future revision of this specification.

6.5.4.7 EponLineCard
This object configures an EPON line card.

Table 16 - EponLineCard Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity
LineCard Specialization of LineCard
PonPort Directed composition to PonPort 1.%
EnetPort Directed composition to EnetPort 0.

6.5.4.8 SrelLineCard

The SRE line card is the name given to the line card in the CCAP chassis that contains all the NSI and Management
functions for the CCAP. This line card is associated with at least one EnetPort, which serves as the NSI. This object
inherits all of the attributes of the LineCard abstract object. There are two associations for the SRE.

Table 17 - SreLineCard Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity
LineCard Specialization of LineCard
EnetPort Directed composition to EnetPort 1 1.*

6.5.4.9 Encryptor

This configuration object is included in Figure 24 for reference. It is defined in Section 6.5.5.34.

6.5.4.10 Port

The Port object is an abstract class from which all physical port objects on CCAP line cards are derived. There are
no Port objects instantiated per-se in a configuration based on the YANG model; only the derived physical port
objects are instantiated. All physical port objects that derive from Port contain the attributes of a Port.
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Table 18 - Port Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Number Unsignedint Yes (Key) 0..x
AdminState AdminStateType No down
UpDownTrapEnabled UpDownTrapEnabled | No false

6.5.4.10.1 Number

The Number attribute of Port is a zero- or one-based index that sequentially numbers the physical ports of each
derived type. For example, the port numbers of the DsRfPort objects start at zero and increase to n-1, where n is the
total number of DsRfPorts.

6.5.4.10.2 AdminState

This attribute configures the administrative state of the physical port.

6.5.4.10.3 UpDownTrapEnabled

This attribute configures whether linkUp/linkDown traps are enabled for this port.

6.5.4.11 DsRfPort

This object allows for the configuration of a physical Downstream RF port on an RfLineCard. The DsRfPort is a
type of the abstract class Port and inherits those common parameters. In the CCAP, a single port now encompasses
the entire downstream spectrum instead of a few carriers as are seen in previous generation EQAM and CMTS
products. A DsRfPort object contains the attributes in the following table.

Table 19 - DsRfPort Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
BaseChanPower TenthdBmV No TenthdBmV | vendor-specific
per 6 MHz
RfMute Boolean No false
Tilt TenthdB No 0..120 TenthdB
TiltMaxFrequency Unsignedint No Hz

Table 20 - DsRfPort Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity

Port Specialization of Port

6.5.4.11.1 BaseChanPower

This attribute configures the base output power for each single channel (SC-QAM or OFDM) on the DsRfPort. The
value is expressed in dBmV in units of TenthdBmV per 6 MHz. The default value is vendor-specific. Acceptable
power ranges for this attribute are defined in [PHYV4.0] in the Power per Channel CMTS or EQAM section of
[DRFI].

Reference: [DRFI], Power per Channel CMTS or EQAM section
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6.5.4.11.2 RfMute

The attribute RfMute refers to a diagnostic state defined in the [PHYVv4.0] Specification. Muting an RF port affects
only the output power and does not impact the operational status of any channel on the port.

6.5.4.11.3 Tilt

This attribute configures the Tilt value to be applied over the supported downstream spectrum (from the minimum
downstream frequency to the Tilt Maximum Frequency) on this DsRfPort. For the purpose of tilt range definition,
the minimum frequency is understood as the lower edge of the lowest occupied downstream channel. When a non-
zero tilt value is configured, the BaseChanPower specifies the output power at the frequency specified by the
TiltMaxFrequency attribute. The CCAP implements tilt by reducing output power at lower frequencies.

NOTE: The amount of Tilt supported by a given CCAP is vendor-specific. The range provided here is not intended
as a requirement on CCAP implementations as many implementations support a lower maximum Tilt value
than is specified here.

6.5.4.11.4 Tilt Maximum Frequency

This attribute configures the maximum frequency (aka tilt pivot point) where the Tilt value applies.

6.5.4.12 FiberNodeCfg

The FiberNodeCfg object defines the cable hybrid fiber/coax system (HFC) plant Fiber Nodes reached by RF ports
on a CCAP.

This object supports the creation and deletion of multiple instances.

The CMTS and CCAP MUST persist all instances of FiberNodeCfg across reinitializations.

Table 21 - FiberNodeCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Name NodeName Yes (Key)
NodeDescr String No "
FdxAllocatedSpectrum | Unsignedint No 0, 96, 192, 288, 384, 576 MHz 0

The FiberNodeCfg object has the following associations.

Table 22 - FiberNodeCfg Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity

DsRfPort Directed aggregation to DsRfPort 0..* 0..* DsRfPort

UsRfPort Directed aggregation to UsRfPort 0.x 0.* UsRfPort

FdxBandCfg Directed composition to FdxBandCfg 1 0.3 FdxBandCfg

6.5.4.12.1 Name
This key attribute represents a human-readable name for a fiber node.

References: [MULPIv4.0] RF Topology Configuration section.

6.5.4.12.2 NodeDescription

This attribute represents a human-readable description of the node.
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6.5.4.12.3 FdxAllocatedSpectrum

This attribute is used to configure the width of FDX spectrum for the node. The lower end of FDX band starts at
frequency of 108 MHz and ranges up to frequency of 108 MHz + FdxAllocatedSpectrum. All OFDM and all
OFDMA channels configured within the FDX Band need to comply with the requirements outlined in section
Upstream and Downstream Frequency Plan of Annex F of [PHYv4.0].

If this attribute is set to 0 MHz, this node does not operate FDX.

6.5.4.13 FdxBandCfg

The FdxBandCfg object enables the ability to configure the CCAP to establish simplex (i.e., either upstream or
downstream) or full duplex operation for each sub-band. This configuration applies to all TGs that are derived on a
specific FDX node. It is not a per-TG configuration.

Table 23 - FdxBandCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Subbandld UnsignedByte Yes (Key)
Direction Enum No other(1), dynamic
upstream(2),
downstream(3),
dynamic(4)

6.5.4.13.1 Subbandld

This key defines the sub-bands to be configured. The number of sub-bands is determined by the
FdxAllocatedSpectrum attribute. The sub-bands are numbered sequentially in ascending order beginning with 1.
6.5.4.13.2 Direction

This attribute defines the direction(s) (i.e., upstream and/or downstream) to be assigned in a Resource Block. The
value 'dynamic' configures the CCAP to establish bidirectional RBAs on the sub-band. The default is 'dynamic'.
6.5.4.14 UsRfPort

A UsRfPort object represents a physical upstream RF connector on an RfLineCard. It is derived from the Port
abstract class, and so inherits all attributes of that class, including its associations. A UsRfPort is contained by an
RfLineCard. It may contain one or more of the following objects:

- UpstreamPhysicalChannel
- UsOfdmaChannel
- UsOfdmaExclusion

This object has no attributes other than what has been inherited from the abstract class Port but does have several
associations.

Table 24 - UsRfPort Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity
Port Specialization of Port
UpstreamPhysicalChannel | Directed composition to UpstreamPhysicalChannel | 1 0.*
UsOfdmaChannel Directed composition to UsOfdmaChannel 1 0..*
UsOfdmaExclusion Directed composition to UsOfdmaExclusion 1 0.*
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6.5.4.15 UpstreamPhysicalChannel

This configuration object is included in Figure 24 for reference. It is defined in Section 6.5.6.8.6,
UpstreamPhysicalChannel.

6.5.4.16 EnetPort

The EnetPort object is an abstract class that allows an Ethernet port to be configured on a line card that contains
Ethernet ports. EnetPort is also a type of the abstract class Port. Ethernet ports are associated with the SreLineCard
and the EponLineCard.

Table 25 - EnetPort Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity

Port Specialization of Port

IpInterface Directed composition to IpInterface 0..1

IpAcl Directed association to IpAcl 0..1 Ingress

IpAcl Directed association to IpAcl 0.1 Egress

6.5.4.17 OneGigEthernet

This object configures a one-gigabit interface for an Ethernet port. The speed and duplex settings for this type of
port can be configured via this object.

Table 26 - OneGigEthernet Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute

Duplex Enum No other(1), fullDuplex
fullDuplex(2),
halfDuplex(3),
autoNegotiated(4)

Speed Enum Yes other(1),
tenMbitEthernet(2),
hundredMbitEthernet(3),
oneGigabit(4),

auto(5)

Table 27 - OneGigEthernet Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity

EnetPort Specialization of EnetPort

6.5.4.17.1 Duplex.

This attribute configures the Ethernet DuplexState of the interface. The value of other(1) is used when a vendor-
extension has been implemented for this attribute

6.5.4.17.2 Speed

This attribute configures the speed of the interface for interfaces that can support multiple speeds. The value of
other(1) is used when a vendor-extension has been implemented for this attribute.
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6.5.4.18 TenGigEthernet

This object configures a ten-gigabit interface for an Ethernet port.

Table 28 - TenGigEthernet Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
EnetPort Specialization of EnetPort
6.5.4.19 FortyGigEthernet
This object configures a 40-gigabit interface for an Ethernet port.
Table 29 - FortyGigEthernet Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
EnetPort Specialization of EnetPort
6.5.4.20 OneHundredGigEthernet
This object configures a 100-gigabit interface for an Ethernet port.
Table 30 - OneHundredGigEthernet Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
EnetPort Specialization of EnetPort

6.5.4.21 PonPort

This abstract configuration object allows for an EPON port to be configured on an EPON line card. PonPort is a type

of the abstract class Port.

Table 31 - PonPort Object Associations

Associated Object
Name

Type

Near-end
Multiplicity

Far-end
Multiplicity

Label

Port

Specialization of Port

6.5.4.22 OneGigEpon

This configuration object allows for a one Gigabit EPON port to be configured on an EPON line card. It is a type of
the abstract class PonPort.
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Table 32 - OneGigEpon Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute

UpstreamFecMode Enum No other(1), disabled
enabled(2),
disabled(3),
perOnu(4)

DownstreamFecMode Enum No other(1), disabled
enabled(2),
disabled(3),
perOnu(4)

Table 33 - OneGigEpon Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
PonPort Specialization of PonPort
6.5.4.22.1 UpstreamFecMode

This attribute configures the FEC mode applied to the EPON upstream. The perOnu option allows the ONU
provisioning process to determine whether FEC should be enabled or disabled. This option is only valid for 1G

EPON interfaces.

The default value for the 1G EPON interface is disabled(3).

The value of other(1) is used when a vendor-extension has been implemented for this attribute.

6.5.4.22.2 DownstreamFecMode

This attribute configures the FEC mode of the EPON downstream. The perOnu option allows the ONU provisioning
process to determine whether FEC should be enabled or disabled. This option is only valid for |G EPON interfaces.

The default value for the 1G EPON interface is disabled(3).

The value of other(1) is used when a vendor-extension has been implemented for this attribute.

6.5.4.23 TenGigEpon

This configuration object allows for a symmetric or asymmetric ten Gigabit EPON port to be configured on an

EPON line card. It is a type of the abstract class PonPort.

Table 34 - TenGigEpon Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value

PonType Enum Yes other(1),
symmetric10x10(2),
asymmetric10x1(3)

UpstreamFecMode Enum No other(1), See description
enabled(2),
disabled(3),
perOnu(4)

DownstreamFecMode Enum No other(1), See description
enabled(2),
disabled(3),
perOnu(4)
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Table 35 - TenGigEpon Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity

PonPort Specialization of PonPort

6.5.4.23.1 PonType

This attribute configures the speed of the 10G EPON interfaces on the line card and allows for asymmetrical
upstream and downstream speeds. The value of other(1) is used when a vendor-extension has been implemented for
this attribute.

6.5.4.23.2 UpstreamFecMode

This attribute configures the FEC mode applied to the EPON upstream. The perOnu option allows the ONU
provisioning process to determine whether FEC should be enabled or disabled. This option is only valid for 1G
EPON interfaces.

The default value for the 1G EPON interface is disabled(3).
The default value for the 10G EPON interface is enabled(2).

The value of other(1) is used when a vendor-extension has been implemented for this attribute.

6.5.4.23.3 DownstreamFecMode

This attribute configures the FEC mode of the EPON downstream. The perOnu option allows the ONU provisioning
process to determine whether FEC should be enabled or disabled. This option is only valid for G EPON interfaces.

The default value for the 1G EPON interface is disabled(3).
The default value for the 10G EPON interface is enabled(2).

The value of other(1) is used when a vendor-extension has been implemented for this attribute.
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6.5.5 CCAP Video Session Configuration Information Model
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Figure 25 - CCAP Video Session Configuration Information Model

6.5.5.1 Ccap
This configuration object is included in Figure 25 for reference. It is defined in Section 6.5.3.1, Ccap Object.

6.5.5.2 VideoCfg

The VideoCfg object is the primary container of video configuration objects. It has the following associations:

Table 36 - VideoCfg Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity

A
A1

*

GloballnputTsCfg Directed composition to GloballnputTsCfg

GlobalOutputTsCfg Directed composition to GlobalOutputTsCfg

StaticUdpMap Directed composition to StaticUdpMap

ReservedUdpMap Directed composition to ReservedUdpMap

ReservedPidRange Directed composition to ReservedPidRange

InputRegistration Directed composition to InputRegistration

e|le|e|eje|e|e
O e R

ProgramSession Directed composition to ProgramSession
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Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity

MptsPassThruSession Directed composition to MptsPassThruSession 0.*

PidSession Directed composition to PidSession 0.*

VideolnputTs Directed composition to VideolnputTs 0.*

Caslinfo Directed composition to Caslnfo 0.*

EncryptionData Directed composition to EncryptionData 0..*

EncryptControl Directed composition to EncryptControl 0.*

ErmRegistration Directed composition to ErmRegistration 0..”

VideoOutputTs Directed composition to VideoOutputTs 0.*

Ecmg Directed composition to Ecmg 0.*

Ecmd Directed composition to Ecmd 0.*
StaticUdpMapEncryption Directed composition to StaticUdpMapEncryption 0.*

6.5.5.3 GloballnputTsCfg
This object represents global configuration of input transport streams.
Table 37 - GloballnputTsCfg Object Attributes
Attribute Name Type Required Type Constraints Units Default
Attribute Value

JitterTolerance Unsignedint No milliseconds 100
UnicastSessionLossTimeout Unsignedint No milliseconds 5000
MulticastSessionLossTimeout Unsignedint No milliseconds 5000

6.5.5.3.1

JitterTolerance

This attribute represents the acceptable delay variation in milliseconds for incoming streams. The jitter option sets
the size of a dejittering buffer that absorbs the input jitter of a session.

6.5.5.3.2

UnicastSessionLossTimeout

This attribute represents the loss of signal timeout in milliseconds for unicast input streams. See [SCTE 154-4],
mpegLossOfSignalTimeout.

6.5.5.3.3

MulticastSessionLossTimeout

This attribute represents the loss of signal timeout in milliseconds for the multicast input streams.

6.5.5.4 GlobalOutputTsCfg

This object represents global configuration of output transport streams.

Table 38 - GlobalOutputTsCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
CatlnsertRate UnsignedByte No 0..32 tables/second 10
PatinsertRate UnsignedByte No 0..32 tables/second 10
PmtinsertRate UnsignedByte No 0..32 tables/second 10
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6.5.5.4.1  CatlnsertRate

This attribute represents the CAT insertion rate expressed in tables/second (see [SCTE 154-4],
mpegOutputTSCatlnsertRate).

6.5.5.4.2 PatinsertRate

This attribute represents the PAT table interval expressed in tables/second (see [SCTE 154-4],
mpegOutputTSPatInsertRate).

6.5.5.4.3 PmtInsertRate

This attribute represents the PMT table interval expressed in tables/second (see [SCTE 154-4],
mpegOutputTSPatInsertRate).

6.5.5.5 UdpMap
This abstract object holds the UDP attributes that are used in the StaticUdpMap and ReservedUdpMap objects.

Table 39 - UdpMap Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
Index Unsignedint | Yes (Key)
StartingUdpPort InetPortNum | No
Count Unsignedint No

6.5.5.5.1 Index

This key represents a globally unique identifier of the object instance.

6.5.5.5.2  StartingUdpPort

This attribute represents the UDP port range start value.

6.5.5.5.3 Count
This attribute represents the number of UDP ports starting from the StartingPort attribute value.

6.5.5.6 StaticUdpMap

This object represents the UDP port ranges used for static video sessions. It is a specialization of UdpMap.

Table 40 - StaticUdpMap Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
UdpMap Specialization of UdpMap
VideoOutputTs Directed association to VideoOutputTs 0..1 1 StaticUpdPortRef

6.5.5.7 ReservedUdpMap

This object represents reserved ports to be used for non-video applications. It is a specialization of UdpMap.
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Table 41 - ReservedUdpMap Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity

UdpMap Specialization of UdpMap
6.5.5.8 ReservedPidRange
This object represents reserved PID range to not be used on ERM assignments.

Table 42 - ReservedPidRange Object Attributes
Attribute Name Type Required Type Constraints Units Default
Attribute Value

Index Unsignedint Yes (Key)

StartingPid Unsignedint No

Count Unsignedint No

Description String No
6.5.56.8.1  Index

This key represents the unique identifier of an instance of this object.

6.5.5.8.2

StartingPid

This attribute represents the PID range starts for other applications' reserved PIDs.

6.5.56.8.3 Count

This attribute represents the number of reserved PIDs starting from the StartingPid attribute value.

6.5.5.8.4

Description

This attribute represents the description associated with a PID range configured instance.

6.5.5.9

InputRegistration

This object configures which input interfaces are advertised to the ERM and whether a given advertised interface
has its capacity managed by the ERM or the CCAP.

Table 43 - InputRegistration Object Attributes

Attribute Name Type Required | Type Constraints Units Default
Attribute Value
Name String Yes (Key)
GroupName String No
ErmName String Yes
Bandwidth Unsignedint No
ErmManagedIinput Boolean Yes
6.5.5.9.1  Name
This key represents the Input interface name. This name corresponds to the [RFC 6933], ENTITY-MIB
entPhysicalName.
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6.56.56.9.2  GroupName

This attribute represents the name of the Edge Input Group associated with this input. This parameter is reported to
the ERM via the RMI-SDR interface in the Edge Device Configuration message and in the ERRP Edge Input
attribute.

6.5.56.9.3 ErmName

This attribute represents the ERM where the input interface is advertised.

6.5.56.9.4  Bandwidth

This attribute represents the bandwidth of the edge input to be advertised. If zero or not present, the CCAP
advertises the full bandwidth of the edge input. If the attribute ErmManagedInput is set to false, operators should set
this attribute to a value that greatly exceeds the speed of the input interface; this will cause the ERM to not actively
manage the input bandwidth.

6.5.56.9.5  ErmManagedinput

This attribute allows the Operator to configure whether or not the ERM should manage the input bandwidth on this
Edgelnput Interface. A value of true indicates that the ERM will manage the input bandwidth; a value of false
indicates that the CCAP will manage the input bandwidth. If set to false, operators should set the Bandwidth
attribute to a value that greatly exceeds the speed of the input interface so that the ERM will not actively manage the
input bandwidth.

6.5.5.10 Caslinfo

The CasInfo object serves two purposes:

1. It identifies the ECMG(s) that need(s) to be involved in the encryption of the program session. In the case
of a Simulcrypt operation, more than one CasInfo object can be attached to the same ProgramSession.

2. It defines a CA-specific opaque object that needs to be forwarded to the appropriate ECMG when the
session is initialized.

A CasInfo object contains the attributes in the following table.

Table 44 - Casinfo Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute

Index Unsignedint Yes (Key)

Casld HexBinary Yes size(8)

CaBlob String Yes

6.5.5.10.1 Index

This attribute configures the index for an instance of CasInfo for a given ProgramSession.

6.5.5.10.2 Casld

Casld is the hexadecimal representation of the CAS system identifier.

6.5.5.10.3 CaBlob
CaBlob is opaque data that the Encryptor is required to forward to the ECMG associated with the specified Casld.

6.5.5.11 EncryptionData

The EncryptionData object allows a per video session encryption configuration.
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Table 45 - EncryptionData Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute

Index Unsignedint Yes (Key)

CcilLevel Enum Yes other(1),
copyFreely(2),
copyOneGeneration(3),
copyNoMore(4),
copyNever(5)

Cit Enum Yes other(1),
clear(2),
set(3)

Rect Enum Yes other(1),
notAsserted(2),
required(3)

CciReserved UnsignedByte Yes 0.3

ProviderAssetld String Yes 1..255

6.5.5.11.1 Index
The index is the key for the EncryptionData object.

6.5.5.11.2 Cecilevel
This attribute represents the Copy Control Indicator/Digital Rights protection applicable to the program. It is

forwarded to all active ECMGs to be encapsulated into ECMs. The value of other(1) is used when a vendor-
extension has been implemented for this attribute.

6.5.5.11.3 Cit

This attribute represents the Constrained Image Trigger flag applicable to the program. It is forwarded to all active
ECMGs to be encapsulated into ECMs. The value of other(1) is used when a vendor-extension has been
implemented for this attribute.

6.5.5.11.4 Rct

This attribute represents the Redistribution Control Trigger flag applicable to the program. It is forwarded to all
active ECMGs to be encapsulated into ECMs. The value of other(1) is used when a vendor-extension has been
implemented for this attribute.

6.5.5.11.5 CciReserved

This attribute reserves 2 bits of copy control information (CCI) for future use. It is forwarded to all active ECMGs to
be encapsulated into ECMs.

6.5.5.11.6 ProviderAssetld

This attribute configures the Provide Asset Id parameter that is passed in the initial RTSP session SETUP (e.g., for
VOD) to the Encryptor and enables the Encryptor to uniquely identify/reference the VOD asset or broadcast
channel.

6.5.5.12 EncryptControl

This configuration object selects the encryption option of a static encryption session.
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Table 46 - EncryptControl Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
Index Unsignedint Yes (Key)
EncryptionScheme Enum Yes other(1),
des(2),
aes(3),
3des(4),
dvbcsa(5),
dvbcsa3(6)
BlockStreamUntilEncrypted Boolean No true
KeyLength Enum Yes other(1),
56bits(2),
128bits(3),
192bits(4),
256bits(5)
EncryptorOpaque String Yes

6.5.5.12.1 Index

This attribute configures the index for an instance of EncryptControl for a given ProgramSession.

6.5.5.12.2 EncryptionScheme

This attribute defines the encryption algorithm to be used for a given video session. The value of other(1) is used
when a vendor-extension has been implemented for this attribute.

6.5.5.12.3 BlockStreamUntilEncrypted

BlockStreamUntilEncrypted indicates if the encryption engine should block the program until it can encrypt it (i.e.,
it has received a first Entitlement Control Message (ECM) and Control Word (CW) from the ECMG) or release it in
the clear to the destination or output. Values are 0 meaning false or 1 meaning true. Note that this parameter can be
used to enforce synchronous behavior, wherein the RTSP server (i.e., Encryption Engine) will not acknowledge the
session request back to the ERM until it has actually started to encrypt the stream. Obviously, this assurance comes
at the expense of setup latency.

6.5.5.12.4 KeylLength

This attribute configures the number of bits in the encryption keys used by encryption algorithm defined by the
EncryptionScheme attribute. The value of other(1) is used when a vendor-extension has been implemented for this
attribute.

6.5.5.12.5 EncryptorOpaque
EncryptorOpaque holds private data used by the Encryptor that may be under CA license from the CA vendor.

6.5.5.13 VideolnputTs

The VideolnputTs object configures a given MPEG-2 Transport stream that may be unicast or multicast. Each
VideolnputTs object MUST have either:

e one or two MulticastVideolnputTs objects associated with it,
e one UnicastVideolnputTs object associated with it.

Having two MulticastVideoInputTs objects associated with it occurs when input TS redundancy is configured (Hot-
Hot sparing).
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Table 47 - VideolnputTs Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Index Unsignedint Yes (Key)
Name String No
DecryptionEnabled Boolean No false

When redundancy of the input multicast TS is configured, a VideoInputTs object is associated with two
MulticastVideolnputTs objects. A VideolnputTs object can also be referenced from multiple ProgramSession,
MptsPassThruSession, or PidSession objects.

Table 48 - VideolnputTs Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity
MulticastVideolnputTs Directed composition to MulticastVideolnputTs 0..2
UnicastVideolnputTs Directed composition to UnicastVideolnputTs 0..1

6.5.5.13.1 Index

This is the index for an instance of the VideoInputTs object.

6.5.5.13.2 Name

This is a unique name for this instance of the VideoInputTs object.

6.5.5.13.3 DecryptionEnabled

This attribute configures whether this input stream is encrypted for transport across the WAN. This WAN
encryption is intended to be removed at the CCAP and not related to any CA encryption that may be configured for
the output stream. A value of true means that the CCAP needs to decrypt this input stream as applicable. A value of
false means that the CCAP does not need to decrypt this input stream. Default value is false.

6.5.5.14 UnicastVideolnputTs

This object specifies the unicast flow of an input transport stream.

Table 49 - UnicastVideolnputTs Object Attributes

Attribute Name Type Required Attribute Type Units Default
Constraints Value
DestlpAddr IpAddress See attribute description
DestUdpPort InetPortNum Yes

A UnicastVideoInputTs object may be associated with a specific IpInterface. In this case, the DestIpAddr is not
required. If an association is made to a UnicastVideoInputTsInterfaceName, care needs to be taken to make sure that
the DestUdpPort specified does not overlap with the UDP port used for other traffic that may be present on the
associated IpInterface instance.
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Table 50 - UnicastVideolnputTs Object Associations

Associated Type Near-end Far-end Label
Object Name Multiplicity Multiplicity
Ipinterface Association to Ipinterface 0.1 UnicastVideolnputTsinterfaceName

6.5.5.14.1 DestipAddr

This attribute corresponds to the IP destination address of the UDP IP flow of the input TS. This attribute is required
unless the UnicastVideolnputTs object is associated with an IpInterface instance. If the IP address specified in the
DestlpAddr attribute does not exist on the CCAP, the CCAP MUST reject this configuration.

When the value of the DestIpAddr attribute is set to all zeros (e.g., 0.0.0.0), the CCAP MUST listen for the traffic on
the specified UDP port number on all IP interfaces.

6.5.5.14.2 DestUdpPort

This attribute corresponds to the UDP destination port of the UDP IP flow of the input TS.

6.5.5.15 MulticastVideolnputTs

This object specifies the multicast flows of an input transport stream. Having two MulticastVideoInputTs objects for
one VideolnputTs occurs when input TS redundancy is configured (Hot-Hot sparing). If two MulticastVideolnputTs
objects have the same Priority, this implies HOT-HOT redundancy. Which stream is actually forwarded is vendor-
specific.

Table 51 - MulticastVideolnputTs Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
SourcelpAddress IpAddress Yes (Key)
GroupDestlpAddress IpAddress Yes (Key)
DestUdpPort InetPortNum No 0
Priority Byte Yes

A MulticastVideolnputTs object may be associated with a specific IpInterface. This associations provides a static
mapping of the source of an input transport stream to an IP interface.

Table 52 - MulticastVideolnputTs Object Associations

Associated Type Near-end Far-end Label
Object Name Multiplicity Multiplicity
Ipinterface Association to Ipinterface 0..1 MulticastVideolnputTsinterfaceName

6.5.5.15.1 SourcelpAddress
This attribute corresponds to the Source Specific Multicast [P Address of the UDP IP flow.

6.5.5.15.2 GroupDestlpAddress
This attribute corresponds to the group address of an SSM (Source Specific Multicast) origination input TS.

6.5.5.15.3 DestUdpPort

This attribute corresponds to the UDP destination port of the UDP IP flow of the input TS.
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6.5.5.15.4  Priority

This attribute is a number that identifies the preference order of this transport stream; higher number indicates a
higher priority. It is used to order the multicast transport stream for the purpose of redundancy in the case of
multiple multicast video sources. If two entries have the same "Priority", it implies Hot-Hot redundancy.

6.5.5.16 VideoOutputTs

The VideoOutputTs object represents a configuration multiplex of one or more ProgramSession, PidSession, or
MptsPassThruSession instances. In cases where a VideoDownChannel is dynamically managed by an ERM, the
VideoOutputTs may not be associated with any video program sessions.

Table 53 - VideoOutputTs Object Attributes

Attribute Name Type Required Attribute Type Constraints Units Default
Index Unsignedint Yes (Key)
Name String No
Table 54 - VideoOutputTs Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity
VideoDownChannel Directed aggregation to 1 1.%
VideoDownChannel

6.5.5.16.1 VideoOutputTs Object Attributes

6.5.5.16.2

This is an index for an instance of this Object. It uniquely identifies a CCAP-generated MPTS composed of one or
more program streams, PID streams and/or pass thru MPTS. This is NOT the Output TSID used for replication.

Index

6.5.5.16.3 Name

This attribute configures the name of this instance of VideoOutputTs.

6.5.5.17 VideoDownChannel

This configuration object is included in Figure 25 for reference. It is defined in Section 6.5.6.9.4,
VideoDownChannel.

6.5.5.18 DownChannel

This configuration object is included in Figure 25 for reference. It is defined in Section 6.5.6.9.5, DownChannel.

6.5.5.19 ErmParams

This configuration object allows for the configuration of the needed parameters that are communicated to an ERM
for a given DownChannel object instance. If a DownChannel instance is managed by an ERM, it will contain ERM
parameters.

Table 55 - ErmParams Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
InputMapGroupName String No "
ServiceGroupName String No
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Attribute Name Type Required Type Units Default Value
Attribute Constraints

QamGroupName String No

PhyLockParams EnumBits No frequency(0), "H
bandwidth(1),
power(2),
modulation(3),
interleaver(4),
j83Annex(5),
symbolRate(6),
mute(7)

AllocationType EnumBits Yes linear(0),
vod(1)
sdv(2)
docsis(3)

Table 56 - ErmParams Object Associations

Associated Type Near-end Far-end Label
Object Name Multiplicity | Multiplicity
EncryptionCapability | Directed composition to 0..3

EncryptionCapability

ErmRegistration Directed aggregation to ErmRegistration 0..1 ErmRegistrationErmName

6.5.5.19.1 InputMapGroupName

This attribute indicates which input interfaces reach this channel output. Instances of the InputRegistration object
assign an input group name to input interfaces. If NSI ports and RF ports have any-to-any connectivity, this attribute
can be excluded.

For ERMI implementations, this represents the address field in the WithdrawnRoute and ReachableRoutes ERRP
attributes. This attribute is optional for DocsisDownChannel.
6.5.5.19.2 ServiceGroupName

This attribute specifies the assigned service group for this down channel.

6.5.5.19.3 QamGroupName

This attribute specifies a name associated with the down channels that are collectively output on the same RF output
interface on the CCAP.

6.5.5.19.4 PhylLockParams

This attribute represents the PHY parameters Lock state of the QAM channels for DEPI-initiated PHY parameters
updates.

6.5.56.19.5 AllocationType

This attribute defines for the ERM which services this specific DownChannel instance can support.

6.5.5.20 EncryptionCapability

The EncryptionCapability object defines one encryption option of the Encryptor that needs to be reported to the
ERM. There can be up to three EncryptionCapability objects per QAM. In return, the ERM is expected to create
dynamic sessions using one of the reported encryption options.
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Table 57 - EncryptionCapability Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute

Index Unsignedint Yes (Key)

CaEncryptor Enum Yes other(1),
motorola(2),
cisco(3),
simulcrypt(4)

EncryptionScheme Enum Yes other(1),
des(2),
aes(3),
3des(4),
dvbcsa(5),
dvbcsa3(6)

KeyLength Unsignedint Yes

6.5.5.20.1 Index

This attribute assigns a unique identifier to this instance of the EncryptionCapability object.

6.5.5.20.2 CaEncryptor

This enumeration defines the type of CA encryption the Encryptor uses. The value of other(1) is used when a
vendor-extension has been implemented for this attribute.

6.5.5.20.3 EncryptionScheme

This attribute defines the encryption algorithms applicable to the CA encryption defined by the CaEncryptor
attribute. The value of other(1) is used when a vendor-extension has been implemented for this attribute.
6.5.56.20.4 KeylLength

This attribute defines the key length applicable to the algorithm defined by the EncryptionScheme attribute.

6.5.5.21 ErmRegistration

This object allows for the configuration of the interface to an Edge Resource Manager. Generally, one configured
ERM interface exists for the entire CCAP. An ErmRegistration object contains the attributes in the following table.
The CCAP MAY support only one instance of the ErmRegistration object. Configuring more than one ERM is
generally used for scaling purposes, with each individual ERM being focused on specific, unique service groups.
More than one ERM cannot be practically used to support the same service group, and there could be conflicts
between the control messages of the independent ERMs.

The optional attributes in this object are provided for backwards compatibility with ERMI.

Table 58 - ErmRegistration Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
ErmName String Yes (Key)
ErmAddress Host Yes
ErmPort InetPortNum No 0
ErmConnectionType Enum No other(1), client
client(2),
server(3),
clientAndServer(4)
HoldTimer Unsignedint No 0] 3..3600 seconds 240
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Attribute Name Type Required Type Constraints Units Default
Attribute Value

ConnRetryTimer Unsignedint No seconds 20
NextHopAddressDomain Unsignedint No "
CompAddress Host No
CompPort InetPortNum No 6069
StreamingZone String Yes 1..255
Id Unsignedint No
Cost Unsignedint No
CompName String No 1..255

6.5.5.21.1 ErmName

This key represents the name of the ERM related to this registration instance. This is an internal reference for
associating, e.g., QAM channels and input interfaces to an ERM.

6.5.5.21.2 ErmAddress

This attribute contains the IP address or a fully qualified domain name (FQDN) assigned to the ERM.

The CCAP MUST support configuring an IP address for the ErmRegistration ErmAddress attribute.

The CCAP SHOULD support configuring an FQDN for the ErmRegistration ErmAddress attribute.

6.5.56.21.3 ErmPort
This attribute represents the TCP port number used to reach the ERM.

6.5.5.21.4 ErmConnectionType

This attribute represents the type of TCP connection that is established by the CCAP. The value can be one of the
following:

o other(1) indicates that a vendor-extension has been implemented for this attribute.

e client(2) indicates that the CCAP has to initiate the TCP connection with the ERM.

e server(3) indicates that the CCAP has to wait for the TCP connection from the ERM.

o clientAndServer(4) indicates that either the CCAP or the ERM can initiate the TCP connection.

6.5.5.21.5 HoldTimer
This attribute represents the number of seconds that the sender proposes for the value of the hold timer.

Upon receipt of an OPEN message, the CCAP MUST calculate the value of the Hold Timer by using the smaller of
its configured Hold Time and the Hold Time received in the OPEN message.

The Hold Time has to be either zero or at least three seconds.

The CCAP MAY reject connections on the basis of the Hold Time. The calculated value indicates the maximum
number of seconds that may elapse between the receipt of successive KEEPALIVE and/or UPDATE messages by
the sender.

6.5.5.21.6 ConnRetryTimer

This attribute represents the time in seconds for the connect retry timer. The exact value of the connect retry timer is
a local matter but should be sufficiently large to allow TCP initialization.

06/05/24 CableLabs® 117



CCAP-OSSIv4.0-111-240605 Data-Over-Cable Service Interface Specifications

6.5.5.21.7 NextHopAddressDomain

This attribute represents the address domain number of the next-hop server. The NextHopServer specifies the
address to which a manager should use to connect to the component in order to control the resource specified in the
reachable route. This parameter is used in the ERRP NextHopServer attribute.

6.5.5.21.8 CompAddress

This attribute represents the host portion of the ERRP NextHopServer attribute. This field contains an FQDN, or an
IPv4 address using the textual representation defined in section 2.1 of [RFC 1123], or an IPv6 address using the
textual representation defined in section 2.2 of [RFC 4291]. This value is sent in the ERRP NextHopServer attribute
with the CompPort value in the ERRP messages. The attribute is optional when signaling DOCSIS only resources,
however it is defined as a mandatory attribute since the typical use of ErmRegistration is for video.

6.5.5.21.9 CompPort

This attribute represents the port portion of the ERRP NextHopServer attribute. This field contains numerical value
(1-65535) representing the port number. If the port is empty or not given, the default port 6069 is assumed. This
value is sent in the ERRP NextHopServer attribute with the CompAddress value in the ERRP messages. The
attribute is optional when signaling DOCSIS only resources, however it is defined as a mandatory attribute since the
typical use of ErmRegistration is for video.

6.5.5.21.10 StreamingZone

This attribute represents the name of the Streaming Zone within which the component operates. This parameter is
used in the ERRP OPEN message. StreamingZone Name is a mandatory parameter when supporting video
applications. The capability is optional when signaling DOCSIS only resources.

The value is to be set to the string that represents the StreamingZone Name, i.e., <region>. The characters
comprising the string are in the set within TEXT defined in section 15.1 of [RFC 2326]. The CCAP MUST support
minimum string lengths of 64 for the StreamingZone attribute of the ErmRegistration object; however, the
composition of the string used is defined by implementation agreements specified by the service provider.

A CCAP will exist in a single streaming zone.

6.5.5.21.11 Id

This attribute represents the unique identifier for the CCAP device within its Streaming Zone. This value can be set
to the 4-octet value of an IPv4 address assigned to that device. This ID value is determined on startup and is the
same for all peer connections. This parameter is used in the ERRP OPEN message header.

6.5.5.21.12 Cost

This attribute represents the static cost for use of this resource.

6.5.5.21.13 CompName

The name of the component for which the data in the update message applies. This parameter is used in the ERRP
OPEN message. Component Name is a mandatory parameter when supporting video applications. The capability is
optional when signaling DOCSIS only resources.

The value is to be set to the string that represents the Component Name, i.e., <region>.<localname>. The characters
comprising the string are in the set within TEXT defined in section 15.1 of [RFC 2326]. The CCAP MUST support
minimum string lengths of 64 for the CompName attribute of the ErmRegistration object; however, the composition
of the string used is defined by implementation agreements specified by the service provider.

6.5.5.22 VideoSession

The VideoSession abstract object holds the common attributes for the session configuration objects (program, PID,
and MPTS passthrough).
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Table 59 - VideoSession Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Index Unsignedint Yes (Key)
Name String No 0..32
Table 60 - VideoSession Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
VideolnputTs Directed aggregation to VideolnputTs 0..* VideolnputTs
VideoOutputTs Association to VideoOutputTS 0..* W VideoOutputTsIndex
6.5.5.22.1 Index

This is the index for the configured session.

6.5.5.22.2 Name

This attribute is the name of the session. Unique names are given to each instance of a session type.

6.5.5.23 ProgramSession

The ProgramSession object allows the identification, encryption, processing and insertion of a single program
stream into a VideoOutputTs. The CCAP MUST reject configurations with a ProgramSession object which does not
have a VideolnputTs object associated with it.

Table 61 - ProgramSession Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
InputMpegProgramNum UnsignedShort Yes
OutputMpegProgramNum UnsignedShort Yes
PatPidRemap Boolean No true
RequestedBandwidth Unsignedint No bps 0

To define a ProgramSession object you need to specify either a "unicast" or a "multicast" TSVideolnput object.

Table 62 - ProgramSession Object Associations

Associated Type Near-end Far-end Label
Object Name Multiplicity | Multiplicity
VideoSession Specialization of VideoSession
Caslinfo Directed aggregation to Casinfo 0..* 0..1 CaslInfolndex
EncryptionData Directed aggregation to EncryptionData 0.” 0..1 EncryptionDatalndex
EncryptControl Directed aggregation to EncryptControl 0.” 0.1 EncryptControlindex
6.5.5.23.1 InputMpegProgramNum

This attribute selects a specific program from the transport stream of the incoming video stream. This program
number should be part of the incoming PAT. A value of 0 (zero) means that any incoming program number can be
accepted.
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6.5.5.23.2 OutputMpegProgramNum

This attribute specifies the program number to be present in the transport stream of the outgoing video stream. This
program number will be part of the outgoing PAT.

6.5.5.23.3 PatPidRemap

A value of true indicates that the elementary stream PID of this input program can be remapped to the
VideoOutputTs, as long as the PAT and PMT are updated. A value of false indicates that the same input elementary
stream PID has to be used on the VideoOutputTs.

6.5.5.23.4 RequestedBandwidth

This attribute configures the expected bandwidth parameters for a static input video session described by this object.
This parameter is used for encryption and video down channel output resources. A value of 0 (zero) means that no
bandwidth validation is required.

6.5.5.24 MptsPassThruSession

The MptsPassThruSession object allows the identification and insertion of an unmodified MPTS into a
VideoOutputTs. The CCAP MUST reject configurations that contain a MptsPassThruSession object and do not have
a VideolnputTs object associated with it; this association is inherited through the abstract object VideoSession.

To define an MptsPassThruSession object, specify either a "unicast" or a "multicast" VideoInputTs object.

Table 63 - MptsPassThruSession Object Associations

Associated Type Near-end Far-end Label
Object Name Multiplicity Multiplicity
VideoSession Specialization of VideoSession

6.5.5.25 PidSession

The PidSession object allows the identification, processing and insertion of a PID stream into a VideoOutputTs. The
CCAP MUST reject configurations that contain a PidSession object and do not have a VideolnputTs object
associated with it.

Table 64 - PidSession Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
InputPid HePidValue Yes 0..8191 | 65535
PidRemapEnable Boolean No false
PidType Enum Yes other(1),
emm(2),
nit(3),
cat(4),
pat(5),
fixed(6),
eas(7),
dsm-cc(8),
eiss(9),
etvbif(10),
video(11),
audio(12)
Casld HexBinary No size(8) 00000000
OutputPid HePidValue Yes
OutputProgramNumber UnsignedShort No
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Table 65 - PidSession Object Associations

Far-end Label

Multiplicity

Near-end
Multiplicity

Associated Object Name Type

VideoSession Specialization of VideoSession

6.5.5.25.1

This attribute identifies a specific PID stream in the input transport stream.

InputPid

6.5.5.25.2 PidRemapEnable

This object configures whether or not the identified PID stream can be remapped when inserted in the
VideoOutputTs.

6.5.56.25.3 PidType

This enumeration defines the type of the identified PID stream. This value is used to understand what anchor table
(i.e., PAT, CAT) would need to be updated in case PidRemapEnable is set to True and a remap is required. In case
of type "eas", the table sections of the PID stream may need to be interleaved with other table sections that would be
present on the same OutputPid. "dsm-cc" is used for digital storage media command and control. "eiss" is used for
ETV Integrated Signaling Streams (Stream type 0xCO or 0x05 w-descriptor tag 0xA2). "etvbif" is used for ETV
Binary Interchange Format (Stream type 0xCO or 0x05 w-descriptor tag 0xA1 OR Stream Type 0X0B). "video" is
used for MPEG?2 video streams. "audio" is used for MPEG?2 audio streams. The value of other(1) is used when a
vendor-extension has been implemented for this attribute.

6.5.5.25.4 Casld

This attribute allows a proper identification of the CAT table parameter(s) that need(s) to be updated when the
PidType is set to "EMM", PidRemapEnable is set to True and a remap is required. This parameter is required in
Simulcrypt operation when the CAT advertises more than one EMM PID streams. A value of 0 means that no CAS
ID is associated with this PID Session.

6.5.5.25.5 OutputPid

This attribute defines the expected PID value of the identified PID stream when inserted in the VideoOutputTS.
However, the OutputPid value cannot be guaranteed if the PidRemapEnable flag is set to True.

6.5.5.25.6 OutputProgramNumber

This attribute defines the output program number for the PID session.

6.5.5.26 Chassis

This configuration object is included in Figure 25 for reference. It is defined in Section 6.5.4.2, Chassis.

6.5.5.27 Decryptor

The Decryptor object provides for the configuration of a Decryptor module or modules in the CCAP that are used to
decrypt encrypted content delivered to the CCAP.

Table 66 - Decryptor Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
Index Unsignedint Yes (Key)
CwTimeout Unsignedint No seconds 10
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The Decryptor object has the following association.

Table 67 - Decryptor Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
EcmdUsage Directed composition to EcmdUsage 1 1.%
6.5.5.27.1 Index

The Index is an unsigned, 32-bit identifier used as a key for this object.

6.5.5.27.2 CwTimeout

This attribute configures the length of time in seconds that the Decryptor should wait for an ECM Decoder (ECMD)
before switching to a redundant unit.

6.5.5.28 EcmdUsage

The EcmdUsage object provides for the configuration of multiple decryption sessions. It is an intermediate object
that provides linkages between Decryptor objects and the ECMD(s) associated with those encrypted streams. The
ECMD object is defined in Section 6.5.5.29.

Table 68 - EcmdUsage Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value

Index Unsignedint Yes (Key)

Priority Unsignedint Yes
The EcmdUsage object has the following association.

Table 69 - EcmdUsage Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity

Ecmd Directed aggregation to Ecmd 1.* Ecmdindex

6.5.5.28.1 Index

This is an index for an instance of this Object. The EcmdUsage object is a pointer to the Ecmd object that can be
used for any program session that requires decryption as long as the CAS identifier of the input program matches.

6.5.5.28.2 Priority

This is the configured selection priority for any program session that requires decryption when multiple ECMDs
with the same CAS identifier are active. The ECMD with the lowest number should be selected first.

6.5.5.29 Ecmd

This object allows for the configuration of the interface to an Entitlement Control Message Decoder (ECMD).
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Table 70 - Ecmd Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
NumberDecryptedStreams Unsignedint Yes
Table 71 - Ecmd Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity
Ecm Specialization of Ecm
6.5.5.29.1 NumberDecryptedStreams
The maximum number of decrypted streams the ECMD should handle.
6.5.5.30 Ecm
This abstract object holds the common attributes of ECMD and ECMG instances.
Table 72 - Ecm Object Attributes
Attribute Name Type Required Type Constraints Units Default
Attribute Value
Index Unsignedint Yes (Key)
Server Host Yes
ServerPort InetPortNum Yes
Casld HexBinary Yes size(8)
6.5.5.30.1 Index

The Index is an unsigned, 32-bit identifier used as a key for this object.

6.5.5.30.2 Server

This attribute contains the IP address or a fully qualified domain name (FQDN) assigned to the ECMD/ECMG

Server.

The CCAP MUST support configuring an IP address for the ECMD/ECMG Server attribute.
The CCAP SHOULD support configuring an FQDN for the ECMD/ECMG Server attribute.

Encryption code words are sent to this address and ECMs are received from this address.

6.5.5.30.3 ServerPort

This is the far-end TCP port for communication.

6.5.5.30.4 Casld

This attribute defines the CA System ID that the ECMD/ECMG will use.

6.5.5.31 Slot

This configuration object is included in Figure 25 for reference. It is defined in Section 6.5.4.4.
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6.5.5.32 LineCard

This configuration object is included in Figure 25 for reference. It is defined in Section 6.5.4.5.

6.5.5.33 RfLineCard

This configuration object is included in Figure 25 for reference. It is defined in Section 6.5.4.6.

6.5.5.34 Encryptor

This object allows for the configuration of an Encryptor. Each Encryptor object is part of a DLC. Each can be
associated with one active and zero or more backup ECMGs. For Simulcrypt, the Encryptor would be associated
with multiple active ECMGs, each for a different CAS. An Encryptor object contains the attributes in the following
table.

Table 73 - Encryptor Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
Index Unsignedint Yes (Key)
CaEncryptorType Enum Yes other(1),
motorola(2),
cisco(3),
simulcrypt(4),
ClearStreamTimeout UnsignedShort No seconds 10
EcmTimeout UnsignedShort No seconds 10

Encryptor has the following association.

Table 74 - Encryptor Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
EcmgUsage Directed composition to EcmgUsage 1 0..x

6.5.5.34.1 Index

This is an index for an instance of this object.

6.5.5.34.2 CaEncryptorType

This enumeration defines the type of CA encryption the Encryptor uses. The value of other(1) is used when a
vendor-extension has been implemented for this attribute.

6.5.56.34.3 ClearStreamTimeout

This configured attribute defines the number of seconds a given stream may be sent in the clear when the stream is
configured to be encrypted. If this timer expires and the session has not received any encryption information from
the ECMG, the CCAP MUST discontinue forwarding this stream.

6.5.5.34.4 EcmTimeout

This attribute configures the number of seconds that a CCAP will wait to get a response from an ECMG before
switching to the redundant unit.
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6.5.5.35 EcmgUsage

The EcmgUsage object provides for the configuration of multiple encryption sessions. It is an intermediate object
that provides linkages between Encryptor objects and the ECMG(s) associated with those encrypted streams. The
ECMG object is defined in Section 6.5.5.36.

Table 75 - EcmgUsage Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
Index Unsignedint Yes (Key)
Priority Unsignedint Yes

The EcmgUsage object has the following association.

Table 76 - EcmgUsage Object Associations

Associated Object Name Type Near-end Far-end Label
Multiplicity Multiplicity

Ecmg Directed aggregation to Ecmg 1.7 1 Ecmglndex

6.5.56.35.1 Index

This is an index for an instance of this object. It is a pointer to an active Ecmg object that can be used for any
program session that requires encryption as long as the CAS identifier matches.

6.5.5.35.2  Priority
This is the configured selection priority for any program session that requires encryption when multiple ECMGs
with the same CAS identifier are active. The ECMG with the lowest number should be selected first.

6.5.5.36 Ecmg

This object allows for the configuration of the interface to an Entitlement Control Message Generator (ECMG).
Redundant ECMGs for the same CAS may exist, each with the same CA_System ID, with the priority determining
which is currently in use by an Encryptor for a particular CAS. An Ecmg object contains the attributes in the
following table.

Table 77 - Ecmg Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
RecommendedCpDuration Unsignedint Yes 1.% seconds
NumberEncryptedStreams Unsignedint Yes streams

Table 78 - Ecmg Object Associations

Associated Object Name Type Near-end Far-end Label
Multiplicity Multiplicity

Ecm Specialization of Ecm

6.5.5.36.1 RecommendedCpDuration
The recommended cryptoperiod, in seconds, the ECMG should expect.
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6.5.56.36.2 NumberEncryptedStreams
The maximum number of encrypted streams the ECMG should handle.

6.5.5.37 StaticUdpMapEncryption

This object allows for the configuration of encryption for all static UDP port-mapped sessions on a given
downstream RF line card. When this object is associated with an RfLineCard instance, all static UDP port-mapped
sessions on that RF Line Card are configured for encryption per the associated encryption objects (the mandatory
objects of EncryptControl and Caslnfo, and the optional object EncryptionData).

If the StaticUdpMapEncryption object is configured without an association to an instance of EncryptControl or
Caslnfo, the CCAP MUST reject the configuration instance.

Since this functionality is not used by all operators, implementation of this configuration object in the CCAP is not
mandatory; the CCAP MAY exclude this configuration object.

Table 79 - StaticUdpMapEncryption Object Attributes

Attribute Name Required Units Default Value

Attribute

Type Type Constraints

Index

Int

Yes

Table 80 - StaticUdpMapEncryption Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
EncryptControl Directed aggregation to EncryptControl 0..* 0..1 EncryptControllndex
Caslinfo Directed aggregation to Caslnfo 0.* 0..1 CaslInfolndex
EncryptionData Directed aggregation to EncryptionData 0..* 0..1 EncryptionDatalndex
6.5.5.37.1 Index

This attribute configures a unique index for an instance of this object.

6.5.6 DOCSIS Configuration Information Models

The objects in the following sections configure DOCSIS on the CCAP. They have been grouped logically for
usability.
6.5.6.1
These objects define global DOCSIS configuration for the CCAP.

DOCSIS System Configuration Information Model
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6.5.6.1.1

SecCfg

Ccap

0..1

DocsCfg

create()
write()
read()
delete()

0..1

DocsisGlobalCfg

MaximumScheduledCodesEnabled: Boolean [1]

L2VpnGlobalEnabled: Boolean [0..1]
DisMaxSleepLatency : UnsignedByte [0..1]
DisMaxSleepBytes : Unsignedint [0..1]
ChannelUtilizationInterval: Unsignedint [1]

read()
write()

OfdmGuardBandCfg

SubMgmtCfg

0.1

0.1

DocsQosCfg

0..1

GrpCfg

«key»Index : UnsignedByte [1]
Description : String [0..1]
Width : Unsignedint [1]

create()
read()
write()
delete()

CmRemoteQueryCfg

LoadBalanceCfg

0..1

0.1

MacCfg

0.1

Enable : Boolean [1]
CommunityString : String [1]

Pollinginterval: Int [1]

Ipinterface

read()
write()

McastAuthCfg

0..1

PcCfg

0.1

0..1

LoadBalanceCfg

0.1

DocslfCfg

DsgCfg

0..1

UsOfdmaModulationTemplate

0.1

Ccap

0.1

CmVendorOui

«key»CmOui : HexBinary [1]
CmVendorName : String [1]

create()
read()
write()
delete()

Figure 26 - DOCSIS System Configuration Information Model

This configuration object is included in Figure 26 for reference. It is defined in Section 6.5.3.1.

6.5.6.1.2

The DocsCfg object is the primary container of DOCSIS configuration objects. It has the following associations:

DocsCfg
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Table 81 - DocsCfg Object Associations

Associated Object Name Type Near-end Far-end Label
Multiplicity Multiplicity

SecCfg Directed composition to SecCfg 0..1

SubMgmtCfg Directed composition to SubMgmtCfg 0.1

DocsQosCfg Directed composition to DocsQosCfg 0..1

GrpCfg Directed composition to GrpCfg 0..1

MacCfg Directed composition to MacCfg 0..1

PcCfg Directed composition to PcCfg 0..1

LoadBalanceCfg Directed composition to LoadBalanceCfg 0..1

DocsisGlobalCfg Directed composition to DocsisGlobalCfg 0..1

OfdmGuardBandCfg Directed composition to 0.*
OfdmGuardBandCfg

CmRemoteQueryCfg Directed composition to 0..1
CmRemoteQueryCfg

McastAuthCfg Directed composition to McastAuthCfg 0..1

DocslfCfg Directed composition to DocslfCfg 0..1

DsgCfg Directed composition to DsgCfg 0..1

CmVendorOui Directed composition to CmVendorOui 0..1

UsOfdmaModulationTemplate Directed composition to 0.x

UsOfdmaModulationTemplate

6.5.6.1.3 SecCfg

This configuration object is included in Figure 26 for reference

6.5.6.1.4  SubMgmtCfg

This configuration object is included in Figure 26 for reference

6.5.6.1.5 DocsQosCfg

This configuration object is included in Figure 26 for reference

6.5.6.1.6  GrpCfg

This configuration object is included in Figure 26 for reference

6.5.6.1.7 MacCfg

This configuration object is included in Figure 26 for reference

6.5.6.1.8  PcCfg

This configuration object is included in Figure 26 for reference

6.5.6.1.9  LoadBalanceCfg

This configuration object is included in Figure 26 for reference

6.5.6.1.10 DocsisGlobalCfg

. It is defined in Section 6.5.6.2.3.

. It is defined in Section 6.5.6.3.3.

. It is defined in Section 6.5.6.4.2.

. It is defined in Section 6.5.6.5.3.

. It is defined in Section 6.5.6.6.3.

. It is defined in Section 6.5.6.11.2.

. It is defined in Section 6.5.6.12.

The DocsisGlobalCfg object defines DOCSIS configuration attributes for the entire system, such as enabling

Maximum Scheduled Codes and L2VPN.
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Table 82 - DocsisGlobalCfg Object Attributes

Attribute Name Type Required Type Multiplicity Units Default
Attribute | Constraints Value
MaximumScheduledCodesEnable | Boolean Yes 1
d
L2VpnGlobalEnabled Boolean No 0..1 False
DIsMaxSleepLatency UnsignedByt | No 1..255 0..1 ms 100
e
DIsMaxSleepBytes Unsignedint | No 1..65535 0.1 bytes 1024
ChannelUtilizationInterval Unsignedint | Yes 0..86400 1 seconds

6.5.6.1.10.1 MaximumScheduledCodesEnabled

Indicates the global state of the Maximum Scheduled Codes feature on the CCAP. The value true indicates that this
feature can be enabled on individual logical channels on the CCAP. The value false indicates that the feature is not
in operation on the CCAP. Note that the CCAP object attribute ScdmaChannelMscState enables or disables
Maximum Scheduled Codes on a per logical channel basis.

6.5.6.1.10.2 L2VpnGlobalEnabled

This attribute will enable or disable on a global basis the configuration of L2ZVPN forwarding for all DOCSIS MAC
domains. The default value is false. This attribute only enables L2VPN forwarding; configuration of the feature is
handled in a vendor-specific way.

6.5.6.1.10.3 DIsMaxSleepLatency

This attribute specifies the CCAP configuration for the amount of time a CM would allow an upstream channel to
queue the packets without transitioning to DLS wake state.

6.5.6.1.10.4 DIsMaxSleepBytes

This attribute specifies the CCAP configuration for the maximum number of bytes a CM would allow an upstream
service flow to enqueue without transitioning to DLS wake state.

6.5.6.1.10.5 ChannelUtilizationInterval

This attribute configures the time interval in seconds over which the channel utilization index is calculated. All
upstream and downstream channels use the same ChannelUtilizationInterval. Setting ChannelUtilizationInterval to a
value of zero disables utilization reporting.

A channel utilization index is calculated over a fixed window applying to the most recent
ChannelUtilizationInterval, as described in Annex C.13 CMTS Upstream Utilization Information.

It is left to vendor implementation whether to reset the timer when ChannelUtilizationInterval is changed during a
utilization sampling period.

6.5.6.1.11 McastAuthCfg

This configuration object is included in Figure 26 for reference. It is defined in Section 6.5.6.7.3.

6.5.6.1.12 DocslfCfg

This configuration object is included in Figure 26 for reference. It is defined in Section 6.5.6.8.2.

6.5.6.1.13 DsgCfg

This configuration object is included in Figure 26 for reference. It is defined in Section 6.5.6.10.2.
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6.5.6.1.14 CmRemoteQueryCfg
This configuration object enables SNMP queries of CMs.

Table 83 - CmRemoteQueryCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Enable Boolean Yes
CommunityString String Yes
Pollinginterval Int Yes Seconds

This object is associated with the source interface address on the CCAP.

Table 84 - CmRemoteQuery Object Associations

Associated Object Name Type Near-end Far-end Multiplicity Label
Multiplicity

IpInterface Assaociation to IpInterface

6.5.6.1.14.1 Enable
This attribute configures whether or not CM remote query is enabled on the CCAP.

6.5.6.1.14.2 CommunityString

This attribute configures the SNMP Community String for remote queries.

6.5.6.1.14.3 PollingInterval

This attribute configures the minimum amount of time in seconds between consecutive polls of the same MIB object
on the same cable modem.

6.5.6.1.15 CmVendorOui

This configuration object allows the operator to create a database of OUIs and Vendors.

Table 85 - CmVendorOui Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
CmOui HexBinary Yes (Key) size(3)
CmVendorName String Yes

6.5.6.1.15.1 CmOui
This attribute configures the OUI portion of a given MAC address.

6.5.6.1.15.2 CmVendorName

This attribute configures the company name of the vendor with the associated OUI.

6.5.6.1.16 OfdmGuardBandCfg

This configuration object instantiates a list of guard band widths that can be associated with the upper and lower
guard bands defined for an OFDM channel.
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Table 86 - OfdmGuardBandCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Index UnsignedByte Yes (Key)
Description String No
Width Unsignedint Yes 0]1000000..1770000000 Hz

6.5.6.1.16.1 Index

This attribute configures a unique index for this guard band width.

6.5.6.1.16.2 Description

This attribute allows an optional description of the guard band to be added to help identify its uses.

6.5.6.1.16.3 Width

This attribute allows the width in Hertz of the guard band of the OFDM channel to be configured.

6.5.6.1.17 UsOfdmaModulationTemplate

This configuration object is included in Figure 26 for reference. It is defined in Section 6.5.6.8.17.

6.5.6.2 DOCSIS Security Configuration Information Model

This section details the DOCSIS configuration objects for Security features defined in DOCSIS 4.0. The information
model for these features is below. Refer to [SECv4.0] for detailed security requirements.
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SecCfg
create()
read()
write()
delete() 0.1 0.1 0.
| CmtsSavControl CmtsServerCfg SavCfgList SavRule
CmAuthEnable: Boolean TftpOptions : TftpOptions «key»Name : String «key»Ruleld : Unsignedint
ConfigFileLearningEnable: Boolean PrefixAddr : IpPrefix
create() create() "
read() create() read() 1. create()
write() read() write() read()
delete() write() delete() write()
delete() delete()
0..1 0..1 0.* 0.*
CmtsEncrypt CmtsCertificate CmtsCertRevocationList CmtsCmBpi2EnforceExclusion
EncryptAlgPriority : TagList CertRevocationMethod : CertRevocationMethod Url : String «key»MacAddr : MacAddress
Refreshlinterval : Unsignedint MacAddrMask : MacAddress
create() create()
read() read() create() create()
write() write() read() read()
delete() delete() write() write()
delete() delete()

L !
0..1
CmtsCi i 0.

CmtsOnlineCertStatusProtocol -
«key»Id : Unsignedint MdBpiCfg

MacAddr : MacAddress gln nasttl?rne% ass : Boolean
MacAddrMask : MacAddress 9 ypass :
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;?r?ti(()) write()
delete() delete()

Figure 27 - DOCSIS Security Configuration Information Model

6.5.6.2.1  Ccap

This configuration object is included in Figure 27 for reference. It is defined in Section 6.5.3.1.

6.5.6.2.2 DocsCfg

This configuration object is included in Figure 27 for reference. It is defined in Section 6.5.6.1.2.

6.5.6.2.3 SecCfg

The SecCfg object is the primary container of DOCSIS security configuration objects. It has the following
associations:

Table 87 - SecCfg Object Associations

Associated Object Name Type Near-end Far-end Label
Multiplicity Multiplicity
SavCfgList Directed composition to SavCfgList 0.*
CmtsSavControl Directed composition to CmtsSavControl 0.1
CmtsServerCfg Directed composition to CmtsServerCfg 0..1
CmtsEncrypt Directed composition to CmtsEncrypt 0.1
CmtsCertificate Directed composition to CmtsCertificate 0.1
CmtsCertRevocationList Directed composition to 0.*
CmtsCertRevocationList
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Associated Object Name Type Near-end Far-end Label
Multiplicity Multiplicity

CmtsCmEaeExclusion Directed composition to CmtsCmEaeExclusion 0.*

CmtsOnlineCertStatusProtocol | Directed composition to 0.1
CmtsOnlineCertStatusProtocol

MdBpiCfg Directed composition to MdBpiCfg 0..*

CmtsCmBpi2EnforceExclusion | Directed composition to 0.*
CmtsCmBpi2EnforceExclusion

6.5.6.2.4  SavCfglList

This configuration object allows for the configuration of a Source Address Verification (SAV) list which can
contain one or more rules for the Prefixes that are managed by this group.

This object supports the creation and deletion of multiple instances. Each object instance defines one CMTS SAV
list that will contain 1 or more SAV rules. The SavRule Object will provide the configuration of each of the
configured subnet prefix extension for which the CCAP performs source address verification.

Creation of a new instance of this object requires the Name attribute to be set.

Reference: [OSSIv3.0], DOCS-SEC-MIB section

Table 88 - SavCfgList Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
Name String Yes (Key)
Table 89 - SavCfgList Object Associations
Associated Object Name Type Near-end Far-end Label
Multiplicity Multiplicity
SavRule Directed composition to SavRule 1.%
6.5.6.2.4.1 Name

This attribute is the key that identifies the instance of the SavCmAuth object to which this object extension belongs.

6.5.6.2.5 SavRule

This object supports the creation and deletion of multiple instances. Each object instance defines one CMTS
configured subnet prefix extension for which the CCAP performs source address verification.

Creation of a new instance of this object requires the Ruleld and PrefixAddr attributes to be set.

The CMTS and CCAP MUST persist all instances of SavCfgList across reinitializations.

Table 90 - SavRule Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute
Ruleld Unsignedint key 1..4294967295
PrefixAddr IpPrefix Yes
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6.5.6.2.5.1 Ruleld

This attribute is the key that identifies a particular subnet prefix rule of an instance of this object.

6.5.6.2.5.2 PrefixAddr

This attribute corresponds to the IP address and prefix length of this subnet prefix rule.

6.5.6.2.6  CmtsSavControl
This object defines attributes for global Source Address Verification (SAV) configuration.
The CMTS and CCAP MUST persist the values of the attributes of the CmtsSavCtrl object across reinitializations.

References: [SECv4.0] Secure Provisioning section.

Table 91 - CmtsSavCtrl Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute

CmAuthEnable Boolean No true

6.5.6.2.6.1 CmAuthEnable

This attribute enables or disables Source Address Verification (SAV) for CM configured policies in the SavCmAuth
object. If this attribute is set to 'false', the CM configured policies in the SavCmAuth object are ignored.

This attribute is only applicable when the SrcAddrVerificationEnabled attribute of the MdCfg object is 'true’.
References: Section 6.5.6.6.4

6.5.6.2.7 CmtsServerCfg
This object defines attributes for configuring TFTP Configuration File Security features.

The CMTS and CCAP MUST persist the values of the attributes of the CmtsServerCfg object across
reinitializations.

Table 92 - CmtsServerCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute
TftpOptions EnumBits No hwAddr(0) "H"
netAddr(1)
ConfigFileLearningEnable Boolean No true

6.5.6.2.7.1 TftpOptions

This attribute instructs the CMTS to insert the source IP address and/or MAC address of received TFTP packets into
the TFTP option fields before forwarding the packets to the Config File server.

This attribute is only applicable when the TftpProxyEnabled attribute of the MdCfg object is 'true'.
Setting bit 0 configures the CMTS to insert the MAC address of received TFTP packets into the TFTP option fields.

Setting bit 1 configures the CMTS to insert the source IP address of received TFTP packets into the TFTP option
fields.

References: Section 6.5.6.6.4, MdCfg
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6.5.6.2.7.2 ConfigFileLearningEnable
This attribute enables and disables Configuration File Learning functionality.

If this attribute is set to 'true' the CMTS will respond with Authentication Failure in the REG-RSP message when
there is a mismatch between learned config file parameters and REG-REQ parameters. If this attribute is set to
'false', the CMTS will not execute config file learning and mismatch check.

This attribute is only applicable when the TftpProxyEnabled attribute of the MdCfg object is 'true'.
References: Section 6.5.6.6.4; [SECv4.0] Secure Provisioning section; [MULPIv4.0].

6.5.6.2.8 CmtsEncrypt
This object includes an attribute that defines the order in which encryption algorithms are to be applied.

The CMTS and CCAP MUST persist the values of the attributes of the CmtsEncrypt object across reinitializations.

Table 93 - CmtsEncrypt Object Attributes

Attribute Name Type Required | Type Constraints Units Default
Attribute
EncryptAlgPriority TagList No aes128CbcMode "aes128CbcMode des56CbcMode
des56CbcMode des40CbcMode"
des40CbcMode

6.5.6.2.8.1 EncryptAlgPriority

This attribute allows for configuration of a prioritized list of encryption algorithms the CMTS will use when
selecting the primary SAID encryption algorithm for a given CM. The CMTS selects the highest priority encryption
algorithm from this list that the CM supports. By default, the following encryption algorithms are listed from highest
to lowest priority (left being the highest): 128-bit AES, 56-bit DES, 40-bit DES.

An empty list indicates that the CMTS attempts to use the latest and robust encryption algorithm supported by the
CM. The CMTS will ignore unknown values or unsupported algorithms.

6.5.6.2.9  CmitsCertificate

This object defines attributes for global certificate revocation configuration.

The CMTS and CCAP MUST persist the values of the attributes of the CertificateRevocationMethod object across
reinitializations.

References: [SECv4.0] BPI+ X.509 Certificate Profile and Management section.

Table 94 - CmtsCertificate Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
CertRevocationMethod Enum No other(1), none
none(2),
crl(3),
ocsp(4),
crlAndOcsp(5)

6.5.6.2.9.1 CertRevocationMethod

This attribute identifies which certificate revocation method is to be used by the CMTS to verify the cable modem
certificate validity. The certificate revocation methods include Certification Revocation List (CRL) and Online
Certificate Status Protocol (OCSP).
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The following options are available:
e The option 'other' indicates a vendor extension is in use.

e The option 'none' indicates that the CMTS does not attempt to determine the revocation status of a
certificate.

e The option 'crl' indicates the CMTS uses a Certificate Revocation List (CRL) as defined by the Url attribute
of the CmtsCertRevocationList object. When the value of this attribute is changed to 'crl', it triggers the
CMTS to retrieve the CRL file from the URL specified by the Url attribute. If the value of this attribute is
'crl' when the CMTS starts up, it triggers the CMTS to retrieve the CRL file from the URL specified by the
Url attribute.

e The option 'ocsp' indicates the CMTS uses the Online Certificate Status Protocol (OCSP) as defined by the
Url attribute of the CmtsOnlineCertStatusProtocol object.

The option 'crlAndOcsp' indicates the CMTS uses both the CRL as defined by the Url attribute in the
CmtsCertRevocationList object and OCSP as defined by the Url attribute in the CmtsOnlineCertStatusProtocol
object.

6.5.6.2.10 CmtsCertRevocationList

This object defines a CRL location URL and periodic refresh interval value. The CRL location URL defines from
where the CCAP will retrieve the CRL file. The periodic refresh interval value indicates how often the CCAP will
retrieve the CRL file for updates if the tbsCertList.nextUpdate attribute in the file is absent.

This object is only applicable when the CertRevocationMethod attribute of the CmtsCertificate object is set to "crl"
or "crlAndOcsp".

The CMTS and CCAP MUST persist the values of the Url and Refreshlnterval attributes of the
CmtsCertRevocationList object across reinitializations.

References: [SECv4.0] BPI+ X.509 Certificate Profile and Management section

Table 95 - CmtsCertRevocationList Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute
Url String No Uniform Resource Locator
Refreshinterval Unsignedint No 1..524160 minutes 10080
6.5.6.2.10.1 Url

This attribute contains the URL from where the CMTS will retrieve the CRL file. When this attribute is set to a URL
value different from the current value, it triggers the CMTS to retrieve the CRL file from that URL. If the value of
this attribute is a zero-length string, the CMTS does not attempt to retrieve the CRL.

References: [SECv4.0] BPI+ X.509 Certificate Profile and Management section.

6.5.6.2.10.2 Refreshinterval

This attribute contains the refresh interval for the CMTS to retrieve the CRL (referred to in the Url attribute) with
the purpose of updating its Certificate Revocation List. This attribute is meaningful if the tbsCertList.nextUpdate
attribute does not exist in the last retrieved CRL.

References: [SECv4.0] BPI+ X.509 Certificate Profile and Management section.
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6.5.6.2.11

CmtsCmEaeExclusion

This object defines a list of CMs or CM groups to exclude from Early Authentication and Encryption (EAE). This
object allows overrides to the value of EAE Control for individual CMs or group of CMs for purposes such as

debugging.

The CMTS and CCAP MUST support a minimum of 30 instances of the CmtsCmEaeExclusion object.

This object is only applicable when the EarlyAuthEncryptCtrl attribute of the MdCfg object is enabled.

This object supports the creation and deletion of multiple instances.

The CMTS and CCAP MUST persist all instances of CmtsCmEaeExclusion across reinitializations.

References: Section 6.5.6.6.4; [SECv4.0] Early Authentication and Encryption section.

Table 96 - CmtsCmEaeExclusion Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute
Id Unsignedint key 1..4294967295
MacAddr MacAddress No '‘000000000000'H
MacAddrMask MacAddress No 'FFFFFFFFFFFF'H
6.5.6.2.11.1 Id

This key uniquely identifies the exclusion MAC address rule.

6.5.6.2.11.2 MacAddr

This attribute identifies the CM MAC address. A match is made when a CM MAC address bitwise ANDed with the
MacAddrMask attribute equals the value of this attribute.

6.5.6.2.11.3 MacAddrMask
This attribute identifies the CM MAC address mask and is used with the MacAddr attribute.

6.5.6.2.12 CmtsOnlineCertStatusProtocol

This object contains an OCSP Responder URL and an attribute to bypass signature checking of the OCSP response,
as detailed in [RFC 2560]. The CCAP will use the URL for OCSP communications in checking a certificate's
revocation status. This object is only applicable when the CertRevocationMethod attribute of the CmtsCertificate
object is set to "ocsp" or "crlAndOcsp".

The CMTS and CCAP MUST persist the values of the attributes of the CmtsOnlineCertStatusProtocol object across

reinitializations.

Table 97 - CmtsOnlineCertStatusProtocol Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute
Url String No Uniform Resource Locator
SignatureBypass Boolean No false
6.5.6.2.12.1 Url

This attribute contains the URL string to retrieve OCSP information. If the value of this attribute is a zero-length
string, the CMTS does not attempt to request the status of a CM certificate.
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References: [SECv4.0] BPI+ X.509 Certificate Profile and Management section; [RFC 2560].

6.5.6.2.12.2 SignatureBypass
This attribute enables or disables signature checking on OCSP response messages.

References: [SECv4.0] BPI+ X.509 Certificate Profile and Management section; [RFC 2560].

6.5.6.2.13 CmtsCmBpi2EnforceExclusion

This object defines a list of CMs or CM groups to exclude from BPI+ enforcement policies configured within the
CMTS. This object allows overrides to the value of BPI+ enforcement control for individual CMs or group of CMs
for purposes such as debugging. The CMTS MUST support a minimum of 30 instances of the
CmtsCmBpi2EnforceExclusion object.

This object supports the creation and deletion of multiple instances.
The CMTS MUST persist all instances of CmtsCmBpi2EnforceExclusion across reinitializations.

References: Section 6.5.6.6.4; [SECv4.0] BPI+ Enforce section.

Table 98 - CmtsCmBpi2EnforceExclusion Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute
MacAddr MacAddress Yes(key)
MacAddrMask MacAddress No 'FFFFFFFFFFFF'H

6.5.6.2.13.1 MacAddr

This attribute identifies the CM MAC address. A match is made when a CM MAC address bitwise ANDed with the
MacAddrMask attribute equals the value of this attribute.

6.5.6.2.13.2 MacAddrMask
This attribute identifies the CM MAC address mask and is used with the MacAddr attribute.

6.5.6.2.14 MdBpiCfg
This object is defined in the MAC Domain Configuration Information Model in Section 6.5.6.6.5.

6.5.6.3 DOCSIS Subscriber Management Configuration Information Model

The Subscriber Management capabilities of the CMTS may be leveraged to control groups of CMs for the upstream
and downstream direction of flow independently. Through configuration of group labels in the CM's configuration
profile, a given CM's upstream and downstream filtering can be enforced directly at the CMTS, or delegated (in the
case of the upstream direction only) to the CM (refer to [CM-OSSIv4.0] for CM Protocol Filtering).

This model provides the Subscriber Management CMTS enforcement of packet filtering policies for CMs and CPE
behind the CM, including maximum number of CM CPEs. The Subscriber Management model provides the CMTS
with policy management of upstream and downstream filtering traffic on a CM basis through DOCSIS defined CPE
types. The components of the Subscriber Management configuration model include:

e Base, default configuration parameters
e  FilterGrp, list of classifiers of a filter group

Subscriber Management aligns the packet classification parameters of the filter groups with the QoS classification
criteria. To that extent, as an optional CMTS feature, a Subscriber Management Filter Group ID or a set of those IDs
can be associated with Upstream Drop Classifier Group ID(s) (see [MULPIv4.0]). In this situation the CMTS
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Subscriber Management Filter groups are provisioned to the CM in the form of Upstream Drop Classifiers (UDCs)
during the registration process.

This group of configuration elements allows for the configuration of the Subscriber Management rules. The

configuration specific Information Model is shown below.

6.5.6.3.1

This configuration object is included in Figure 28 for reference. It is defined in Section 6.5.3.1.

Figure 28 - DOCSIS Subscriber Management Configuration Information Model

Ccap

Ccap

IO..1

DocsCfg

0..1

SubMgmtCfg

create()
write()
read()
delete()

Base

CpeMaxIpv4Def : UnsignedShort
CpeMaxIpv6AddressesDef : Unsignedint
CpeActiveDef : Boolean
CpelearnableDef: Boolean
SubFilterDownDef: UnsignedShort
SubFilterUpDef: UnsignedShort
CmFilterDownDef : UnsignedShort
CmFilterUpDef : UnsignedShort
PsFilterDownDef : UnsignedShort
PsFilterUpDef : UnsignedShort
MtaFilterDownDef : UnsignedShort
MtaFilterUpDef: UnsignedShort
StbFilterDownDef : UnsignedShort
StbFilterUpDef : UnsignedShort

create()
read()
write()
delete()

FilterGrp

«key»Grpld : UnsignedShort
«key»Ruleld : UnsignedShort
FilterAction : Action

Priority : UnsignedShort
IpTosLow : HexBinary
IpTosHigh : HexBinary
IpTosMask : HexBinary
IpProtocol : UnsignedShort
InetSrcAddr : IpPrefix
InetDestAddr : IpPrefix
SrcPortStart : InetPortNum
SrcPortEnd : InetPortNum
DestPortStart : InetPortNum
DestPortEnd : InetPortNum
DestMacAddr : MacAddress
DestMacMask : MacAddress
SrcMacAddr : MacAddress
EnetProtocolType : EnetProtocolType
EnetProtocol : UnsignedShort
UserPriLow : UnsignedShort
UserPriHigh : UnsignedShort
Vlanld : UnsignedShort
ClassPkts : Counter64
FlowLabel : Unsignedint
CminterfaceMask : CpelnterfaceMaskType

create()
read()
write()
delete()
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6.5.6.3.2 DocsCfg

This configuration object is included in Figure 28 for reference. It is defined in Section 6.5.6.1.2.

6.5.6.3.3 SubMgmtCfg

The SubMgmtCfg object is the primary container of DOCSIS security configuration objects. It has the following
associations:

Table 99 - SubMgmtCfg Object Associations

Associated Object Name Type Near-end Far-end Label
Multiplicity Multiplicity
Base Directed composition to Base 1
FilterGrp Directed composition to FilterGrp 0.*

6.5.6.3.4 Base

The Base object defines the configuration parameters of Subscriber Management features for the CM in case the CM
does not signal any of the parameters during the registration process.

Reference: [DOCS-SUBMGT3-MIB] docsSubmgt3Base group

Table 100 - Base Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute

CpeMaxlpv4Def UnsignedShort No 0..1023 16
CpeMaxIpv6PrefixesDef UnsignedShort No 0..1023 3
CpeActiveDef Boolean No false
CpelearnableDef Boolean No true
SubFilterDownDef UnsignedShort No 0..1024 0
SubFilterUpDef UnsignedShort No 0..1024 0
CmFilterDownDef UnsignedShort No 0..1024 0
CmFilterUpDef UnsignedShort No 0..1024 0
PsFilterDownDef UnsignedShort No 0..1024 0
PsFilterUpDef UnsignedShort No 0..1024 0
MtaFilterDownDef UnsignedShort No 0..1024 0
MtaFilterUpDef UnsignedShort No 0..1024 0
StbFilterDownDef UnsignedShort No 0..1024 0
StbFilterUpDef UnsignedShort No 0..1024 0

6.5.6.3.4.1 CpeMaxlpv4Def

This attribute represents the maximum number of IPv4 addresses allowed for the CM's CPE if not signaled in the
registration process.

6.5.6.3.4.2 CpeMaxIpv6PrefixesDef

This attribute represents the maximum number of IPv6 IA PDs (delegated prefixes) allowed for the CM's CPEs.
IPv6 IA_PDs are counted against the 'CpeMaxIpv6PrefixesDef'. This contrasts with the CpeMaxIPv4AddressesDef
attribute which controls the maximum number of individual IPv4 addresses. Because this attribute only counts
IA_PDs against the default, IA_ NA addresses and Link-Local addresses are not counted against this default limit.
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6.5.6.3.4.3 CpeActiveDef

This attribute represents the default value for enabling Subscriber Management filters and controls in the CM if the
parameter is not signaled in the DOCSIS Registration process.

6.5.6.3.4.4 CpelearnableDef

This attribute represents the default value for enabling the CPE learning process for the CM if the parameter is not
signaled in the DOCSIS Registration process.

6.5.6.3.4.5 SubFilterDownDef

This attribute represents the default value for the subscriber (CPE) downstream filter group for the CM if the
parameter is not signaled in the DOCSIS Registration process.

6.5.6.3.4.6 SubFilterUpDef

This attribute represents the default value for the subscriber (CPE) upstream filter group for the CM if the parameter
is not signaled in the DOCSIS Registration process.

6.5.6.3.4.7 CmFilterDownDef

This attribute represents the default value for the CM stack downstream filter group applying to the CM if the
parameter is not signaled in the DOCSIS Registration process.

6.5.6.3.4.8 CmFilterUpDef

This attribute represents the default value for the CM stack upstream filter group for the CM if the parameter is not
signaled in the DOCSIS Registration process.

6.5.6.3.4.9 PsFilterDownDef

This attribute represents the default value for the PS or eRouter downstream filter group for the CM if the parameter
is not signaled in the DOCSIS Registration process.

6.5.6.3.4.10 PsFilterUpDef

This attribute represents the default value for the PS or eRouter upstream filter group for the CM if the parameter is
not signaled in the DOCSIS Registration process.

6.5.6.3.4.11 MtaFilterDownDef

This attribute represents the default value for the MTA downstream filter group for the CM if the parameter is not
signaled in the DOCSIS Registration process.

6.5.6.3.4.12 MtaFilterUpDef

This attribute represents the default value for the MTA upstream filter group for the CM if the parameter is not
signaled in the DOCSIS Registration process.

6.5.6.3.4.13 StbFilterDownDef

This attribute represents the default value for the STB downstream filter group for the CM if the parameter is not
signaled in the DOCSIS Registration process.

6.5.6.3.4.14 StbFilterUpDef

This attribute represents the default value for the STB upstream filter group for the CM if the parameter is not
signaled in the DOCSIS Registration process.
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6.5.6.3.5

The FilterGrp object describes a set of filter or classifier criteria. Classifiers are assigned by group to the individual
CMs. That assignment is made via the "Subscriber Management TLVs" encodings sent upstream from the CM to the
CCAP during registration, or in their absence, default values configured in the CCAP.

FilterGrp

A Filter Group ID (Grpld) is a set of rules that correspond to the expansion of a UDC Group ID into individual UDC

rules. The UDC Group IDs are linked to IDs of the FilterGrp object so the CCAP can signal those filter rules as
UDC:s to the CM during the registration process. Implementation of L2 classification criteria is optional for the
CCAP; LLC/MAC upstream and downstream filter criteria can be ignored during the packet matching process.

Reference: [DOCS-SUBMGT3-MIB] docsSubmgt3FilterGrpTable

Table 101 - FilterGrp Object Attributes

Attribute Name Type Required Type Constraints | Units Default Value
Attribute
Grpld UnsignedShort Key 1..1024
Ruleld UnsignedShort Key 1..65535
FilterAction Enum No other(0), permit
permit(1),
deny(2)
Priority UnsignedShort No 0
IpTosLow HexBinary No SIZE (1) '00'H
IpTosHigh HexBinary No SIZE (1) '00'H
IpTosMask HexBinary No SIZE (1) '00'H
IpProtocol UnsignedShort No 0..257 256
InetSrcAddr IpPrefix No "H
InetDestAddr IpPrefix No "H
SrcPortStart InetPortNumber No 0
SrcPortEnd InetPortNumber No 65535
DestPortStart InetPortNumber No 0
DestPortEnd InetPortNumber No 65535
DestMacAddr MacAddress No '000000000000'H
DestMacMask MacAddress No '000000000000'H
SrcMacAddr MacAddress No 'FFFFFFFFFFFF'H
EnetProtocolType Enum No other(1), none
none(2),
ethertype(3),
dsap(4),
mac(5),
all(6)
EnetProtocol UnsignedShort No 0
UserPriLow UnsignedShort No 0.7 0
UserPriHigh UnsignedShort No 0.7 7
Vlanid UnsignedShort No 0]1..4094 0
ClassPkts Counter64 No
FlowLabel Unsignedint No 0..1048575 0
CminterfaceMask CpelnterfaceMaskType | No

6.5.6.3.5.1

Grpld

This key attribute is an identifier for a set of classifiers known as a filter group. Each CM may be associated with
several filter groups for its upstream and downstream traffic, one group per target end point on the CM as defined in
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the Grp object. Typically, many CMs share a common set of filter groups. The range for this attribute is 1 to 1024 to
align it with the values used in the Base Object.

6.5.6.3.5.2 Ruleld

This key attribute represents an ordered classifier identifier within the group. Filters are applied in order if the
Priority attribute is not supported.

6.5.6.3.5.3 FilterAction

This attribute represents the action to take upon this filter matching. 'permit' means to stop the classification
matching and accept the packet for further processing. 'deny' means to drop the packet. 'other' indicates a vendor
extension is in use.

6.5.6.3.5.4 Priority

This attribute defines the order in which the classifiers are compared against packets. The higher the value, the
higher the priority.

6.5.6.3.5.5 IpTosLow

This attribute represents the low value of a range of ToS (Type of Service) octet values. The IP ToS octet, as
originally defined in [RFC 791], has been superseded by the 6-bit Differentiated Services Field (DSField, [RFC
3260]) and the 2-bit Explicit Congestion Notification Field (ECN field, [RFC 3168]). This attribute is defined as an
8-bit octet as per the DOCSIS Specification for packet classification.

References: [MULPIv4.0]; [RFC 791]; [RFC 3168]; [RFC 3260].

6.5.6.3.5.6 IpTosHigh

This attribute represents the high value of a range of ToS octet values. The IP ToS octet, as originally defined in
[RFC 791], has been superseded by the 6-bit Differentiated Services Field (DSField, [RFC 3260]) and the 2-bit
Explicit Congestion Notification Field (ECN field, [RFC 3168]). This attribute is defined as an 8-bit octet as per the
DOCSIS Specification for packet classification.

References: [MULPIv4.0]; [RFC 791]; [RFC 3168]; [RFC 3260].

6.5.6.3.5.7 IpTosMask

This attribute represents the mask value that is bitwise ANDed with ToS octet in an IP packet, and the resulting
value is used for range checking of IpTosLow and IpTosHigh.

6.5.6.3.5.8 IpProtocol

This attribute represents the value of the IP Protocol field required for IP packets to match this rule. The value 256
matches traffic with any IP Protocol value. The value 257 by convention matches both TCP and UDP.

6.5.6.3.5.9 InetSrcAddr

This attribute specifies the value of the IP Source Address and mask required for packets to match this rule.

6.5.6.3.5.10 InetDestAddr

This attribute specifies the value of the IP Destination Address and mask required for packets to match this rule.

6.5.6.3.5.11 SrcPortStart

This attribute represents the low-end inclusive range of TCP/UDP source port numbers to which a packet is
compared. This attribute is irrelevant for non-TCP/UDP IP packets.
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6.5.6.3.5.12 SrcPortEnd

This attribute represents the high-end inclusive range of TCP/UDP source port numbers to which a packet is
compared. This attribute is irrelevant for non-TCP/UDP IP packets.

6.5.6.3.5.13 DestPortStart

This attribute represents the low-end inclusive range of TCP/UDP destination port numbers to which a packet is
compared. This attribute is irrelevant for non-TCP/UDP IP packets.

6.5.6.3.5.14 DestPortEnd

This attribute represents the high-end inclusive range of TCP/UDP destination port numbers to which a packet is
compared. This attribute is irrelevant for non-TCP/UDP IP packets.

6.5.6.3.5.15 DestMacAddr

This attribute represents the criteria to match against an Ethernet packet MAC address bitwise ANDed with
DestMacMask.

6.5.6.3.5.16 DestMacMask

An Ethernet packet matches an entry when its destination MAC address bitwise ANDed with the DestMacMask
attribute equals the value of the DestMacAddr attribute.

6.5.6.3.5.17 SrcMacAddr

This attribute represents the value to match against an Ethernet packet source MAC address.

6.5.6.3.5.18 EnetProtocolType

This attribute indicates the format of the layer 3 protocol ID in the Ethernet packet. A value of 'none' means that the
rule does not use the layer 3 protocol type as a matching criteria. A value of 'ethertype' means that the rule applies
only to frames that contain an EtherType value. Ethertype values are contained in packets using the DEC-Intel-
Xerox (DIX) encapsulation or the [RFC 1042] Sub-Network Access Protocol (SNAP) encapsulation formats. A
value of 'dsap' means that the rule applies only to frames using the IEEE802.3 encapsulation format with a
Destination Service Access Point (DSAP) other than 0xAA (which is reserved for SNAP). A value of 'mac' means
that the rule applies only to MAC management messages for MAC management messages. A value of 'all' means
that the rule matches all Ethernet packets. If the Ethernet frame contains an 802.1P/Q Tag header (i.e., EtherType
0x8100), this attribute applies to the embedded EtherType field within the 802.1p/Q header.

The value 'mac' is only used for passing UDCs to CMs during Registration. The CMTS ignores filter rules that
include the value of this attribute set to 'mac' for CMTS enforced upstream and downstream subscriber management
filter group rules.

The value 'other' indicates a vendor extension is in use.

References: [RFC 1042] Sub-Network Access Protocol (SNAP) encapsulation formats.

6.5.6.3.5.19 EnetProtocol

This attribute represents the Ethernet protocol type to be matched against the packets. For EnetProtocolType set to
'none', this attribute is ignored when considering whether a packet matches the current rule. If the attribute
EnetProtocol Type is 'ethertype’, this attribute gives the 16-bit value of the EtherType that the packet needs to match
in order to match the rule. If the attribute EnetProtocolType is 'dsap’, the lower 8 bits of this attribute's value needs
to match the DSAP byte of the packet in order to match the rule. If the Ethernet frame contains an 802.1p/Q Tag
header (i.e., EtherType 0x8100), this attribute applies to the embedded EtherType field within the 802.1p/Q header.
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6.5.6.3.5.20 UserPriLow

This attribute applies only to Ethernet frames using the 802.1p/Q tag header (indicated with EtherType 0x8100).
Such frames include a 16-bit Tag that contains a 3-bit Priority field and a 12-bit VLAN number. Tagged Ethernet
packets needs to have a 3-bit Priority field within the range of PriLow to PriHigh in order to match this rule.

6.5.6.3.5.21 UserPriHigh

This attribute applies only to Ethernet frames using the 802.1p/Q tag header (indicated with EtherType 0x8100).
Such frames include a 16-bit Tag that contains a 3-bit Priority field and a 12-bit VLAN number. Tagged Ethernet
packets needs to have a 3-bit Priority field within the range of PriLow to PriHigh in order to match this rule.
6.5.6.3.5.22 Vlanld

This attribute applies only to Ethernet frames using the 802.1p/Q tag header. Tagged packets need to have a VLAN
Identifier that matches the value in order to match the rule.

6.5.6.3.5.23 ClassPkts

This attribute counts the number of packets that have been classified (matched) using this rule entry. This includes
all packets delivered to a Service Flow maximum rate policing function, whether or not that function drops the
packets. Discontinuities in the value of this counter can occur at re-initialization of the managed system, and at other
times as indicated by the value of ifCounterDiscontinuityTime for the CM MAC Domain interface.

6.5.6.3.5.24 FlowLabel

This attribute represents the Flow Label field in the IPv6 header to be matched by the classifier.

The value zero indicates that the Flow Label is not specified as part of the classifier and is not matched against
packets.

6.5.6.3.5.25 CminterfaceMask

This attribute represents a bitmask of the CM in-bound interfaces to which this classifier applies. This attribute only
applies to upstream Drop Classifiers being sent to CMs during the registration process.

6.5.6.4 DOCSIS QoS Configuration Information Model

This group of configuration elements allows for the configuration of DOCSIS QoS. The configuration-specific
information model is shown below.

The QosProfile object has been deprecated and removed from Figure 29 since the DOCSIS 1.0 Class of Service
(CoS) service class definition type was deprecated and is not supported in DOCSIS 4.0.
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DocsCfg

0.1

DocsQosCfg

0.*

AgmGlobalEnable: Boolean
AgmGlobalDefaultLatencyTarget: Unsignedint

read()
write()

ServiceClass

«key»Name : String

Priority : UnsignedByte

MaxTrafficRate : BitRate

MaxTrafficBurst : Unsignedint
MinReservedRate : BitRate

MinReservedPkt : UnsignedShort
MaxConcatBurst : UnsignedShort
NomPollinterval: Unsignedint

TolPollJitter: Unsignedint

UnsolicitGrantSize : UnsignedShort
NomGrantinterval : Unsignedint
TolGrantJitter : Unsignedint
GrantsPerlnterval : UnsignedByte
GuarenteedGrantinterval : UnsignedShort
GuaranteedGrantRate : Unsignedint
GuaranteedRequestinterval : UnsignedShort
MaxLatency : Unsignedint

ActiveTimeout : UnsignedShort
AdmittedTimeout: UnsignedShort
SchedulingType : SchedulingType
RequestPolicy : HexBinary

TosAndMask : HexBinary

TosOrMask : HexBinary

Direction : IfDirection

DscpOverwrite : DscpOrAny
RequiredAttrMask : AttributeMask
ForbiddenAttrMask : AttributeMask
AttrAggrRuleMask : AttrAggrRuleMask
Appld : Unsignedint
MultiplierContentionReqWindow: UnsignedByte
MultiplierBytesReq: UnsignedByte
MaxReqPerSidCluster : UnsignedByte
MaxOutstandingBytesPerSidCluster : Unsignedint
MaxTotBytesReqPerSidCluster : Unsignedint
MaxTimelnSidCluster : UnsignedShort
PeakTrafficRate : BitRate

DsResequencing : Enum

MinimumBuffer: Unsignedint

TargetBuffer : Unsignedint

MaximumBuffer : Unsignedint

AgmDisabled : Boolean
ClassicAgmLatencyTarget : UnsignedShort
AgmAlgorithm: Enum
ImmedAgmMaxThreshold : UnsignedShort
ImmedAgmRangeExponentRampFunc: UnsignedByte
LatencyHistBinEdges : UnsignedShort [0..15]
DataRateUnitSetting: DataRateUnitType
PgsActivityDetectionDisable : Enum

read()
write()
create()
delete()

0..*
AsfQosProfile

«key»Name : String
Direction : IfDirection

0.*

latcProfile

«key»Name : String
MaxAggregateTrafficRate : BitRate
ServiceFlowTrafficPriorityLow : UnsignedByte
ServiceFlowTrafficPriorityHigh : UnsignedByte

Priority : UnsignedByte
MaxAggregateTrafficRate : BitRate
MaxTrafficBurst : Unsignedint
PeakTrafficRate : BitRate
MinReservedRate : BitRate
MinReservedPkt : UnsignedShort
DataRateUnitSetting: DataRateUnitType
LowLatencyAsf : Boolean

ClassicSfScn : String

LatencySfScn : String
AgmCouplingFactor: UnsignedByte
SchedulingWeight: UnsignedByte
QpEnable : EnumBits
QpLatencyThreshold : UnsignedShort
QpQueuingScoreThreshold : UnsignedShort
QpDrainRateExponent : UnsignedByte
LowLatencyClassifierList : HexBinary

read()
write()
create()
delete()

0..1 | Direction : IfDirection
DataRateUnitSetting: DataRateUnitType

read()
write()

o Lo
latcAppld latcScn

«key»Appld : Unsignedint «key»Scn : String

read()
write()

read()
write()

If

«key»Index : Interfacelndex

If.Indﬂ,

1
{If.Type = MAC Domain}
0..*

ServiceFlow [t |ndex, ServiceFlow.Id ’
R

0.1

SfLatencyHistCfg

«key»lfindex : Interfacelndex

«key» ServiceFlowld : Unsignedint
SflLabel : String

LatencyBinEdgeNum : UnsignedByte
LatencyBin1UpperEdge : UnsignedShort
LatencyBin2UpperEdge : UnsignedShort
LatencyBin3UpperEdge : UnsignedShort
LatencyBin4UpperEdge : UnsignedShort
LatencyBin5UpperEdge : UnsignedShort
LatencyBin6UpperEdge : UnsignedShort
LatencyBin7UpperEdge : UnsignedShort
LatencyBin8UpperEdge : UnsignedShort
LatencyBin9UpperEdge : UnsignedShort
LatencyBin10UpperEdge : UnsignedShort
LatencyBin11UpperEdge : UnsignedShort
LatencyBin12UpperEdge : UnsignedShort
LatencyBin13UpperEdge : UnsignedShort
LatencyBin14UpperEdge : UnsignedShort
LatencyBin15UpperEdge : UnsignedShort

create()
read()
write()
delete()

Figure 29 - DOCSIS QoS Configuration Information Model

6.5.6.4.1  DocsCfg

This configuration object is included in Figure 29 for reference. It is defined in Section 6.5.6.1.2.

6.5.6.4.2 DocsQosCfg

The DocsQosCfg object is the primary container of DOCSIS QoS configuration objects. It also sets global
parameters for DOCSIS 4.0 Active Queue Management features.
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Table 102 - DocsQosCfg Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
AgmGlobalEnable Boolean Yes
AgmGlobalDefaultLatencyTarget | Unsignedint No milliseconds 10
Table 103 - DocsQosCfg Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
ServiceClass Directed composition to ServiceClass 0.*
AsfQosProfile Directed composition to AsfQosProfile 0..*
latcProfile Directed composition to latcProfile 0.
6.5.6.4.2.1 AgmGlobalEnable

Indicates the global state of the Active Queue Management feature on the CCAP. The value true indicates that this
feature can be enabled on individual service flows on the CCAP. The value false indicates that the feature is not in
operation on the CCAP.

Reference: [MULPIv4.0] Active Queue Management section.

6.5.6.4.2.2 AgmGilobalDefaultLatencyTarget
This attribute configures the target latency for service flows operating under Active Queue Management.

Reference: [MULPIv4.0] Active Queue Management section.

6.5.6.4.3

The ServiceClass object describes a provisioned service class on a CCAP. Each object instance defines a template
for certain DOCSIS QoS Parameter Set values. When a CM creates or modifies an Admitted QoS Parameter Set for
a Service Flow, it may reference a Service Class Name instead of providing explicit QoS Parameter Set values. In
this case, the CCAP populates the QoS Parameter Set with the applicable corresponding values from the named
Service Class. Subsequent changes to a Service Class row do not affect the QoS Parameter Set values of any service
flows already admitted. A service class template applies to only a single direction, as indicated in the
ServiceClassDirection attribute.

ServiceClass

The CCAP MUST support creation and deletion of multiple instances of the ServiceClass object.

Table 104 - ServiceClass Object Attributes

Attribute Name Type Required Type Multiplicity| Units Default Value
Attribute | Constraints
Name String key 1..16 1
Priority UnsignedByte No 1 0
MaxTrafficRate BitRate No 1 0
MaxTrafficBurst Unsignedint No 1 bytes See attribute
description
MinReservedRate BitRate No 1 0
MinReservedPkt UnsignedShort No 1 bytes CMTS Vendor specific
MaxConcatBurst UnsignedShort No 1 bytes 1522
NomPollinterval Unsignedint No 1 microsecon |0
ds
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Attribute Name Type Required Type Multiplicity| Units Default Value
Attribute | Constraints
TolPollJitter Unsignedint No 1 microsecon |0
ds
UnsolicitGrantSize UnsignedShort No 1 bytes 0
NomGrantinterval Unsignedint No 1 microsecon |0
ds
TolGrantJitter Unsignedint No 1 microsecon |0
ds
GrantsPerlInterval UnsignedByte No 1 datagrants |0
GuaranteedGrantinterval UnsignedShort No 1 :jnicrosecon CMTS Vendor specific
s
GuaranteedGrantRate BitRate No 1 0
GuaranteedRequestinterval |UnsignedShort No 1 dmicrosecon CMTS Vendor specific
S
MaxLatency Unsignedint No 1 microsecon |0
ds
ActiveTimeout UnsignedShort No 1 seconds 0
AdmittedTimeout UnsignedShort No 1 seconds  |200
SchedulingType SchedulingType |No 1 bestEffort
RequestPolicy HexBinary No 1 '00000000'H
TosAndMask HexBinary No SIZE(1) 1 'FF'H
TosOrMask HexBinary No SIZE(1) 1 '00'H
Direction IfDirection No 1 upstream
DscpOverwrite DscpOrAny No 1 -1
RequiredAttrMask AttributeMask No 1 '00000000'H
ForbiddenAttrMask AttributeMask No 1 '00000000'H
AttrAggregationMask AttrAggrRuleMask |No 1 '00000000'H
Appld Unsignedint No 1 0
MultiplierContentionReqWin |UnsignedByte No 4.12 1 eighths 8
dow
MultiplierBytesReq UnsignedByte No 1121418]16 |1
MaxReqPerSidCluster UnsignedByte No 1 requests |0
MaxOutstandingBytesPerSid |Unsignedint No 1 bytes 0
Cluster
MaxTotBytesReqPerSidClus |Unsignedint No 1 bytes 0
ter
MaxTimelnSidCluster UnsignedShort No 1 millisecond |0
]
PeakTrafficRate BitRate No 1 0
DsResequencing Enum No other(1), 1 resequencingDsid
resequencingD
sid(2),
noResequenci
ngDsid(3)
MinimumBuffer Unsignedint No 1 bytes 0
TargetBuffer Unsignedint No 1 bytes 0
MaximumBuffer Unsignedint No 0..4294967295 |1 bytes 4294967295
AgmDisabled Boolean No 1 'false’
ClassicAgmLatencyTarget |UnsignedShort No 0..256 1 millisecond |0
s
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Attribute Name Type Required Type Multiplicity| Units Default Value
Attribute | Constraints
AgmAlgorithm Enum No defaultAgmFor |1 0
Sf(0),

docsisPIE(1),
immediateAgm

)

ImmedAgmMaxThreshold UnsignedShort No 1 microsecon|1000

ds
ImmedAgmRangeExponent |UnsignedByte No 1 logz(nanos |19
RampFunc econds)
LatencyHistBinEdges UnsignedShort No 0..15 10 Empty array

microsecon

ds
DataRateUnitSetting DataRateUnitType [No 1 'bps’
PgsActivityDetectionDisable |Boolean No 1 false

6.5.6.4.3.1 Name

This key indicates the Service Class Name associated with this object instance. DOCSIS specifies that the maximum
size is 16 ASCII characters including a terminating zero.

References: [MULPIv4.0] Service Class Name section in the Encodings for Configuration and MAC-Layer
Messaging Annex.

6.5.6.4.3.2 Priority
This attribute is the template for the Priority attribute of the QoS Parameter Set.

6.5.6.4.3.3 MaxTrafficRate
This attribute is the template for the MaxTrafficRate attribute of the QoS Parameter Set.

This attribute represents the 4-byte value of the maximum sustained traffic rate allowed for this Service Flow. All
MAC frame data PDUs from the bytes following the MAC header HCS to the end of the CRC are included in
calculating the maximum sustained traffic rate. The number of bytes forwarded is limited during any time interval.
The value 0 indicates no maximum traffic rate is enforced. The value of the DataRateUnitSetting attribute defines
the units of MaxTrafficRate. This attribute applies to both upstream and downstream Service Flows. This attribute
also returns 0 if the referenced parameter is not present in the corresponding DOCSIS QOS Parameter Set, or if the
parameter is not applicable.

6.5.6.4.3.4 MaxTrafficBurst

This attribute is the template for the MaxTrafficBurst attribute of the QoS Parameter Set. If this value is not set, the
default for DOCSIS 3.0 is 3044, and for DOCSIS 4.0 the default value is 3044, or 4000 if support for extended
packet size is enabled.

6.5.6.4.3.5 MinReservedRate
This attribute is the template for the MinReservedRate attribute of the QoS Parameter Set.

This attribute represents the 4-byte value of the guaranteed minimum rate allowed for this Service Flow. The value
is calculated from the byte following the MAC header HCS to the end of the CRC. The value 0 indicates that no
bandwidth is reserved. The value of the DataRateUnitSetting attribute defines the units of MinReservedRate. This
attribute also returns 0 if the referenced parameter is not present in the corresponding DOCSIS QOS Parameter Set,
or if the parameter is not applicable.
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6.5.6.4.3.6 MinReservedPkt
This attribute is the template for the MinReservedPkt attribute of the QoS Parameter Set. Vendor-dependent.

6.5.6.4.3.7 MaxConcatBurst

This attribute is the template for the MaxConcatBurst attribute of the QoS Parameter Set. MaxConcatBurst only
applies to pre-DOCSIS 3.1 devices.

6.5.6.4.3.8 NomPollinterval
This attribute is the template for the NomPollInterval attribute of the QoS Parameter Set.

6.5.6.4.3.9 TolPollJitter
This attribute is the template for the TolPolJitter attribute of the QoS Parameter Set.

6.5.6.4.3.10 UnsolicitGrantSize
This attribute is the template for the UnsolicitGrantSize attribute of the QoS Parameter Set.

6.5.6.4.3.11 NomGrantinterval

This attribute is the template for the NomGrantInterval attribute of the QoS Parameter Set.

6.5.6.4.3.12 TolGrantJitter
This attribute is the template for the TolGrantJitter attribute of the QoS Parameter Set.

6.5.6.4.3.13 GrantsPerlInterval
This attribute is the template for the GrantsPerInterval attribute of the QoS Parameter Set.

6.5.6.4.3.14 GuaranteedGrantinterval
This attribute is the template for the GuaranteedGrantInterval attribute of the QoS Parameter Set.

6.5.6.4.3.15 GuaranteedGrantRate

This attribute is the template for the GuaranteedGrantRate attribute of the QoS Parameter Set, which specifies the
minimum granting rate for an upstream PGS service flow. The value of the DataRateUnitSetting attribute defines the
units of GuaranteedGrantRate.

6.5.6.4.3.16 GuaranteedRequestinterval
This attribute is the template for the GuaranteedRequestInterval attribute of the QoS Parameter Set.

6.5.6.4.3.17 MaxLatency
This attribute is the template for the MaxLatency attribute of the QoS Parameter Set.

6.5.6.4.3.18 ActiveTimeout
This attribute is the template for the ActiveTimeout attribute of the QoS Parameter Set.

6.5.6.4.3.19 AdmittedTimeout
This attribute is the template for the AdmittedTimeout attribute of the QoS Parameter Set.
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6.5.6.4.3.20 SchedulingType

This attribute is the template for the SchedulingType attribute of the QoS Parameter Set. A value of 'other' indicates
a vendor extension is in use.

6.5.6.4.3.21 RequestPolicy
This attribute is the template for the RequestPolicyOct attribute of the QoS Parameter Set.

6.5.6.4.3.22 TosAndMask
This attribute is the template for the TosAndMask attribute of the QoS Parameter Set.

6.5.6.4.3.23 TosOrMask
This attribute is the template for the TosOrMask attribute of the QoS Parameter Set.

6.5.6.4.3.24 Direction

This attribute is the template for the Direction attribute of the QoS Parameter Set. A value of 'other' indicates a
vendor extension is in use.

6.5.6.4.3.25 DscpOverwrite
This attribute allows the overwrite of the DSCP field per [RFC 3260].

If this attribute is -1, then the corresponding TosAndMask value is set to be 'FF'H and TosOrMask is set to '00'H.
Otherwise, this attribute is in the range of 0..63, and the corresponding TosAndMask value is '03'H and TosOrMask
value is this attribute value shifted left by two bit positions.

6.5.6.4.3.26 RequiredAttrMask
This attribute is the template for the RequiredAttrMask attribute of the QoS Parameter Set.

6.5.6.4.3.27 ForbiddenAttrMask
This attribute is the template for the ForbiddenAttrMask attribute of the QoS Parameter Set.

6.5.6.4.3.28 AttrAggrRuleMask
This attribute is the template for the AttrAggregationMask attribute of the QoS Parameter Set.

6.5.6.4.3.29 Appld
This attribute is the template for the Appld attribute of the QoS Parameter Set.

6.5.6.4.3.30 MultiplierContentionReqWindow
This attribute is the template for the MultiplierContentionReqWindow attribute of the QoS Parameter Set.

6.5.6.4.3.31 MultiplierBytesReq
This attribute is the template for the MultiplierBytesReq attribute of the QoS Parameter Set.

6.5.6.4.3.32 MaxReqgPerSidCluster

This attribute is the template for the MaxReqPerSidCluster attribute of the QoS Parameter Set. A value of 0 means
unlimited.

06/05/24 CableLabs® 151



CCAP-OSSIv4.0-111-240605 Data-Over-Cable Service Interface Specifications

6.5.6.4.3.33 MaxOutstandingBytesPerSidCluster

This attribute is the template for the MaxOutstandingBytesPerSidCluster attribute of the QoS Parameter Set. A value
of 0 means unlimited.

6.5.6.4.3.34 MaxTotBytesReqgPerSidCluster

This attribute is the template for the MaxTotBytesReqPerSidCluster attribute of the QoS Parameter Set. A value of 0
means unlimited.

6.5.6.4.3.35 MaxTimelnSidCluster

This attribute is the template for the MaxTimelnSidCluster attribute of the QoS Parameter Set. A value of 0 means
unlimited.

6.5.6.4.3.36 PeakTrafficRate

This attribute is the template for the PeakTrafficRate attribute of the QoS Parameter Set.

This attribute represents the 4-byte value of the guaranteed minimum rate allowed for this Service Flow. The value
is calculated from the byte following the MAC header HCS to the end of the CRC. The value 0 indicates that no
bandwidth is reserved. The value of the DataRateUnitSetting attribute defines the units of PeakTrafficRate. This
attribute also returns 0 if the referenced parameter is not present in the corresponding DOCSIS QOS Parameter Set,
or if the parameter is not applicable.

6.5.6.4.3.37 DsResequencing

This attribute is the template for the DsResequencing attribute of the QoS Parameter Set. A value of 'other' indicates
a vendor extension is in use.

6.5.6.4.3.38 MinimumBuffer

This attribute is the template for the MinimumBuffer attribute of the QoS Parameter Set.

6.5.6.4.3.39 TargetBuffer

This attribute is the template for the TargetBuffer attribute of the QoS Parameter Set. A value of 0 means that a
vendor-specific default value is used.

6.5.6.4.3.40 MaximumBuffer

This attribute is the template for the MaximumBuffer attribute of the QoS Parameter Set. A value of 4294967295
means unlimited.

6.5.6.4.3.41 AgmDisabled

If AgqmGlobalEnable in the DocsQosCfg object is set to 'true’, this attribute indicates the state of the Active Queue
Management feature for this ServiceClass. The value 'true' indicates that this feature is disabled for this service
class. The value 'false' indicates that this feature is enabled for this service class. This attribute applies to both
upstream and downstream service flows. If AqmGlobalEnable in the DocsQosCfg object is set to 'false', this
attribute is ignored.

Reference: [MULPIv4.0] Active Queue Management section.

6.5.6.4.3.42 ClassicAgmLatencyTarget

This attribute configures the target latency for this service flow when operating under Classic Active Queue
Management (e.g., DOCSIS-PIE). If the value of this attribute is 0, the CMTS will use the value of

DocsQosCfg:: AqmGlobalDefaultLatencyTarget for service flows operating under Classic Active Queue
Management. If the value of this attribute is 256, the TLV corresponding to this attribute is not sent during service
flow creation unless the corresponding TLV was sent as an overriding Service Flow parameter in the Registration

152 CableLabs® 06/05/24



CCAP™ Operations Support System Interface Specification CCAP-0OSSIv4.0-111-240605

Request message. This attribute applies to both upstream and downstream service flows. This attribute is only used
when the Active Queue Management feature is globally enabled on the CMTS and the Active Queue Management
feature is enabled for service flows in this service class (ServiceClass:: AqmDisabled = 'false'). This parameter will
be ignored if the AQM Algorithm used by the Service Flow is ImmediateAqm.

Reference: [MULPIv4.0] Active Queue Management section.

6.5.6.4.3.43 AgmAlgorithm

This attribute configures the AQM algorithm to be used by the Service Flow. If the AqmAlgorithm attribute is not
provided, the CCAP MUST use a default value of '0". The value '0' specifies the default AQM for the type of Service
Flow, as shown below:

Table 105 - Default AQM for Type of Service Flow

Type of Service Flow Default AQM Specified by Value 0
Single SF docsisPIE
Classic SF of a Low Latency ASM docsisPIE
Low Latency SF of a Low Latency ASF ImmediateAgm

Reference: [MULPIv4.0] Active Queue Management section.

6.5.6.4.3.44 ImmedAgmMaxThreshold

This attribute configures the maximum threshold, in microseconds, of the ramp function used by the Immediate
AQM algorithm and the Queue Protection algorithm.

Reference: [MULPIv4.0] Active Queue Management section.

6.5.6.4.3.45 ImmedAgmRangeExponentRampFunc

This attribute configures the range, in nanoseconds, of the ramp function used by the Immediate AQM algorithm
and the Queue Protection algorithm.

6.5.6.4.3.46 LatencyHistBinEdges

This attribute provides read-create access to the CCAP to configure Downstream Queue Latency Estimates
Histogram bin edges, using a method that is an alternative to using TLV Type [24/25].40.6 Latency Histogram
Encodings defined in [MULPIv4.0] section C.2.2.9.15.6 Latency Histogram Encodings. The attribute is formatted as
an array of unsigned 16-bit integers, each representing a histogram bin edge in units of 10 microseconds.

The size of the array can range from 0 to 15. Size 0 means the LatencyHistBinEdges array is not present or empty.
The default value for this attribute is an empty array.

Configuring one or more nonzero Downstream Queue Latency Estimates Histogram bin edges causes the CCAP to
calculate queue latency estimate histogram results for any downstream service flow using the Service Class
parameters. If LatencyHistBinEdges is not present or empty for a ServiceClass instance, the instance has no effect
on whether a Queue Latency Estimates Histogram is calculated for a service flow.

If an operator would like the CCAP to calculate the Queue Latency Estimates Histogram for a service flow that uses
a particular Service Class, the operator can create an instance of the ServiceClass object and configure the
LatencyHistBinEdges attribute with n bin edge values. For any downstream service flow that is subsequently created
and uses the Service Class defined by the instance, the CCAP is required to calculate a Queue Latency Estimate
Histogram with n + 1 bins for the service flow.

Reference: [MULPIv4.0] section C.2.2.9.15.6 Latency Histogram Encodings
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6.5.6.4.3.47 DataRateUnitSetting

This attribute indicates the base unit for the Service Class traffic rate configuration attributes Maximum Sustained
Traffic Rate (MaxTrafficRate), Minimum Reserved Traffic Rate (MinReservedRate), Peak Traffic Rate
(PeakTrafficRate), and Guaranteed Grant Rate (GuaranteedGrantRate). The value of this attribute allows for their
interpretation in units of bps, kbps, Mbps, or Gbps. The default value for DataRateUnitSetting is bps.

6.5.6.4.3.48 PgsActivityDetectionDisable

This attribute enables or disables the activity detection function for an upstream service flow with the Proactive
Grant Service scheduling type.

The value 'false’ configures the CMTS to switch an upstream PGS service flow between a polling mode and a
granting mode based on detection of upstream activity.

The value 'true' configures the CMTS to continuously provide grants for an upstream PGS service flow that comply
with the configured Guaranteed Grant Rate and Guaranteed Grant Interval parameters, regardless of upstream
activity.

6.5.6.4.4  AsfQosProfile

This object describes a provisioned ASF QoS Profile (AQP) for Aggregate Service Flows (ASF) on a CCAP. Each
object instance defines a template for certain DOCSIS QoS Parameter Set values. When an Aggregate Service Flow
is created, it may reference an AQP Name instead of providing explicit QoS Parameter Set values. In this case, the
CCAP populates the QoS Parameter Set with the applicable corresponding values from the named AQP Name or
Service Class Name. Subsequent changes to an AQP Name row do not affect the QoS Parameter Set values of any
service flows already admitted. An AQP template applies to only a single direction, as indicated in the Direction
attribute. AsfQosProfile for ASF is an equivalent to Service Class for a Service Flow. The object as defined in this
specification contains the following standardized QoS parameters defined in the table below. Other aggregate QoS
parameters can be added through vendor-specific extensions.

The CCAP MUST support creation and deletion of multiple instances of the AsfQosProfile object.

Table 106 - AsfQosProfile Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints

Name AdminString key 1..16

Direction IfDirection Yes

Priority UnsignedByte No 0

MaxAggregateTrafficRate BitRate No 0

MaxTrafficBurst Unsignedint No bytes 3044 (extended
packet size disabled)
4000 (extended
packet size enabled)

PeakTrafficRate BitRate No 0

MinReservedRate BitRate No 0

MinReservedPkt UnsignedShort No bytes

DataRateUnitSetting DataRateUnitType | No 'bps’

LowLatencyAsf Boolean No true

ClassicSfScn String No

LatencySfScn String No

AgmCouplingFactor UnsignedByte No 0..255 Tenths 20

SchedulingWeight UnsignedByte No 230

QpEnable EnumBits No queueProtectio 0x01

n(0) Bit 0 = Queue

Protection enable (1)
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Attribute Name Type Required Type Units Default Value
Attribute Constraints
QpLatencyThreshold UnsignedShort No microseconds See [MULPIv4.0]
Annex C
QpQueuingScoreThreshold | UnsignedShort No microseconds 4000
QpDrainRateExponent UnsignedByte No loga(bytes/sec) 19
LowLatencyClassifierList HexBinary No See 6.5.6.4.4.19

6.5.6.4.4.1 Name

This key indicates the ASF QoS Profile Name associated with this object instance. [MULPIv4.0] defines this
attribute as a null-terminated string of no more than 16 ASCII characters.

6.5.6.4.4.2 Direction

This attribute is the template for the Direction attribute of the AsfQosProfile.

6.5.6.4.4.3 Priority

This attribute is the template for the relative priority of an Aggregate Service Flow/QoS Parameter Set.

6.5.6.4.4.4 MaxAggregateTrafficRate

This attribute is the template for the Maximum Aggregate Traffic Rate attribute (maximum sustained traffic rate
allowed) for this ASF/QoS Parameter Set.

This attribute represents the 4-byte value of the maximum aggregate traffic rate allowed for this ASF. All MAC
frame data PDUs from the bytes following the MAC header HCS to the end of the CRC are included in calculating
the maximum aggregate traffic rate. The number of bytes forwarded is limited during any time interval. The value 0
indicates no maximum traffic rate is enforced. The value of the DataRateUnitSetting attribute defines the units of
MaxAggregateTrafficRate. This attribute applies to both upstream and downstream ASFs. This attribute also returns
0 if the referenced parameter is not present in the corresponding DOCSIS QOS Parameter Set, or if the parameter is
not applicable.

6.5.6.4.4.5 MaxTrafficBurst

This attribute is the template for the MaxTrafficBurst attribute of the Aggregate Service Flow/QoS Parameter Set. If
this value is not set, the default value is 3044, or 4000 if support for extended packet size is enabled.

6.5.6.4.4.6 PeakTrafficRate

This attribute is the template for the Peak Traffic Rate allowed for this Aggregate Service Flow/QoS Parameter Set.

This attribute represents the 4-byte value of the rate parameter 'P' of a token-bucket-based peak rate limiter for
packets of this ASF. A value of 0 means the downstream peak traffic rate is not limited. The value of the
DataRateUnitSetting attribute defines the units of PeakTrafficRate. This attribute also returns 0 if the referenced
parameter is not present in the corresponding DOCSIS QOS Parameter Set, or if the parameter is not applicable.

6.5.6.4.4.7 MinReservedRate
This attribute is the template for the MinReservedRate attribute of the Aggregate Service Flow/QoS Parameter Set.

This attribute represents the 4-byte value of the guaranteed minimum rate allowed for this ASF. The value is
calculated from the byte following the MAC header HCS to the end of the CRC. The value 0 indicates that no
bandwidth is reserved. The value of the DataRateUnitSetting attribute defines the units of MinReservedRate. This
attribute also returns 0 if the referenced parameter is not present in the corresponding DOCSIS QOS Parameter Set,
or if the parameter is not applicable.
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6.5.6.4.4.8 MinReservedPkt

This attribute is the template for the MinReservedPkt attribute of the Aggregate Service Flow/QoS Parameter Set.
The default value is CMTS vendor-dependent.

6.5.6.4.4.9 DataRateUnitSetting

This attribute indicates the base unit for the AsfQosProfile traffic rate configuration attributes Maximum Aggregate
Traffic Rate (MaxAggregateTrafficRate), Minimum Reserved Traffic Rate (MinReservedRate), and Peak Traffic
Rate (PeakTrafficRate). The value of this attribute allows for their interpretation in units of bps, kbps, Mbps or
Gbps. The default value for DataRateUnitSetting is bps.

6.5.6.4.4.10 LowLatencyAsf

This attribute indicates if the Aggregate Service Flow is being used for Low Latency services. This implies the ASF
is describing a Dual Queue SF setup underneath the ASF.

6.5.6.4.4.11 ClassicSfScn

This attribute represents the Service Class Name from which the parameter set values for the classic queue will be
derived.

6.5.6.4.4.12 LatencySfScn

This attribute represents the Service Class Name from which the parameter set values for the low latency queue will
be derived.

6.5.6.4.4.13 AgmCouplingFactor

This attribute represents the coupling factor for the AQMs between the Classic Service Flow and the Low Latency
Service Flow for this Aggregate Service Flow. The AqmCouplingFactor attribute is expressed in tenths, encoding an
AQM Coupling Factor range from 0 - 25.5. If sub-TLV [70/71].42.5 AOM Coupling Factor is not provided to the
CM and CCAP, the CM and CCAP are required to use a default value of 2 for AQM Coupling Factor, so the default
value of attribute AqmCouplingFactor is 20 [MULPIv4.0].

6.5.6.4.4.14 SchedulingWeight

This attribute represents the scheduling weight, as the implied ratio (out of 256), for the Latency Queue/Service
Flow (within the ASF)

6.5.6.4.4.15 QpEnable

This attribute indicates the configured Queue Protection status of this Aggregated Service Flow. If the
queueProtection bit (bit 0) is set to '0', Queue Protection functionality is disabled for the Low Latency Service Flow.
If the queueProtection bit is set to '1', Queue Protection is enabled for the Low Latency Service Flow.

6.5.6.4.4.16 QpLatencyThreshold

This attribute represents the latency threshold for the Queue Protection function in the Low Latency Service Flow.

References: [MULPIv4.0] Queue Protection section.

6.5.6.4.4.17 QpQueuingScoreThreshold

This attribute represents the Queuing Score Threshold for the Queue Protection function in the Low Latency Service
Flow.
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6.5.6.4.4.18 QpDrainRateExponent

This attribute represents the drain rate exponent for the Queue Protection function in the Low Latency Service Flow.
The drain rate of the queuing score is expressed as an exponent of 2, in bytes/sec., e.g., a value of 19 means the
Queue Protection function will use a value of : 219 bytes/sec.

6.5.6.4.4.19 LowLatencyClassifierList

Packet classifiers assigned to the Low Latency service flow. Each classifier is encoded in hexBinary according to
the TLV encoding. When multiple classifiers exist for the same Latency service flow, then they are encoded as the
concatenated sequence of encodings for each classifier. See [MULPIv4.0] Quality-of-Service-Related Encodings (in
Annex C). Because the TLV encoding for upstream classifiers is different than for downstream classifiers, the
default value for this attribute depends on the value of the Direction attribute.

This attribute is necessary to differentiate Low Latency Service Flow traffic from Classic Service Flow traffic. The
minimum size of this attribute is a zero-length octet string, which could occur if the operator deletes the value. If this
attribute is not populated, all traffic for this ASF would be mapped to the Classic Service Flow. No upper limit is
defined for the length of this attribute. The Low Latency Classifier definition for the type of traffic listed below is as
indicated:

EF marked traffic (IPv4):
EF marked traffic (IPv6):
Classifier for all ECT capable traffic(IPv4):
Classifier for all ECT capable traffic(IPv6):

[22/23](7) [91(5) [1](3) 0xB8,0xBS, 0xFC
[22/23](7) [12](5) [1](3) 0xB8,0xB8, 0OXFC
[22/23](7) [91(5) [1](3) 0x01,0x01, 0x01
[22/231(7) [12](5) [1](3) 0x01,0x01, 0x01

Default value for upstream:

0x16 0x07 0x09 0x05 0x01 0x03 0xB8 0xB8 0xFC
0x16 0x07 0x0C 0x05 0x01 0x03 0xB8 0xB8 OxFC
0x16 0x07 0x09 0x05 0x01 0x03 0x01 0x01 0x01
0x16 0x07 0x0C 0x05 0x01 0x03 0x01 0x01 0x01

Default value for downstream:

0x17 0x07 0x09 0x05 0x01 0x03 0xB8 0xB8 0xFC
0x17 0x07 0x0C 0x05 0x01 0x03 0xB8 0xB8 0xFC
0x17 0x07 0x09 0x05 0x01 0x03 0x01 0x01 0x01
0x17 0x07 0x0C 0x05 0x01 0x03 0x01 0x01 0x01

6.5.6.4.5 latcProfile

This object represents a template for configuration of an Interface Aggregate Traffic Class. An Interface Aggregate
Traffic Class (IATC) represents a grouping of one or more Service Flows mapped to a single channel or a bonding
group. The IATCs enable the operators to virtually divide the bandwidth of service groups, bonding groups or
channels between distinct services or users.

Table 107 - latcProfile Object Attributes

Attribute Name Type Required Type Units Default
Attribute Constraints Value
Name String key 1..16
MaxAggregateTrafficRate BitRate No bps, kbps, mbps, | 0
or gbps
ServiceFlowTrafficPriorityLow | UnsignedByte No
ServiceFlowTrafficPriorityHigh | UnsignedByte No
Direction IfDirection Yes
DataRateUnitSetting DataRateUnitType | No 'bps’
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Table 108 - latcProfile Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
latcAppld Directed composition to 0..*
latcAppld
latcSCN Directed composition to latcSCN 0..*

6.5.6.4.5.1 Name
This key indicates the IATC Profile Name associated with this object instance.

6.5.6.4.5.2 MaxAggregateTrafficRate
This attribute is the template for the Maximum Aggregate Traffic Rate attribute for this IATC object instance.

This attribute represents the 4-byte value of the maximum aggregate traffic rate allowed for this IATC instance. All
MAC frame data PDUs from the bytes following the MAC header HCS to the end of the CRC are included in
calculating the maximum aggregate traffic rate. The number of bytes forwarded is limited during any time interval.
The value 0 indicates no maximum traffic rate is enforced. The rate is specified in units of bps, kbps, Mbps, or Gbps
as specified by the DataRateUnitSetting attribute.

6.5.6.4.5.3 ServiceFlowTrafficPriorityLow and ServiceFlowTrafficPriorityHigh (separate, high >= low)
The attributes ServiceFlowTrafficPriorityLow and ServiceFlowTrafficPriorityHigh define a range of Service Flow
Traffic Priority values that the CCAP will use to match service flows to the IATC profile.

6.5.6.4.5.4 Direction

This attribute is the template for the Direction attribute of the IatcProfile.

6.5.6.4.5.5 DataRateUnitSetting

This attribute indicates the base unit for the IatcProfile traffic rate configuration attribute Maximum Aggregate
Traffic Rate (MaxAggregateTrafficRate). The value of this attribute allows for their interpretation in units of bps,
kbps, Mbps, or Gbps. The default value for DataRateUnitSetting is bps.

6.5.6.4.6 latcAppld

The IatcAppld object allows for the configuration of a list of one or more application IDs by which Service Flows
can be matched to the IATC profile.

Table 109 - latcAppld Object Attributes

Attribute Name Type Required Attribute Type Constraints Units Default Value

Appld Unsignedint | Yes (Key)

6.5.6.4.6.1 Appld

This attribute is the template for the Appld attribute, which represents an Application ID by which Service Flows
can be matched to an IATC.

6.5.6.4.7 latcScn

The IatcScn object allows for the configuration of a list of one or more Service Class Names by which Service
Flows can be matched to the IATC profile.
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Table 110 - latcScn Object Attributes

Attribute Name Type Required Attribute Type Constraints Units Default Value

Yes (Key) 1..16

Scn String

6.5.6.4.7.1 Scn

This attribute is a Service Class Name by which Service Flows can be matched to IATC.

6.5.6.4.8  SfLatencyHistCfg

This object defines the latency histogram calculation structure for each downstream histogram-enabled service flow.
The CMTS MUST create an active instance of the SfLatencyHistCfg object for every downstream service flow for
which histogram calculation is enabled via the QoS Param Set TLV. Creating an instance of this object enables
histogram calculation for the indexed service flow. Deleting an instance of this object disables histogram calculation
for the indexed service flow. The CMTS MUST delete an instance of the SfLatencyHistCfg object if the indexed
service flow is deleted (i.c., because of a DSD operation) or the histogram calculation is disabled via the QoS Param
Set TLV (i.e., because of a DSC operation).

Prior to deactivating or deleting an instance of the SfLatencyHistCfg object, the CMTS MUST, for the indexed
service flow, conclude any Latency Reporting Snapshot in progress (see Table 469 - CmtsLatencyRpt Object
Attributes) and delete the corresponding instance in the SfLatencyStats object.

Bins are by definition consecutively numbered from one to sixteen. At least one and at most fifteen upper edges can
be configured. Each configured upper edge is also the lower edge for the next bin (e.g., Bin 5 lower edge is defined
by LatencyBin4UpperEdge). The lower edge of Bin 1 is defined as zero, and the upper edge of the final active bin
(i.e., the bin corresponding to LatencyBinEdgeNum + 1) is defined as infinity. The CMTS validates the configured
bin edges prior to activation.

The Service Flow Latency Estimate values corresponding to Bin N are bounded as follows: Bin N lower edge <
Service Flow Latency Estimate < Bin N upper edge.

The CCAP MUST support creation and deletion of multiple instances of the SfLatencyHistCfg object.
References: See [MULPIv4.0] Latency Reporting section.

Table 111 - SfLatencyHistCfg Object Attributes

Attribute Name Type Access Type Constraints Units Default
Ifindex Interfacelndex Key Interface index of MAC N/A
Domain Interface
ServiceFlowld Unsignedint Key 1.. 4294967295
SfLabel String read- SIZE (0..15) ‘unknown’
create
LatencyBinEdgeNum UnsignedByte read- 0..15 0
create
LatencyBin1UpperEdge UnsignedShort read- 10 microseconds | O
create
LatencyBin2UpperEdge UnsignedShort read- 10 microseconds | O
create
LatencyBin3UpperEdge UnsignedShort read- 10 microseconds | 0
create
LatencyBin4UpperEdge UnsignedShort read- 10 microseconds | O
create
LatencyBin5UpperEdge UnsignedShort read- 10 microseconds | 0
create
LatencyBin6UpperEdge UnsignedShort read- 10 microseconds | 0
create
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Attribute Name Type Access Type Constraints Units Default

LatencyBin7UpperEdge UnsignedShort read- 10 microseconds | O
create

LatencyBin8UpperEdge UnsignedShort read- 10 microseconds | 0
create

LatencyBin9UpperEdge UnsignedShort read- 10 microseconds | 0
create

LatencyBin10UpperEdge | UnsignedShort read- 10 microseconds | 0
create

LatencyBin11UpperEdge | UnsignedShort read- 10 microseconds | O
create

LatencyBin12UpperEdge | UnsignedShort read- 10 microseconds | 0
create

LatencyBin13UpperEdge | UnsignedShort read- 10 microseconds | O
create

LatencyBin14UpperEdge | UnsignedShort read- 10 microseconds | O
create

LatencyBin15UpperEdge | UnsignedShort read- 10 microseconds | 0
create

Table 112 - SfLatencyHistCfg Object Associations

Associated Type Near-end Far-end Label
Object Name Multiplicity Multiplicity
ServiceFlow Directed association to ServiceFlow 0..1 1

6.5.6.4.8.1 IfIndex
This key represents the ifIndex of the MAC Domain of the Service Flow.

6.5.6.4.8.2 ServiceFlowld

This key represents the Service Flow ID enabled to report queue latency.

6.5.6.4.8.3 SfLabel

This attribute represents the Service Class Name or Label (configured by the operator) to be used in Service Flow
Latency Performance Reporting. The CMTS SHOULD default the SfLabel attribute to the SCN if it is known. If the
SCN is not known, the CMTS MUST default the SflLabel attribute to the value "unknown". The operator can set this
attribute to any string.

6.5.6.4.8.4 LatencyBinEdgeNum

This attribute represents the number of consecutively configured upper bin edges. The number of histogram bins is
then LatencyBinEdgeNum + 1. If the number of bins edges configured is less than 15, then ‘LatencyBinEdgeNum+1’
bins are valid for histogram counters.

6.5.6.4.8.5 LatencyBin1UpperEdge to LatencyBin15UpperEdge

These attributes represent the upper edges of each bin, bins 1 through 15. Configured upper bin edges are
consecutive beginning with LatencyBin1UpperEdge. The histogram reporting behavior is undefined if, for bin
number ‘n’, the bin (n) upper edge > bin (n+1) upper edge.
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6.5.6.4.9  ServiceFlow

This object is defined in the DOCSIS QoS State Performance Management Information Model. Refer to Section
7.2.1.6.3 for the definition of this object. Additional object associations are defined as follows.

Table 113 - ServiceFlow Object Associations

Associated Type Near-end Far-end Label
Object Name Multiplicity Multiplicity
SfLatencyHistCfg Directed association from SfLatencyHistCfg 1 0.1
latcProfile Association from latcProfile 0..” 0.1

6.5.6.5 DOCSIS Multicast QoS Configuration Information Model

Multicast configuration includes per multicast session policies to configure QoS and BPI encryption of multicast
sessions. This Information Model defines the configuration requirements for multicast session QoS and privacy over
the HFC by extending the DOCSIS QoS model [MULPIv4.0] and Baseline Privacy Interface (BPI) [SECv4.0]
requirements, respectively. The components of the Multicast Configuration model are:

CmtsGrpCfg, the Multicast Group Configuration rules for Multicast that includes QoS, Encryption and
DSID-based Packet Header suppression,

CmtsGrpQosCfg, the QoS policies for Multicast Sessions,
DefGrpSvcClass, default SCN template reference for unclassified Multicast sessions,

CmtsGrpEncryptCfg, encryption rules configuration for Multicast sessions,

The configuration of QoS for Multicast requires that the CMTS supports the CmtsGrpCfg, CmtsGrpQosCfg,
GrpSvcClass, and CmtsGrpEncryptCfg objects.

The representation of GSFs for management purposes is similar to unicast service flows. A GSF is a specialization
of unicast service flows; therefore, the DOCSIS QoS Model [MULPIv4.0] and the QoS management model from
Section 7.2.1.6 applies to GSFs with some considerations:

GSFs have corresponding Service Flow IDs in the downstream direction. The CMTS represents GSFs in
the QoS model from Section 7.2.1.6, in particular, in ServiceFlow, PktClass, ParamSet, ServiceFlowStats,
and ServiceFlowLog. GSFs are never signaled to the CM.

GSFs have no corresponding mapping to CM MAC Addresses as unicast service flows; therefore,
CmtsMacToSrvFlow does not contain information related to GSFs. Instead the GrpServiceFlow indicates
the SFIDs of GSFs per-MAC domain.

To complete the classification of the multicast traffic to a GSF, entries in the Group Configuration object
are used to build a Group Classifier Rule (GCR) when there is a nonzero value for QosConfigld
[MULPIv4.0].

This group of configuration elements allows for the configuration of DOCSIS Multicast QoS. The configuration
specific Information Model is shown below.
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DefGrpSveClass

create() { DefGrpSrvClass:Name = ServiceClass: Name}
0.* |read()
write()
delete()

efGrpSvcClassReferences

p 01 -Def |01

CmtsGrpEncryptCig CmisGreCig ServiceClass
ckey»ld  UnsignedShort keyld - Unsignedint

Cirl- EncryptCirl
o Docetnim /il |-ENCryntConfigld  CmisGrpCfoReferances | RulePriority : UnsignedByte 0. -ServiceClassName 0.1
Alg : DocsBpkmDataEncryptAlg TosLow - HexBinany Cmitss o
0.1 0.7 ostow - HexBinary mtsGrpQosCig {self->size() >= 1 and self->size(} <= 15}
create() TosHigh : HexBinary ckeysld : UnsignedShort
(3?;';[’ TosMask - HexBinary _QosConfigid | QosCirl* QosCirl
) y AggSessLimit : UnsignedShort
8 created . ag ig
delete() reﬂdoh o CmitsGrpCfoReferences Appld - Unsignedint CmisGreQosCigReferences
write() -
8 created
delete(} b G‘f
write()
delete() 0
{ CmisGrpQosCig: ServiceClassName = ServiceClass::Name}
Ssm

SrcPrefocAddr - InetipPrefix
SrcPrefixLen : InetAddressPrefixLength
GrpPrefixAddr - InetipPrefic
GrpPrefixLen : InetAddressPrefad ength

Figure 30 - DOCSIS Multicast QoS Configuration Information Model

6.5.6.5.1  Ccap

This configuration object is included in Figure 30 for reference. It is defined in Section 6.5.3.1.

6.5.6.5.2 DocsCfg

This configuration object is included in Figure 30 for reference. It is defined in Section 6.5.6.1.2.

6.5.6.5.3 GrpCfg

The GrpCfg object is the primary container of DOCSIS Multicast QoS configuration objects. It has the following
associations:

Table 114 - GrpCfg Object Associations

Associated Object Name Type Near-end Far-end Label
Multiplicity Multiplicity

CmtsGrpCfg Directed composition to CmtsGrpCfg 0.1

DefGrpSvcClass Directed composition to DefGrpSvcClass 0.*

CmtsGrpQosCfg Directed composition to CmtsGrpQosCfg 0..*

CmtsGrpEncryptCfg Directed composition to CmtsGrpEncryptCfg 0.*

6.5.6.5.4 CmtsGrpCfg

This object controls the QoS and encryption settings for downstream forwarding of I[P multicast sessions. An IP
multicast session is replicated to one or more Downstream Channel Sets (DCSs), where each DCS is either a single
downstream channel or a downstream bonding group of multiple channels. The CCAP determines on which DCSs to
replicate a multicast session based on IP multicast membership reports ("joins") or other vendor-specific static
configuration.

The CmtsGrpCfg object allows for the configuration of a range of sessions through the SrcPrefixAddr,
GrpPrefixAddr, SrcPrefixLen, and GrpPrefixLen attributes, which are inherited from the Ssm object (defined in
Section 6.5.6.7.7).
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Cable operators can specify configuration rules for a range of multicast sessions through the tuples of
(SrcPrefixAddr, SrcPrefixLen, GrpPrefixAddr, GrpPrefixLen) attributes in an entry. The QosConfigld association
identifies the QoS rule, and the EncryptConfigld association identifies the encryption rule for a particular entry.
Even if an entry indicates a range of multicast sessions, the Encryption rules are applied on a per-session basis.
Thus, when an Operator configures Encryption for a given Group Config entry, each session has those rules applied
on a per session and per replication basis. Group Encryption rules are indicated by using a non-zero value for the

EncryptCfgld.

The QosCtrl attribute from the CmtsGrpQosCfg object is used to determine if the traffic for a range of multicast
sessions identified by an entry in the CmtsGrpCfg object will be transmitted in an "Aggregate-Session" Group
Service Flow (GSF) or will be transmitted separately for each session using "Single-Session" GSFs. Even if the
range of multicast sessions are transmitted on an "Aggregate-Session" GSF, the Encryption rules are always applied
individually to a multicast session on a per-session DSID basis prior to being transmitted on an "Aggregate-Session"

GSF.

This object supports the creation and deletion of multiple instances.

Creation of a new instance of this object requires the following attributes to be set.

e  RulePriority

e  SrcAddr (inherited from the Ssm abstract object)

e  GrpAddr (inherited from the Ssm abstract object)

o TosLow
e TosHigh
e  TosMask

The CMTS and CCAP MUST persist all instances of the CmtsGrpCfg object across system reinitializations.

Table 115 - CmtsGrpCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
Id Unsignedint key 1..4294967295
RulePriority UnsignedByte Yes 0..63 ] 192..255
TosLow HexBinary Yes SIZE (1)
TosHigh HexBinary Yes SIZE (1)
TosMask HexBinary Yes SIZE (1)
Table 116 - CmtsGrpCfg Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
CmtsGrpQosCfg Directed aggregation to CmtsGrpQosCfg 0..” QosConfigld *
CmtsGrpEncryptCfg Directed aggregation to CmtsGrpEncryptCfg | 0..* 0..1 EncryptConfigld
Ssm Specialization of Ssm

* If no QosConfigld association is specified, all replications referenced by this CmtsGrpCfg instance will be
forwarded to the default GSF. If no EncryptCfgld association is specified, no encryption will be applied to all
replications derived from this GC.

6.5.6.54.1 Id

This attribute is the key that identifies unique instances of the CmtsGrpCfg Object.
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6.5.6.5.4.2 RulePriority

This attribute indicates the priority of this entry used to resolve which instance of this object apply when a newly
replicated multicast session matches multiple entries. Higher values indicate a higher priority. Valid values for this
attribute are 0..63 and 192..255 in order to not conflict with CMTS internally-created instances that use the range
64..191.

6.5.6.5.4.3 ToslLow

This attribute identifies the low value of a range of the ToS byte value to be defined in a packet classifier this GC
instantiates in the GCR in order to limit the GCR-matched traffic to a particular set of DSCPs. This applies to the
IPv4 ToS byte and the [Pv6 Traffic Class byte.

The IP ToS octet, as originally defined in [RFC 791], has been superseded by the 6-bit Differentiated Services Field
(DSField, [RFC 3260]) and the 2-bit Explicit Congestion Notification Field (ECN field, [RFC 3168]).

References: [RFC 791]; [RFC 3260]; [RFC 3168].

6.5.6.5.4.4 TosHigh

This attribute identifies the high value of a range of the ToS byte value to be defined in a packet classifier this GC
instantiates in the GCR in order to limit the GCR-matched traffic to a particular set of DSCPs. This applies to the
IPv4 ToS byte and the [Pv6 Traffic Class byte.

The IP ToS octet, as originally defined in [RFC 791], has been superseded by the 6-bit Differentiated Services Field
(DSField, [RFC 3260]) and the 2-bit Explicit Congestion Notification Field (ECN field, [RFC 3168]).

References: [RFC 791]; [RFC 3260]; [RFC 3168].

6.5.6.5.4.5 TosMask

This attribute identifies the mask value bitwise ANDed with a ToS byte value to be defined in a packet classifier this
GC instantiates in the GCR in order to limit the GCR-matched traffic to a particular set of DSCPs. This applies to
the IPv4 ToS byte and the IPv6 Traffic Class byte.

The IP ToS octet, as originally defined in [RFC 791], has been superseded by the 6-bit Differentiated Services Field
(DSField, [RFC 32601]) and the 2-bit Explicit Congestion Notification Field (ECN field, [RFC 3168]).

References: [RFC 791]; [RFC 3260]; [RFC 3168].

6.5.6.5.5 Ssm

This configuration object is included in Figure 30 for reference. It is defined in Section 6.5.6.7.7, Ssm.

6.5.6.5.6  CmitsGrpEncryptCfg

This object controls the configuration of the Security Association (SA) and the encryption algorithm used for
multicast sessions.

This object supports the creation and deletion of instances.

The CMTS and CCAP MUST persist all instances of the CmtsGrpEncryptCfg object across system reinitializations.

Table 117 - CmtsGrpEncryptCfg Object Attributes

Attribute Name Type Required Attribute Type Constraints Units Default Value
Id UnsignedShort key
Ctrl Enum No other(1), mgmt
cmts(2),
mgmt(3)
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Attribute Name Type Required Attribute Type Constraints Units Default Value
Alg Enum No other(1), des56CbcMode
des56CbcMode(2),
des40CbcMode(3),
aes128CbcMode(4)
6.5.6.5.6.1 Id

This attribute specifies the unique identifier of instances of this object.

6.5.6.5.6.2 Citrl

This attribute controls whether the CMTS can select the encryption algorithm or if this can be set manually using the
Alg attribute. If this attribute is set to 'cmts’, the CMTS can select the encryption algorithm for the Security
Association (SA). If this attribute is set to 'mgmt', the Alg attribute is used to define the encryption algorithm for this
SA. If this attribute is set to 'other', a vendor extension is in use.

6.5.6.5.6.3 Alg

This attribute defines which encryption algorithm will be used for an SA referenced by this object when the Ctrl is
set to 'mgmt'. If this attribute is set to 'other', a vendor extension is in use.

6.5.6.5.7 CmitsGrpQosCfg

This object configures the QoS for Multicast sessions replicated to any Downstream Channel Set (DCS). It does not
control to which particular DCSs the CCAP replicates a multicast session.

An instance of this object is called a GQC entry. A GQC entry controls how the CCAP instantiates a Group
Classifier Rule (GCR) on the DCS to match packets of the multicast session. A GCR uses source and destination IP
address and ToS criteria.

A GQC entry controls how and with what QoS parameters a GSF is created on a DCS. All downstream multicast
packets are scheduled on a GSF. The QoS Type attribute of the GQC entry controls whether the CCAP creates one
GSF for each single IP multicast session or whether the CCAP creates one GSF for the aggregate of all sessions that
match the GQC criteria. The GQC instance contains a reference to a Service Class Name QoS Parameter Set
template. The Service Class defines the list of QoS parameters for the GSF(s) instantiated for the GQC entry.

A CCAP identifies one Service Class as the Default Group QoS Service Class. The CCAP instantiates a Default
GSF on each single-channel DCS based on the parameters of the Default Group QoS Service Class.

The set of GCRs and GSFs instantiated on a DCS control how QoS is provided to multicast packets replicated to the
DCS. For each multicast packet, the CCAP classifies the packet to the highest priority matching GCR on that DCS.
The GCR refers to a single GSF, which controls the scheduling of the packets on the DCS. If the multicast packet
does not match any GCR on the DCS, the packet is scheduled on the Default GSF of the DCS. The CCAP replicates
unclassified multicast traffic to only DCSs consisting of a single downstream channel. Thus, the Maximum
Sustained Traffic Rate QoS parameter of the Default Group Service Class limits the aggregate rate of unclassified
multicast traffic on each downstream channel.

The CCAP is expected to instantiate GCRs and GSFs controlled by the entries in this table only for the duration of
replication of the multicast sessions matching the entry.

This object supports the creation of multiple instances.
Creation of new instances of this object require the following objects to be set:
e ServiceClassName
e QosCtrl
e AggSessLimit
The CMTS and CCAP MUST persist all instances of the CmtsGrpQosCfg object across system reinitialization.
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Table 118 - CmtsGrpQosCfg Object Attributes

Attribute Name Type Required Attribute Type Constraints Units Default
Value
Id UnsignedShort key
QosCtrl Enum Yes other(1),
singleSession(2),
aggregateSession(3)
AggSessLimit UnsignedShort Yes 1..65535 sessions
Appld Unsignedint Yes 0
Table 119 - CmtsGrpQosCfg Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
ServiceClass Directed aggregation to ServiceClass 0.* 0..1 ServiceClassName
6.5.6.5.7.1 Id

This attribute identifies a unique Group QoS Configuration object instance.

6.5.6.5.7.2 QosCtrl

This attribute identifies how Group Classifier Rules (GCRs) and Group Service Flows (GSFs) are instantiated when
multiple sessions match the (S,G) criteria of this entry. If 'singleSession', the CMTS creates a unique GCR and a
unique GSF for the session. If this object's value is 'aggregateSession', all sessions matching this criterion are
aggregated into the same GSF. If this attribute is set to 'other’, a vendor extension is in use.

6.5.6.5.7.3 AggSessLimit

This attribute identifies the maximum number of sessions that may be aggregated in an aggregated Service Flow.
This value is ignored in case of a GQC entry with QosCtrl set to 'singleSession'.

6.5.6.5.7.4 Appld

This attribute allows the operator to configure a Cable Operator defined Application Identifier for multicast sessions,
e.g., an Application Manager ID and Application Type. This Application Identifier can be used to influence
admission control or other policies in the CMTS that are outside of the scope of this specification. This parameter is
optional in defining QoS for multicast sessions.

If the value of this attribute is different from the value of the Appld in the referenced SCN for this GQC instance,
the value of this attribute is used.

References: [MULPIv4.0] Application Identifier section in the Encodings for Configuration and MAC-Layer
Messaging Annex; [PCMM] Policy Server and CMTS Interface section.

6.5.6.5.8

This configuration object is included in Figure 30 for reference. It is defined in Section 6.5.6.4.3, ServiceClass.

ServiceClass

6.5.6.5.9 DefGrpSvcClass

This object provides a reference to the Default Group Service Class. The CCAP instantiates a Default GSF with the
QoS param Set indicated by this Service Class Name reference on every Downstream Channel Set to which it
replicates multicast packets that are otherwise unclassified by a Group Classifier Rule.

The CMTS and CCAP MUST persist the value of the attributes of the DefGrpSvcClass object across
reinitializations.
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Table 120 - DefGrpSvcClass Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
ServiceClass Directed aggregation to ServiceClass 0..1 DefGrpSrvClass::Name
= ServiceClass::Name

6.5.6.6 MAC Domain Configuration Information Model
The Information Model for MAC Domain configuration is shown below.

The HFC RF combining and splitting topology between a CMTS and Cable Modems results in distinct sets of CMs
called Cable Modem Service Groups (CM-SGs) that are served by distinct combinations (i.e., non-overlapping
subsets) of Downstream Channels and Upstream Channels. Because a MAC Domain defines a separate number
space for many DOCSIS protocol elements (e.g., DSIDs, SAIDs, etc.), an operator should define separate MAC
Domains that serve disjoint subsets of CM-SGs rather than a single MAC Domain for all CM-SGs.

A Downstream Bonding Group (DBG) is a set of Downstream Channels (DCs) on which the CMTS distributes
packets. The CMTS enforces that all Downstream Channels of a DBG are contained within the same MAC Domain
Downstream Service Group (MD-DS-SG). A CMTS permits configuration of a Downstream Channel as a member
of multiple DBGs. A CMTS can restrict the assignment of Downstream Channels to DBGs based on vendor product
implementation. For example, a CMTS product implementation may restrict the set of Downstream Channels that
could be bonded to a given Bonded Channel Set to a subset of the downstream channels in the MAC Domain.

An Upstream Bonding Group (UBG) is a set of Upstream Channels (UCs) on which upstream data forwarding
service may be provided to a single CM. The CCAP MUST reject a configuration where the Upstream Channels in
an Upstream Bonding Group are not contained within the same MAC Domain Upstream Service Group (MD-US-
SG). A CMTS permits configuration of an Upstream Channel as a member of multiple UBGs. A CMTS can restrict
the assignment of Upstream Channels to UBGs based on vendor product implementation. For example, a CMTS
product implementation could restrict the set of Upstream Channels that could be bonded to a subset of the
downstream channels in the MAC Domain.
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MacDomainName DsBondingGrpCfg

«key»Name : String

SfProvAttrMask : AttributeMask

DenyCm | DsidReseqWamThrshid : UnsignedByte
|«key»DevioeMacAddress : MacAddressI DsidReseqWaitTime : UnsignedByte
0.* create()
read()

write()
delete()

0.*
[[SE— {RmRmConnectivityld <> Rmid}

{RxChCfg::ReRmConnectivityld = RxModuleCfg::Rmld)

0.*
0.
Eponiac MacDomainCfg 0. 0.
Name : String
IpProvMode : IpProvMode RxModuleCfg
AdminState: AdminStateType «key»Rmld : UnsignedByte
UpDownTrapEnabled : UpDownTrapEnabledType FirstC quency : Unsi
create()
ReoCh - read() 0.1
cctte ] 1] write)
fCmtsMacCfg «key»Repld : Repld T |deleteq)
- ckey»RecCfgld : Unsi
Syncinterval : UnsignedShort ¢ g )
Ucdinterval : UnsignedShort VendorSpecific: HexBinary °
‘ : onsi Description : String
Iminsertinterval : Duration create()
Docsis11ConcatEnabled : Boolean read()
Docsis11FragEnabled : Boolean write()
reate() delete()
read() 1 0.
write() 1 1
delete()
MdCfg 5 o
Mddinterval : UnsignedShort -
CmStatusEvCtiEnabled: Boolean RxChCfg
UsFreqRange : Enum
i k :
MeastDsidPwdEnabled : Boolean g 1 Prmanybsindito  PimaryDsindicator
MultRxChModeEnabled: Boolean| 4 : 4 e
MultTxChModeEnabled: Boolean create()
1. ly yptCtrl : Enum 1. |read)
" |ThpProxyEnabled : Boolean  lwrite()
SrcAddrVerifEnabled: Boolean delete()
CmUdcEnabled : Boolean
SendUdcRulesEnabled: Boolean o0.-
7. ]|ServiceTypeldList : TagList
i tl: Enum
EnergyMgt1x1Enabled: Boolean | 0.% RxChCigReferences
DisEnabled: Boolean MdCfgReferences
. - Uns {RXCNCfg:: Channelindex =
UsUpperBdryFreq : Unsignedint | 0. DsOfdmChannelCfg
UsLowerBdryFreq : Unsignedint
0.* e DsUpperBdryFreq : Unsignedint
- DsLowerBdryFreq : Unsignedint
UsOfdmaChannelCfg | ————— sLowerBdryrreq : Unsignedin
create() ’e‘?t:()
wri
read() ~Channelld|o_+ 0 NonPrimaryCapableDS Lchannelld
write() 0.
delete() N 1 0. .
UsBondingGrpCfgReferences -PrimaryCapableDS [ DocsisDownChannel | -Channelindex RxChCfgReferences
0." 1 ——— X
MdCfgReferences 1
0.* {RXChCfg:: CI = DocsisDownChannel::Cl
0.1
UsBondingGrpCfg MdBpiCfg
«key»Name : String DefaultAuthLifetime: Unsignedint m
SfProvAtitMask : AtributeMask DefaultTekLifetime: Unsignedint —

0.7 |create()
read()
write()
delete()

S create()
- read()

write()

delete()

6.5.6.6.1  Ccap

Figure 31 - MAC Domain Configuration Information Model

)sOfdmChannel::Index}

This configuration object is included in Figure 31 for reference. It is defined in Section 6.5.3.1, Ccap Object.

6.5.6.6.2 DocsCfg

This configuration object is included in Figure 31 for reference. It is defined in Section 6.5.6.5.2, DocsCfg.

6.5.6.6.3 MacCfg

The MacCfg object is the container for DOCSIS MAC Domain configuration objects. It has the following

associations:

Table 121 - MacCfg Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
MdCfg Directed composition to MdCfg 0..*
DsBondingGrpCfg Directed composition to DsBondingGrpCfg 0..*
DenyCm Directed composition to DenyCm 0.*
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6.5.6.6.4 MdCfg

This object contains MAC domain level control and configuration attributes.

A MAC Domain corresponds to exactly one instance of a DocsCableMacLayer interface (ifType of 127) in the
ifTable. In the configuration model, MdCfg is identified with a Name that is unique within the CCAP, inherited
from the MacDomainCfg abstract object. For the ifTable, the CCAP implementation selects a value of the ifIndex
for the DocsCableMacLayer index. The DocsCableMacLayer ifIndex is used extensively in several reporting objects
as an index for several reporting objects. The CcaplnterfaceIndexMapTable, defined in Section 7.2.1.10, CCAP-
MIB Performance Management Information Model, maps a DocsCableMacLayer ifIndex to a configured MdCfg

instance.

Some CCAP implementations may implement the association of non-primary capable downstream channels with

MAC Domain indirectly, based on RF plant topology configuration.
The CMTS and CCAP MUST persist all instances of MdCfg across reinitializations.

Table 122 - MdCfg Object Attributes

gosCfgFileWithBpi2Enabled(4),
qosCfgFile(5),

Attribute Name Type Required Type Constraints Units Default Value
Attribute
MddInterval UnsignedSh |No 1..2000 milli- 2000
ort seconds

CmStatusEvCtIEn |Boolean No true

abled

UsFreqRange Enum No other(1), standard
standard(2),
extended(3)

McastDsidFwdEna | Boolean No true

bled

MultRxChModeEn |Boolean No true

abled

MultTxChModeEn |Boolean No true

abled

EarlyAuthEncrypt |Enum No other(1), enableEaeRangingBas

Ctrl disableEae(2), edEnforcement
enableEaeRangingBasedEnforcement(3),
enableEaeCapabilityBasedEnforcement(4),
enableEaeTotalEnforcement(5)

TftpProxyEnabled |Boolean No true

SrcAddrVerifEnabl |Boolean No true

ed

CmUdcEnabled Boolean No false

SendUdcRulesEn |Boolean No false

abled

ServiceTypeldList |TagList No SIZE (0..256) "H

Bpi2EnforceCtrl Enum No other(1), gosCfgFileWithBpi2En
disable(2), abled
gosCfgFileWithBpi2AndCapabPrivSupportE
nabled(3),

total(6)
EnergyMgt1x1Ena |Boolean No false
bled
DisEnabled Boolean No true
Maplnterval UnsignedSh |No 500..5000 Microsecon |Default value is vendor
ort ds specific,
UsUpperBdryFreq |Unsignedint |No See Note 1 below MHz
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Attribute Name Type Required Type Constraints Units Default Value
Attribute

UsLowerBdryFreq |Unsignedint [No See Note 1 below MHz

DsUpperBdryFreq |Unsignedint [No See Note 1 below MHz

DsLowerBdryFreq |Unsignedint [No See Note 1 below MHz

Note 1: As noted in the descriptions for the BdryFreq attributes below in Sections 6.5.6.6.4.17 - 6.5.6.6.4.20, the
DOCSIS 4.0 upstream and downstream channels upper and lower frequency limits are dependent on whether the
system is configured for DOCSIS 3.1, FDX, or FDD/Extended Spectrum operation. Table 123 - OFDMA and
OFDM Channel Boundary Type Constraints summarizes the channel frequency limits for each type of operation.
For details refer to [PHYV3.1] and [PHYV4.0] as referenced in the attribute descriptions. Refer to the figure
Configurable FDX Allocated Spectrum Bandwidths in [PHYv4.0] for a graphic representation of DOCSIS 4.0 FDX
allocated spectrum bandwidths. Refer to the figure Configurable FDD Upstream Allocated Spectrum Bandwidths in
[PHYWVA4.0] for a graphic representation of DOCSIS 4.0 FDD Extended Spectrum upstream allocated spectrum
bandwidths.

Table 123 - OFDMA and OFDM Channel Boundary Type Constraints

DOCSIS 3.1 FDX FDD All Channel
Types

UsUpperBdryFreq 11.4"..204 MHz 204|300|396|492|684 204|300|396|492|588|684 MHz 11.4..684 MHz
MHz

UsLowerBdryFreq 5..197.62 MHz 108|204|300]396]492|588 | 108]|204|300|396|492|588 MHz 5..588 MHz
MHz

DsUpperBdryFreq 1323..1794 MHz 204|300]396]492|684 282%306|330]...|1746|1770|1794 | 132..1794 MHz
MHz MHz

DsLowerBdryFreq 108..1770° MHz 108|204|300|492 MHz 258|282|306...|1722|1746|1770 | 108..1770 MHz

MHz

'Upper boundary of a 6.4 MHz upstream channel starting at 5 MHz

2Lower boundary of a 6.4 MHz upstream channel ending at 204 MHz

3Upper boundary of a 24 MHz downstream channel starting at 108 MHz (Ref. PHYv3.1 Table 6 — Downstream
OFDM Parameters — Channel bandwidths)

“Upper boundary of a 24 MHz downstream channel starting at 258 MHz

SLower boundary of a 24 MHz downstream channel ending at 1794 MHz

Table 124 - MdCfg Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity

MacDomainCfg Specialization of MacDomainCfg

IfCmtsMacCfg Directed composition to IfCmtsMacCfg 1 1

UpstreamLogicalChannel | Directed aggregation to 1 0..*
UpstreamLogicalChannel

UsBondingGrpCfg Directed composition to UsBondingGrpCfg | 1 0..*

DocsisDownChannel Directed aggregation to 0..1 PrimaryCapableDs
DocsisDownChannel

DocsisDownChannel Directed aggregation to 0.* NonPrimaryCapableDs
DocsisDownChannel

RccCfg Directed composition to RccCfg 0..1 .*

MdBpiCfg Directed composition to MdBpiCfg 0..1

UsOfdmaChannel Directed aggregation to UsOfdmaChannel |1 0.*

DsOfdmChannelCfg Directed aggregation to 0.
DsOfdmChannelCfg
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6.5.6.6.4.1 MddInterval

This attribute configures the interval for the insertion of MDD messages in each downstream channel of a MAC
Domain.

References: [MULPIv4.0] Parameters and Constants Annex.

6.5.6.6.4.2 CmStatusEvCtlEnabled
If set to 'true’, this attribute enables the signaling of the CM-Status Event reporting mechanism.

References: [MULPIv4.0] CM-STATUS Event Control section.

6.5.6.6.4.3 UsFreqRange

This attribute indicates in MDD messages the upstream frequency upper band edge of an upstream channel.

A value 'standard' means Standard Frequency Range and a value 'extended' means Extended Frequency Range.
A value 'other' indicates a vendor extension is in use.

References: [MULPIv4.0] Upstream Frequency Range TLV section.

6.5.6.6.4.4 McastDsidFwdEnabled

If set to 'true’, this attribute enables the CMTS to use IP Multicast DSID Forwarding (MDF) for the MAC domain.
References: [MULPIv4.0] Multicast DSID-based Forwarding (MDF) Modes section in the Compatibility with
Previous Versions of DOCSIS Annex.

6.5.6.6.4.5 MultRxChModeEnabled

If set to 'true’, this attribute enables Downstream Channel Bonding for the MAC Domain.

References: [MULPIv4.0] Downstream Channel Bonding section.

6.5.6.6.4.6 MultTxChModeEnabled
If set to 'true', this attribute enables Multiple Transmit Channel (MTC) Mode for the MAC Domain.
References: [MULPIv4.0] Upstream Channel Bonding section.

6.5.6.6.4.7 EarlyAuthEncryptCtrl

This attribute enables or disables early authentication and encryption (EAE) signaling for the MAC Domain. It also
defines the type of EAE enforcement in the case that EAE is enabled.

If set to 'disableEAE', EAE is disabled for the MAC Domain.

If set to 'enableEaeRangingBasedEnforcement', 'enableEaeCapabilityBasedEnforcement' or
'enableEaeTotalEnforcement', EAE is enabled for the MAC Domain.

The following EAE enforcement methods are defined in the case where EAE signaling is enabled:

e The option 'enableEacRangingBasedEnforcement' indicates EAE is enforced on CMs that perform ranging
with a B-INIT-RNG-REQ message.

e The option 'enableEaeCapabilityBasedEnforcement' indicates EAE is enforced on CMs that perform
ranging with a B-INIT-RNG-REQ message in which the EAE capability flag is set.

The option 'enableEaeTotalEnforcement' indicates EAE is enforced on all CMs regardless of their EAE capabilities.
A value 'other' indicates a vendor extension is in use.

References: [SECv4.0] Early Authentication and Encryption section.
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6.5.6.6.4.8 TftpProxyEnabled
If set to 'true’, this attribute enables TFTP Proxy functionality for the MAC Domain.
References: [SECv4.0] TFTP Configuration File Security section.

6.5.6.6.4.9 SrcAddrVerifiEnabled
If set to 'true’, this attribute enables Source Address Verification (SAV) functionality for the MAC Domain.

References: [SECv4.0] Source Address Verification section.

6.5.6.6.4.10 CmUdcEnabled

If set to 'true’, this attribute instructs the CMTS MAC Domain to enable Upstream Drop Classifiers (UDC) for the
CMs attempting registration in this MAC Domain.

References: [MULPIv4.0], Upstream Drop Classifiers section

6.5.6.6.4.11 SendUdcRulesEnabled

If set to 'true' and when the CM signals to the CMTS '"Upstream Drop Classifier Group ID' encodings, this attribute
instructs the CMTS MAC Domain to send the Subscriber Management Filters rules associated with the 'Upstream
Drop Classifier Group ID' encodings to the CM in the form of UDCs when the following conditions occurs:

e  The attribute CmUdcEnabled value for this MAC Domain is set to 'true', and

e The CM has the UDC capability advertised as supported.

If there is not a single Subscriber Management Filter configured in the CMTS for the CM's signaled UDC Group ID,
the CMTS does not send UDC encodings to the CM.

It is vendor specific whether the CMTS maintains enforcement of the CM signaled or default Subscriber
Management Filter groups in the upstream direction.

References: [MULPIv4.0], Upstream Drop Classifiers section

6.5.6.6.4.12 ServiceTypeldList
This attribute indicates the list of Service Type IDs associated with the MAC Domain.

During the CM registration process the CMTS will attempt to redirect the CM to a MAC Domain where the CM'
Service Type TLV is contained in this attribute.

References: [MULPIv4.0], Service Type Identifier section in the Encodings for Configuration and MAC-Layer
Messaging Annex.

6.5.6.6.4.13 Bpi2EnforceCtrl
This attribute indicates the level of BPI+ enforcement policies with the MAC Domain.
The following BPI+ enforcement policies are defined in the case where BPI+ is enabled:

e The option 'disable’ indicates that CMTS does not enforce BPI+.

e  The option 'qosCfgFileWithBpi2AndCapabPrivSupportEnabled' indicates the CMTS enforces BPI+ on
CMs that register with parameters indicating BPI+ is enabled (missing TLV 29 or containing TLV 29 set to
enable) and with a Modem Capabilities Privacy Support TLV (5.6) set to BPI+ support.

e The option 'qosCfgFileWithBpi2Enabled' indicates the CMTS enforces BPI+ on CMs that register with
parameters indicating BPI+ is enabled (missing TLV 29 or containing TLV 29 set to enable).

e The option 'qosCfgFile' indicates the CMTS enforces BPI+ on CMs that register with a DOCSIS 1.1 style
configuration file. Because DOCSIS 4.0 devices will only register with a DOCSIS 1.1 style configuration
file, the 'qosCfgFile' is the same as the 'total' option in DOCSIS 4.0.

e The option 'total' indicates the CMTS enforces BPI+ on all CMs.
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e A value 'other' indicates a vendor extension is in use.

References: [SECv4.0] BPI+ Enforce section.

6.5.6.6.4.14 EnergyMgt1x1Enabled

This attribute indicates whether the CMTS is configured for 1x1 Energy Management Mode of operation on a per
MAC Domain basis.

If this attribute is set to 'true’, the CMTS is configured for 1x1 Energy Management Mode of operation on this MAC
Domain. If this attribute is set to 'false', the Energy Management 1x1 Mode of operation is disabled in the CMTS on
this MAC Domain.

References: [MULPIv4.0], Energy Management Capabilities section.

6.5.6.6.4.15 DIsEnabled

This attribute indicates whether the CMTS is configured for DOCSIS Light Sleep (DLS) Mode of operation on a per
MAC Domain basis. If this attribute is set to 'true', the CMTS is configured for DLS Mode of operation on this
MAC Domain. If this attribute is set to 'false’, the DLS Mode of operation is disabled in the CMTS on this MAC
Domain. References: [MULPIv4.0], DOCSIS Light Sleep (DLS) Feature.

6.5.6.6.4.16 Maplnterval

This optional attribute allows configuration of the MAP interval, a target for nominal interval between MAP
messages sent for all upstream channels of the selected MAC Domain. The attribute's standard range is defined as
500 .. 5000 microseconds. The CCAP MAY support a vendor-selected range for the Maplnterval attribute. The
selection of the default value for this attribute is left to CCAP vendor's choice. It is expected that in certain cases
necessitated by the implementation or the scheduling requirements, the CCAP MAY operate with the actual MAP
interval which differs from the configured value. The actual value of the MAP interval target is reported by CCAP
via attributes TargetMaplnterval, which are defined in Sections 7.2.1.2.5.3 and 7.2.2.8.1.27.

6.5.6.6.4.17 UsUpperBdryFreq
This attribute reports the diplexer upstream upper band edge to which the plant is configured, in MHz units.

The upstream upper band edge limit for the plant depends on the mode of operation to which DOCSIS equipment is
configured to operate. Refer to [PHYV3.1] Upstream CMTS Spectrum section, for the upstream boundary frequency
limits for the plant when equipment is configured to be compliant with the DOCSIS 3.1 and (non-FDX and non-
FDD extended spectrum) DOCSIS 4.0 frequency plans. Refer to [PHYV4.0] Upstream and Downstream Frequency
Plan section for the upstream boundary frequency limits for the plant when equipment is configured to be compliant
with FDX mode. Refer to [PHYV4.0] Upstream and Downstream Frequency Plan for FDD Operation section for
the upstream boundary frequency limits for the plant when the equipment is configured to be compliant with FDD
mode.

6.5.6.6.4.18 UsLowerBdryFreq

This attribute reports the diplexer upstream lower band edge to which the plant is configured, in MHz units.

6.5.6.6.4.19 DsUpperBdryFreq
This attribute reports the diplexer downstream upper band edge to which the plant is configured, in MHz units.

The downstream upper band edge limit for the plant depends on the mode of operation to which DOCSIS equipment
is configured to operate. Refer to [PHYV3.1] Downstream CMTS Spectrum section, for the downstream boundary
frequency limits for the plant when equipment is configured to be compliant with the DOCSIS 3.1 and (non-FDX
and non-FDD extended spectrum) DOCSIS 4.0 frequency plans. Refer to [PHYv4.0] Downstream FDX CMTS
Spectrum section for the downstream boundary frequency limits for the plant when equipment is configured to be
compliant with FDX mode. Refer to [PHYV4.0] Upstream and Downstream Frequency Plan for FDD Operation
section for the downstream boundary frequency limits for the plant when the equipment is configured to be
compliant with FDD mode.
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6.5.6.6.4.20 DsLowerBdryFreq
This attribute reports the diplexer downstream lower band edge to which the plant is configured, in MHz units.

The downstream lower band edge limit for the plant depends on the mode of operation to which DOCSIS equipment
is configured to operate. Refer to [PHYV3.1] Downstream CMTS Spectrum section, for the downstream boundary
frequency limits for the plant when equipment is configured to be compliant with the DOCSIS 3.1 and (non-FDX
and non-FDD extended spectrum) DOCSIS 4.0 frequency plans. Refer to [PHYV4.0] Downstream FDX CMTS
Spectrum section for the downstream boundary frequency limits for the plant when equipment is configured to be
compliant with FDX mode. Refer to [PHYV4.0] Upstream and Downstream Frequency Plan for FDD Operation
section for the downstream boundary frequency limits for the plant when the equipment is configured to be
compliant with FDD mode.

6.5.6.6.5 MdBpiCfy

This object provides the configuration of the Baseline Privacy key lifetimes for a MAC domain identified by the
MAC Domain Name in MacDomainCfg.

Reference: [RFC 4131] docsBpi2CmtsBaseTable

Table 125 - MdBpiCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute
DefaultAuthLifetime Unsignedint Yes 1..6048000 seconds 604800
DefaultTekLifetime Unsignedint Yes 1..6048000 seconds 43200
6.5.6.6.5.1 DefaultAuthLifetime

This attribute configures the default lifetime, in seconds, for new authorization keys assigned by the CMTS.

Reference: [RFC 4131] docsBpi2CmtsDefaultAuthLifetime

6.5.6.6.5.2 DefaultTekLifetime

This attribute configures the default lifetime, in seconds, for new Traffic Encryption Keys (TEKSs) assigned by the
CMTS.

Reference: [RFC 4131] docsBpi2CmtsDefault TEK Lifetime

6.5.6.6.6 MacDomainCfg

The MacDomainCfg abstract object contains the MAC domain attributes used by DOCSIS and EPON MAC
domains.

Table 126 - MacDomainCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Name String Yes (Key)
IpProvMode Enum Yes other(1),
ipv4Only(2),
ipv6Only(3),
alternate(4),
dualStack(5)
AdminState AdminStateType No down
UpDownTrapEnabled UpDownTrapEnabled No true
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6.5.6.6.6.1 Name

The name of the MacDomain.

6.5.6.6.6.2 IpProvMode

This attribute configures the IP provisioning mode for a MAC Domain.

When this attribute is set to 'ipv4Only', the CM will acquire a single IPv4 address for the CM management stack.
When this attribute is set to 'ipv6Only', the CM will acquire a single IPv6 address for the CM management stack.

When this attribute is set to 'alternate', the CM will acquire a single IPv6 address for the CM management stack and,
if failures occur, the CM will fall back to provisioning and operation with an [Pv4 address.

When this attribute is set to 'dualStack’, the CM will acquire both an IPv6 and IPv4 address for provisioning and
operation.

When this attribute is set to 'other', the CM will acquire an IP address using a vendor-specific method.

References: [MULPIv4.0] IP Initialization Parameters TLV section.

6.5.6.6.6.3 AdminState

This attribute configures the administrative state of the MAC Domain.

6.5.6.6.6.4 UpDownTrapEnabled
This attribute configures whether linkUp/linkDown traps are enabled for this MAC Domain.

6.5.6.6.7 EponMdCfg

This configuration object is included in Figure 31 for reference. It is defined in Section 6.5.10.6.

6.5.6.6.8  IfCmtsMacCfq

This object is based on the docsIfCmtsMacTable defined in [RFC 4546]. The following modifications have been
made.

. The following attributes have been removed:

ifIndex

docsIfCmtsMacCapabilities
docsIfCmtsMacMaxServicelds

docsIfCmtsMacStorageType
. The Synclnterval attribute (docsIfCmtsSynclnterval) data type has been shortened to UnsignedShort.
. The following attributes have been added to the IfCmtsMacCfg object, and are defined here:
Docsisl1ConcatEnabled

e Docsisl 1FragEnabled
Reference: [RFC 4546], docsIfCmtsMacTable

Table 127 - IfCmtsMacCfg Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
Docsis11ConcatEnabled Boolean No true
Docsis11FragEnabled Boolean No true
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Attribute Name Type Required Type Units Default Value
Attribute Constraints
Synclinterval UnsignedShort Yes ms
Ucdlinterval UnsignedShort Yes ms
InvitedRangingAttempts UnsignedShort Yes Attempts
ImInsertinterval Duration Yes Hundreds of
seconds

6.5.6.6.8.1 Docsis11ConcatEnabled
Enables and disables DOCSIS 1.1 concatenation.

6.5.6.6.8.2 Docsis11FragEnabled
Enables and disables DOCSIS 1.1 fragmentation.

6.5.6.6.8.3 Synclnterval

The interval between CMTS transmission of successive SYNC messages at this interface.

6.5.6.6.8.4 UcdInterval

The interval between CMTS transmission of successive Upstream Channel Descriptor messages for each upstream
channel at this interface.

6.5.6.6.8.5 InvitedRangingAttempts

The maximum number of attempts to make on invitations for ranging requests. A value of zero means the CM will
attempt to range forever.

6.5.6.6.8.6 Iminsertinterval

The amount of time to elapse between each broadcast initial maintenance grant. Broadcast initial maintenance grants
are used to allow new cable modems to join the network. Zero indicates that a vendor-specific algorithm is used
instead of a fixed time. The maximum amount of time permitted by the specification is 2 seconds.

6.5.6.6.9 DocsisDownChannel

This configuration object is included in Figure 31 for reference. It is defined in Section 6.5.6.9.3.

6.5.6.6.10 DownChannel

This configuration object is included in Figure 31 for reference. It is defined in Section 6.5.6.9.5.

6.5.6.6.11 DsBondingGrpCfg

The DsBondingGrpCfg object allows for the static creation of Downstream bonding groups. In some current
DOCSIS 3.0 configurations, downstream channels are not tied directly to a specific MAC domain, while in others
these downstream channels are an integral part of the MAC domain. For CCAP flexibility, the statically configured
bonding group may be optionally explicitly associated with one or multiple MAC domains.

To configure a downstream bonding group, an instance of the DsBondingGrpCfg object is created. The attributes of
the DsBondingGrpCfg are shown below. This table has been modified from the definition in OSSIv3.0.
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Table 128 - DsBondingGrpCfg Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
Name String Yes (Key)
SfProvAttrMask AttributeMask No bonded
DsidReseqWarnThrshid UnsignedByte No 0..179 ] 255 hundredMicroseconds 255
DsidResegWaitTime UnsignedByte No 1..180 | 255 hundredMicroseconds 255
Table 129 - DsBondingGrpCfg Object Associations
Associated Type Near-end Far-end Label
Object Name Multiplicity | Multiplicity
DocsisDownChannel | Directed aggregation to 0.* 0.* Channelld
DocsisDownChannel
MacDomainCfg Directed aggregation to MacDomainCfg 0.* MacDomainName
DsOfdmChannelCfg | Directed aggregation to 0.* DsBondingGrpCfgReferences
DsOfdmChannelCfg

6.5.6.6.11.1 Name

The name of the downstream bonding group. This attribute is used as a key.

6.5.6.6.11.2 SfProvAttrMask
This attribute represents the Provisioned Attribute Mask encoding for the bonding group.

6.5.6.6.11.3 DsidReseqWarnThrshid

This attribute provides the DSID Resequencing Warning Threshold in hundreds of microseconds that is to be used
for all DSIDs associated with this Downstream Bonding Group. The value of 255 indicates that the DSID
Resequencing Warning Threshold is determined by the CMTS. The value of 0 indicates that the threshold warnings
are disabled.

When the value of DsidReseqWaitTime is not equal to 0 or 255, the CCAP will ensure that the value of this object is
either 255 or less than the value of DsidReseqWaitTime.

6.5.6.6.11.4 DsidReseqWaitTime

This attribute provides the DSID Resequencing Wait Time in hundreds of microseconds that is to be used for all
DSIDs associated with this Downstream Bonding Group. The value of 255 indicates that the DSID Resequencing
Wait Time is determined by the CMTS.

6.5.6.6.12 UsBondingGrpCfg

The UsBondingGrpCfg object allows for the static creation of upstream bonding groups. To configure an upstream
bonding group, an instance of the UsBondingGrpCfg object is created. The attributes of the UsBondingGrpCfg are
shown below.

Table 130 - UsBondingGrpCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Name String Yes (Key)
SfProvAttrMask AttributeMask No bonded
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Table 131 - UsBondingGrpCfg Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
UpstreamLogicalChannel | Directed aggregation to UpstreamLogicalChannel 0..* 0..* Channelld
UsOfdmaChannel Directed aggregation to UsOfdmaChannel 0..* 0..*

6.5.6.6.12.1 Name

The name of the upstream bonding group. This attribute is used as a key.

6.5.6.6.12.2 SfProvAttrMask

This attribute represents the Provisioned Attribute Mask encoding for the bonding group.

6.5.6.6.13 UpstreamLogicalChannel

This configuration object is included in Figure 31 for reference. It is defined in Section 6.5.6.8.7.

6.5.6.6.14 RccCfg
This section defines the CCAP Receive Channel Configuration (RCC) Configuration objects.

This object creates static Receive Channel Configurations for specific downstream channel configurations, identifies
the scope of the Receive Channel Configuration (RCC), and provides a top-level container for the Receive Module
and Receive Channel objects. The CCAP selects an instance of this object to assign to a CM when it registers.

This object supports the creation and deletion of multiple instances.

The CMTS and CCAP MUST persist all instances of RccCfg across reinitializations.

Table 132 - RccCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute
Rcepld Rcepld key
RccCfgld Unsignedint key 1..4294967295
VendorSpecific HexBinary No 0..252 "H
Description String No 0..15

Table 133 - RccCfg Object Associations

Associated Type Near-end Far-end Label
Object Name Multiplicity Multiplicity
RxModuleCfg Directed composition to RxModuleCfg 1 1.%
RxChCfg Directed composition to RxChCfg 1 1.

6.5.6.6.14.1 Rcpld

This key represents the 'Receive Channel Profile Identifier' (RCP-ID) configured for the MAC Domain indicated by
this instance.

References: [MULPIv4.0] Standard Receive Channel Profile Encodings Annex.
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6.5.6.6.14.2 RccCfgld

This key denotes an RCC combination assignment for a particular Repld and is unique per combination of MAC
Domain and Repld.

6.5.6.6.14.3 VendorSpecific

This attribute contains vendor-specific information of the CM Receive Channel configuration.

References: [MULPIv4.0] Receive Channel Profile/Configuration Vendor Specific Parameters section in the
Encodings for Configuration and MAC-Layer Messaging Annex.

6.5.6.6.14.4 Description

This attribute contains a human-readable description of the CM RCP Configuration.

6.5.6.6.15 RxChCfg

The Receive Channel Configuration object permits an operator to configure how CMs registered with certain
Receive Channel Profiles will configure the Receive Channels within their profile.

When a CM registers with a Receive Channel Profile (RCP) for which all Receive Channel Indices (Rclds) are
configured in the Receive Module object and all Receive Channels are configured within this object, the CCAP
SHOULD use the configuration within these objects to set the Receive Channel Configuration returned to the CM in
a REG-RSP message.

The CCAP MAY require configuration of all pertinent Receive Module and Receive Channel instances in order to
register a CM that reports a Receive Channel Profile (RCP), including any standard Receive Channel Profiles.

If the CM reports multiple RCPs and Receive Module and Receive Channel objects have instances for more than
one RCP, the particular RCP selected by the CCAP is not specified. A CCAP is not restricted to assigning Receive
Modules based only on the contents of this object.

This object supports the creation and deletion of multiple instances.

Creation of a new instance of this object requires the reference of a valid RecCfg instance and a reference to a
Channellndex.

The CMTS and CCAP MUST persist all instances of RxChCfg across reinitializations.

Table 134 - RxChCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute
Rcld UnsignedByte key 1..255
PrimaryDsIndicator | PrimaryDsIndicatorType | No notSpecified
Table 135 - RxChCfg Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity
RxModuleCfg* Association with RxModuleCfg 0.* 0.1
DocsisDownChannel Directed aggregation to DocsisDownChannel Channellndex
DsOfdmChannelCfg Directed aggregation to DsOfdmChannelCfg 0.* 1 Index

* If an RxModuleCfg is not specified, the Receive Channel Connectivity TLV is omitted from the RCC.
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6.5.6.6.15.1 Rcld

This key represents an identifier for the parameters of the Receive Channel instance within the Receive Channel
Profile.

References: [MULPIv4.0] Receive Channel Index section in the Encodings for Configuration and MAC-Layer
Messaging Annex.

6.5.6.6.15.2 PrimaryDsIndicator

This attribute encodes the type of downstream channel. Since support for backup primary channels is not required,
the CCAP MAY reject configurations where this attribute is set to 'backupPrimary’ if this feature is unsupported.
6.5.6.6.16 RxModuleCfg

DOCSIS 4.0 uses simplified RCC messaging, and this object is ignored when using that mode of operation.

When operating in DOCSIS 3.0 mode, the Receive Module Configuration object permits an operator to configure
how CMs with certain RCPs will configure the Receive Modules within their profile upon CM registration.

When a CM registers with an RCP for which all Receive Module Indices (Rmlds) are configured in this object and
all Receive Channels are configured within the Receive Channel (RxCh) object, the CCAP SHOULD use the
configuration within these objects to set the Receive Channel Configuration assigned to the CM in a REG-RSP
message.

The CCAP MAY require configuration of all pertinent Receive Module and Receive Channel instances in order to
register a CM that reports a Receive Channel Profile.

If the CM reports multiple RCPs and Receive Module and Receive Channel objects have instances for more than
one RCP reported by the CM, the particular RCP selected by the CCAP is not specified. A CCAP is not restricted to
assigning Receive Modules based only on the contents of this object.

This object supports the creation and deletion of multiple instances.
Creation of a new instance of this object requires the reference of a valid RecCfg instance.

The CMTS and CCAP MUST persist all instances of RxModuleCfg across reinitializations.

Table 136 - RxModuleCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute
Rmld UnsignedByte Key 1..255
FirstCenterFrequency | Unsignedint No Hz 0

Table 137 - RxModuleCfg Object Associations

Associated Object Name Type Near-end Far-end Label
Multiplicity Multiplicity
RxChCfg Association with RxChCfg 0..1 0..*
RxModuleCfg Association with RxModuleCfg 0..1 0.”

The CCAP MUST reject the configuration of an instance of RxModuleCfg that is associated with itself. If this object
is not associated with another RxModuleCfg instance, the Receive Module Connectivity TLV is omitted from the
RCC. The CCAP MUST reject the configuration of an instance of RxChCfg instances with circular references.

6.5.6.6.16.1 Rmid

This key represents an identifier of a Receive Module instance within the Receive Channel Profile.
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References: [MULPIv4.0] Receive Module Index in the Encodings for Configuration and MAC-Layer Messaging
Annex.
6.5.6.6.16.2 FirstCenterFrequency

This attribute represents the center frequency, in Hz, and a multiple of 62500, that indicates the low frequency
channel of the Receive Module, or 0 if not applicable to the Receive Module.

References: [MULPIv4.0] Receive Module First Channel Center Frequency Assignment section in the Encodings
for Configuration and MAC-Layer Messaging Annex.

6.5.6.6.177 DenyCm

This configuration object allows an operator to create a list of CM MAC addresses that are not allowed to register.

Table 138 - DenyCm Object Attributes

Attribute Name Type Required Attribute | Type Constraints Units Default Value
DeviceMacAddress MacAddress Yes (Key)

6.5.6.6.17.1 DeviceMacAddress
The MAC address of the CM that will be added to the deny list. This attribute is used as a key.

6.5.6.7 DOCSIS Multicast Authorization Configuration Information Model

The CCAP authorization module allows operators to selectively authorize access to multicast content for
subscribers. This group of configuration elements allows for the configuration of DOCSIS Multicast Authorization.
The configuration specific Information Model is shown below. This model provides the Multicast Conditional
Access Model for the authorization of clients to join multicast sessions. The components of the Multicast
Authorization model are:

o Ctrl, global configuration of Multicast authorization
e ProfileSessRule, DOCSIS Multicast profile-based authorization

A Multicast Authorization Profile Session rule consist of a pair source and group prefix addresses, an authorization
action and a priority configured in the CMTS. This rule corresponds to the expansion of the IP Multicast
Authorization Profile Name Subtype encoding signaled by the CM during registration.
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Ccap

0..1

DocsCfg

create()
write()
read()
delete()

0..1
McastAuthCfg

create()
write()
read()
delete()

ProfileSessRule

«key»Name : String
«key»ld : Unsignedint
Priority : UnsignedByte

AuthorizationAction : Action

create()
read()
write()
delete()
1.*
1
Profiles

«key»Name : String
0. |Description : String

create()
read()
write()
delete()

-DefProfilesNameList

Ssm

L p{SrcAddr: IpAddress

GrpAddr : IpAddress

CtriReferences

Ctrl

Figure 32 - DOCSIS Multicast Authorization Configuration Information Model

6.5.6.7.1  Ccap

This configuration object is included in Figure 32 for reference. It is defined in Section 6.5.3.1.

6.5.6.7.2 DocsCfg

This configuration object is included in Figure 32 for reference. It is defined in Section 6.5.6.1.2.

6.5.6.7.3

0.1

McastAuthCfg

Enable : Ctrl
DefProfileNamelList: TagList
DefAction : Action

DefMaxNumSess : UnsignedShort

create()
read()
write()
delete()

The McastAuthCfg object is the container for DOCSIS Multicast Authorization configuration objects. It has the

following associations:
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Table 139 - McastAuthCfg Object Associations

Associated Object Name Type Near-end Far-end Label
Multiplicity Multiplicity
Profiles Directed composition to Profiles 0..*
Ctrl Directed composition to Ctrl 0.1
6.5.6.7.4  Profiles
This object contains the description of the Multicast Authorization profiles for administrative purposes.
This object supports the creation and deletion of multiple instances.
Creation of a new instance of this object requires the Name and Description attributes to be set.
The CMTS and CCAP MUST persist all instances of the Profiles object across reinitializations.
Table 140 - Profiles Object Attributes
Attribute Name Type Required Type Constraints Units Default
Attribute
Name String key SIZE (1..15)
Description String Yes
Table 141 - Profiles Object Associations
Associated Object Name Type Near-end Far-end Label
Multiplicity Multiplicity
ProfileSessRule Directed composition to ProfileSessRule 1 1.%

6.5.6.7.4.1 Name

This attribute is a unique name or identifier for a Multicast Authorization Profile.

6.5.6.7.4.2 Description

This attribute is a human readable description of the Multicast Authorization Profile.

6.5.6.7.5 Cirl

This object defines the CCAP global behavior for Multicast Authorization. Some parameters are included as part of
the CM configuration process. In absence of those parameters, default values defined by attributes of this object are

used.

The CMTS and CCAP MUST persist the values of the attributes of the Ctrl object across reinitializations.

Table 142 - Ctrl Object Attributes

Attribute Name Type Required Attribute Type Constraints Units Default Value
Enable Enum No other(0), disable
enable(1),
disable(2)
DefProfileNameList TagList No "H
DefAction Enum No other(1), deny
accept(2),
deny(3)
DefMaxNumSess UnsignedShort No 0
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Table 143 - Ctrl Object Associations

Associated Object Name Type Near-end Far-end Label
Multiplicity | Multiplicity

Profiles* Directed aggregation to Profiles DefProfilesNameList

*This association indicates which Multicast Authorization Profiles are used by the CMTS when CMs register with
no Multicast Join Authorization encodings in the REG-REQ-(MP). When IP Multicast Authorization is enforced,
these associations provide the default set of Multicast Authorization Profiles the CMTS enforces for a CM in case
the CM did not signal a set of profiles during the registration process. If no associations are specified, the DefAction
attribute determines whether a join request is authorized. If the CMTS supports more than one profile as a default,
the CMTS enforces each of the profiles in order of occurrence until the maximum number of profiles is reached.

6.5.6.7.5.1 Enable

This attribute enables the enforcement of Multicast Authorization feature. When this attribute is set to 'enable’,
Multicast Authorization is enforced; otherwise, clients are permitted to join any IP multicast session. The factory
default value of this attribute is 'disable'.

6.5.6.7.5.2 DefProfileNameList

When IP Multicast Authorization is enforced, this attribute provides the default set of Multicast Authorization
Profiles the CMTS enforces for a CM in the case that this CM didn't signal a set of profiles during the registration
process. If the Default Multicast Authorization Group Name is zero length string, the DefAction attribute determines
whether a join request is authorized when a CM registers without a Multicast Authorization Profile Set or a list of
config File Session Rules. If the CMTS supports more than 1 profile name as a default, the CMTS enforces each of
the profiles in order until the maximum number of profiles is reached. This attribute indicates one or more Multicast
Authorization Profiles.

6.5.6.7.5.3 DefAction

This attribute defines the default authorization action when no IP Multicast Session Rule is determined to match a
client's IP multicast JOIN request. The factory default of this attribute is 'deny'.

6.5.6.7.5.4 DefMaxNumSess

This attribute indicates the default maximum number of multicast sessions that clients reached through a particular
CM are allowed to join. A DefMaxNumSess value of 0 indicates that no dynamic joins are permitted. A Maximum
Multicast Sessions Encoding value of 65535 (the largest valid value) indicates that the CMTS permits any number
of sessions to be joined by clients reached through the CM.

References: [MULPIv4.0] Maximum Multicast Sessions section.

6.5.6.7.6  ProfileSessRule

This object defines Operator configured profiles to be matched during the authorization process.
This object supports the creation and deletion of multiple instances.

Creation of a new instance of this object requires the following attributes to be set:

e  SrcAddr
e GrpAddr

Each of these attributes is inherited from the abstract Ssm object.

The CMTS and CCAP MUST persist all instances of the ProfileSessRule object across reinitializations.
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Table 144 - ProfileSessRule Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
Name AdminString key SIZE (1..15)
Id Unsignedint key 1..4294967295
Priority Unsignedint No 0
AuthorizationAction Enum No other(1), deny
accept(2),
deny(3)
Table 145 - ProfileSessRule Object Associations
Associated Object Name Type Near-end Far-end Label
Multiplicity | Multiplicity
Ssm Directed association to Ssm DefProfilesNameList
6.5.6.7.6.1 Name

This attribute is a unique name that associates the IP Multicast Authorization Profile Name Subtype encoding
signaled by CMs with a set of Multicast Authorization Profile Session Rules.

6.5.6.7.6.2 Id

This attribute provides a unique identifier for each CMTS configured Multicast Authorization Profile Session rule
within a Multicast Authorization Profile Name.

6.5.6.7.6.3 Priority

This attribute configures the rule priority for the static session rule. Higher values indicate a higher priority. If more
than one session rule matches a joined session, the session rule with the highest rule priority determines the
authorization action.

6.5.6.7.6.4 AuthorizationAction

This attribute specifies the authorization action for a session join attempt that matches the session rule.

The value 'accept' indicates that the rule permits a matching multicast join request is allowed. The value 'deny’
indicates that a matching multicast join request is denied.

6.5.6.7.7

This abstract object holds the shared source-specific multicast session address attributes used by the ProfileSessRule
and the CmtsGrpCfg objects.

Ssm

Table 146 - Ssm Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
SrcAddr IpAddress Yes
GrpAddr IpAddress Yes
6.5.6.7.7.1 SrcAddr

This attribute identifies a specific Multicast Source Address defined for this rule. A Source Address that is all zeros
is defined as 'all source addresses' (*, G). Source addresses are unicast addresses.
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References: [RFC 3306] sections 6 and 7.

6.5.6.7.7.2 GrpAddr

This attribute is the IP address corresponding to an IP multicast group.

6.5.6.8 DOCSIS Upstream Interface Configuration Information Model

The DOCSIS Upstream Interface configuration objects are shown in the following diagram.

UpstreamPhysicalChannel

UsOf

T
- 0.*
«key» Index : Unsignedint o0 " i s
Frequency : Unsignedint UsRfPort Index Eﬁzﬁ;‘f;quz?ghg;ﬂ?n“Im
AdminState: AdminStateType Index C——1 :
UpDownTrapEnabled : UpDownTrapEnabledType create()
Width : Enum read()
PowerLevel : Int DocsCfg write()
Create() J delete()
read()
write() UsOfdmaChannelCfg
delete() 0.1 «key»Index :
1 DocslfCfg 0.* |AdminState: AdminStateType
. LowerBdryFreq : Unsignedint
1 UpperBdryFreq : Unsignedint
UpstreamLogicalChannel -UsOfdmaModulationTemplate.index UpDownTrapEnabled : UpDownTrapEnabledType
" - DocsisChanld : Chid
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ga:;;j!ddi?I:eMn: UsOfdmaModulationTemplate RangingBackoffStart : UnsignedByte
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ProvAttrMask : AttributeMask : ! ype delete
rFrame : L ()
PowerlevelAdjust: Short )
create() IOJ
create() 1.14 read()
read() write() UsOfdmaChanDataluc
write() IntervalUsageCode delete() «key» Dataluc : UnsignedByte
delete() «key»Code : UsageCodeType
A ModType : UsModulationType I1
PreambleLen: Unsignedint P -
DifferentialEncoding: Boolean UsOfdmalnitialRangingluc 1.*
FECErrorCorrection : Unsi iers : Unsigi —
FECC: ength: |  UnsignedShort UsOfdmaMinislotCfg
cramblerSeed : UnsignedShort «key»LowerFreq : Unsignedint
S blerSeed : UnsignedSh o0 LowerF Ui sl
MaxBurstSize : UnsignedByte create| UpperFreq : Unsignedint
SedmalogicalChannel LastCodewordShortened : Boolean read() MinislotPilotPattern: UnsignedByte
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create() delete() s key»Index : UnsignedByte | °-2
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write() UsOfdmaDataluc DocsisChanld : Chid
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write()
create|
read()() delete()
write()
delete()

Figure 33 - DOCSIS Upstream Interface Configuration Information Model

6.5.6.8.1  DocsCfg

This configuration object is included in Figure 33 for reference. It is defined in Section 6.5.6.1.2, DocsCfg.

6.5.6.8.2  DocslfCfg

The DocsIfCfg object is the container for the DOCSIS 3.0 upstream interface configuration objects. It has the

following associations:
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Table 147 - DocslfCfg Object Associations

Associated Object Name

Type

Near-end
Multiplicity

Far-end
Multiplicity

Label

ModulationProfile

Directed composition to ModulationProfile

1.*

6.5.6.8.3  ModulationProfile

This object allows a modulation profile to be associated to a DOCSIS 3.0 upstream logical channel. It has a single
attribute, ModulationIndex, which is based on the Index attribute defined in docsIfCmtsModulationTable defined in

[RFC 4546].

Reference: [RFC 4546], docsIfCmtsModulationTable

Table 148 - ModulationProfile Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute
Modulationlndex Unsignedint Yes (key)
Table 149 - ModulationProfile Object Associations
Associated Object Name Type Near-end Far-end Label
Multiplicity | Multiplicity
IntervalUsageCode Directed composition to IntervalUsageCode 1..14

6.5.6.8.3.1

An index into the Channel Modulation table representing a group of Interval Usage Codes, all associated with the
same channel.

ModulationIndex

6.5.6.8.4

This object allows a list of interval usage codes to be associated with a single modulation profile. It is based on the
docsIfCmtsModulationTable defined in [RFC 4546] and will be used with the following modifications for CCAP.
The following attributes have been removed:

IntervalUsageCode

e  ModulationIndex (included in the ModulationProfile object)
e  StorageType
e  Control

e  GuardTimeSize
The IntervalUsageCode attribute has been renamed Code.

The ModType, PreambleType and ChannelType attributes have had the unknown enumerations removed and a new
enumeration, other(1), added to allow for vendor extension. The enumeration definitions can be found in the
following attributes table.

Reference: [RFC 4546], docsIfCmtsModulationTable
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Table 150 - IntervalUsageCode Object Attributes

Attribute Name

Type

Required
Attribute

Type Constraints

Units

Default
Value

ModType

Enum

No

other(1),
qpsk(2),
gam8(3),
gqam16(4),
gqam32(5),
gam64(6),
qam128(7)

gpsk

PreambleType

Enum

Yes

other(1),
apsk0(2),
apsk1(3)

ChannelType

Enum

Yes

other(1),
tdma(2),
atdma(3),
scdma(4),
tdmaAtdma(5)

6.5.6.8.5

UsRfPort

This configuration object is included in Figure 33 for reference. It is defined in Section 6.5.4.14, UsR{Port.

6.5.6.8.6

UpstreamPhysicalChannel

The UpstreamPhysicalChannel object represents SC-QAM operation on a single upstream center frequency at a

particular channel width.

Since CCAP is expected to operate with only DOCSIS 2.0 or later upstream channels, at least one
UpstreamLogicalChannel object (ifType 205) is needed to be instantiated to operate within an
UpstreamPhysicalChannel.

This object differs from previous objects in DOCSIS in that the desired input power is now set at the
UpstreamPhysicalChannel and not on a per-UpstreamLogicalChannel instance. If the target receive power level for
an individual logical channel under a physical channel is desired to be different than the target power level for the
physical channel, this can be configured using the PowerLevelAdjust attribute of the UpstreamLogicalChannel

object.

Table 151 - UpstreamPhysicalChannel Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
Index Unsignedint Yes (Key) 1.%
Frequency Unsignedint Yes 5,000,000..85,000,000 | Hertz
Width Enum Yes other(1), Hertz
200000(2),
400000(3),
800000(4)
1600000(5),
3200000(6),
6400000(7)
AdminState AdminStateType No down
UpDownTrapEnabled UpDownTrapEnabled | No true
PowerLevel Int Yes TenthdBmV

An UpstreamPhysicalChannel is contained by a single UsRfPort.

objects. It is referenced by a single MacDomain.

It contains one or more UpstreamLogicalChannel
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Table 152 - UpstreamPhysicalChannel Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
UpstreamLogicalChannel | Directed composition to UpstreamLogicalChannel 1 1.*

6.5.6.8.6.1 UpstreamPhysicalChannel Requirements

The CCAP MUST reject activation of a set of configuration objects that would cause an overlap of RF channel
frequency on any single upstream RF port.

6.5.6.8.6.2 Index

This attribute uniquely identifies an SC-QAM UpstreamPhysicalChannel on its UsRfPort. Its value is between one
and the maximum number of UpstreamPhysicalChannels supported on the UsRfPort, inclusive.

6.5.6.8.6.3 Frequency

This attribute configures the center frequency of the UpstreamPhysicalChannel, in Hertz. For DOCSIS 3.0
operation, the minimum permitted value is the center frequency such that the lower channel edge is 5000000 Hz and
the maximum permitted value is the center frequency at which the upper channel edge is 85000000 Hz. This
attribute corresponds to the docsIfUpChannelFrequency object of DOCS-IF-MIB [RFC 4546]. The CCAP MUST
reject the configuration of an UpstreamPhysicalChannel instance that overlaps in frequency with another
UpstreamPhysicalChannel instance on the same upstream RF port.

6.5.6.8.6.4 Width

This attribute configures the width of the UpstreamPhysicalChannel, in Hertz. While the only permitted values for
DOCSIS 3.0 are 1,600,000, 3,200,000, and 6,400,000, this specification also includes widths of 200,000, 400,000,
and 800,000 for backward compatibility. This attribute corresponds to the docsIfUpChannelFrequency object of
DOCS-IF-MIB [RFC 4546].

The value of other(1) is used when a vendor-extension has been implemented for this attribute.

6.5.6.8.6.5 AdminState

This attribute configures the administrative state of this instance.

6.5.6.8.6.6 UpDownTrapEnabled

This attribute configures whether linkUp/linkDown traps are enabled for this channel.

6.5.6.8.6.7 PowerlLevel

This attribute configures the desired input power level, in TenthdBmV, common to all upstream logical channels
associated with this physical channel instance. This attribute represents the desired total average receive power for
the channel regardless of whether there are 4.0 CMs operational on the channel. The power level for an individual
logical channel can deviate from the common power level through the configuration of the PowerLevel Adjust
attribute of the UpstreamLogicalChannel object.

6.5.6.8.7  UpstreamLogicalChannel

The UpstreamLogicalChannel object represents scheduled intervals of time on a single UpstreamPhysicalChannel.
An SC-QAM UpstreamLogicalChannel is either SCDMA, TDMA, ATDMA, or both TDMA and ATDMA. Each
UpstreamLogicalChannel is identified with a DOCSIS upstream channel ID. The MAP management messages
transmitted downstream by the CCAP schedule intervals of time for each DOCSIS upstream channel ID. In the
SNMP MIB, an UpstreamLogicalChannel is an interface with ifType UpstreamLogicalChannel (205).
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Table 153 - UpstreamLogicalChannel Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints

Index Unsignedint Yes (Key)
AdminState AdminStateType No down
UpDownTrapEnabled UpDownTrapEnabled No false
Channelld Chld No 0
SlotSize Unsignedint Yes ticks
RangingBackoffStart UnsignedByte Yes 0..16 power of 2
RangingBackoffEnd UnsignedByte Yes 0..16 power of 2
TxBackoffStart UnsignedByte Yes 0..16
TxBackoffEnd UnsignedByte Yes 0..16
PreEqEnable Boolean Yes
ProvAttrMask AttributeMask Yes
PowerLevelAdjust Short No TenthdB 0

This object differs from the same object in previous versions of DOCSIS in that the desired common input power is
now set at the Upstream Physical Channel and power level adjustments can only be configured on a per
UpstreamLogicalChannel basis.

Table 154 - UpstreamLogicalChannel Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
ModulationProfile Directed association to ModulationProfile 1 ModulationProfilelndex

6.5.6.8.7.1

This key attribute uniquely identifies an SC-QAM UpstreamLogicalChannel operating on the center frequency and
width of a single UpstreamPhysicalChannel. This index is in the range between one and the maximum number of
UpstreamLogicalChannel objects supported by the CCAP on an UpstreamPhysicalChannel.

Index

6.5.6.8.7.2 AdminState

This attribute stores the administrative state of the upstream logical channel.

6.5.6.8.7.3 UpDownTrapEnabled

This attribute configures whether linkUp/linkDown traps are enabled for this channel.

6.5.6.8.7.4 Channelld

This attribute permits an operator to optionally configure the upstream channel ID signaled in the DOCSIS protocol
for the UpstreamLogicalChannel. By default, the CCAP will automatically assign the DocsisUpChannelld. An
operator can create or update this attribute with a value to force the CCAP to use the configured DOCSIS channel
ID. A unique configured value exists within the MacDomain to which the UpstreamPhysicalChannel containing this
UpstreamLogicalChannel is associated. A value of zero indicates that the CCAP should automatically assign the
DOCSIS Channel ID.

6.5.6.8.7.5 SlotSize

This attribute configures the number of 6.25 microsecond ticks in each upstream minislot for the
UpstreamLogicalChannel. This attribute may have different values for the different UpstreamLogicalChannel
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objects on the same UpstreamPhysicalChannel. This attribute is applicable to TDMA and ATDMA channel types
only; its value is read and written as zero for SDCMA type channels.

6.5.6.8.7.6 RangingBackoffStart

This attribute is the initial random back-off window to use when retrying Ranging Requests. It is expressed as a
power of 2. A configured value of 16 indicates that a proprietary adaptive retry mechanism is to be used.
6.5.6.8.7.7 RangingBackoffEnd

This attribute is the final random back-off window to use when retrying Ranging Requests. It is expressed as a
power of 2. A configured value of 16 indicates that a proprietary adaptive retry mechanism is to be used.
6.5.6.8.7.8 TxBackoffStart

The initial random back-off window to use when retrying transmissions. Expressed as a power of 2. A configured
value of 16 indicates that a proprietary adaptive retry mechanism is to be used. See the associated conformance
object for write conditions and limitations.

6.5.6.8.7.9 TxBackoffEnd

The final random back-off window to use when retrying transmissions. Expressed as a power of 2. A configured
value of 16 indicates that a proprietary adaptive retry mechanism is to be used. See the associated conformance
object for write conditions and limitations.

6.5.6.8.7.10 PreEgEnable

This attribute enables pre-equalization on the UpstreamLogicalChannel when its value is true or disables pre-
equalization when its value is false.

6.5.6.8.7.11 ProvAttrMask

This attribute configures the 32-bit Provisioned Attribute Mask for the UpstreamLogicalChannel. This is used by a
CCAP to control how upstream service flows are assigned to the UpstreamLogicalChannel.

6.5.6.8.7.12 PowerlLevelAdjust

This attribute configures the adjustment from the common power level configured for the physical US channel; it is
expressed in TenthdB. The sum of the UpstreamPhysicalChannel PowerLevel and UpstreamLogicalChannel
PowerLevelAdjust determines the expected input power level for the logical channel. If the CCAP does not support
the ability to set the PowerLevelAdjust attribute to a non-zero value, the CCAP MAY log an error upon execution of
a NETCONF configuration operation that contains a negative attribute value.

6.5.6.8.8  ScdmalogicalChannel

This configuration object is constructed from the SCDMA fields of the docsIfUpstreamChannelTable defined in
[RFC 4546] and [DOCS-IFEXT2-MIB], and these attributes are used with the following modification for CCAP: a
value of "other" has been added to the MscState attribute's enumeration to allow for vendor extension. The
enumeration definition can be found in the following attributes table.

The Scdma object is an optional grouping of additional parameters to an UpstreamLogicalChannel that is defined
only for UpstreamLogicalChannel objects that reference an SCDMA modulation profile.

References: [RFC 4546], docsIfUpstreamChannelTable; [DOCS-IFEXT2-MIB]
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Table 155 - Scdmal ogicalChannel Object Attributes

Attribute Name Type Required Attribute Type Constraints Units Default Value

other(1), channelDisabled
channelEnabled(2),
channelDisabled(3),
dormant(4)

MscState Enum No

Table 156 - ScdmalL ogicalChannel Object Associations

Associated Object Type Near-end Far-end Units | Default
Name Multiplicity Multiplicity Value

UpstreamLogicalChannel Specialization of UpstreamLogicalChannel

6.5.6.8.9 TdmalLogicalChannel

This configuration object is a specialization of the docsIfUpstreamChannelTable defined in [RFC 4546] for TDMA
logical channels.

References: [RFC 4546], docsIfUpstreamChannelTable; Annex A

Table 157 - TdmalLogicalChannel Object Associations

Type Near-end Far-end Units Default

Associated Object
Multiplicity | Multiplicity Value

Name

UpstreamLogicalChannel | Specialization of
UpstreamLogicalChannel

6.5.6.8.10 AtdmalogicalChannel

This configuration object is a specialization of the docsIfUpstreamChannelTable defined in [RFC 4546] for
ATDMA logical channels.

References: [RFC 4546], docsIfUpstreamChannelTable; Annex A

Table 158 - AtdmaLogicalChannel Object Associations

Type Near-end Far-end Units Default

Associated Object
Multiplicity | Multiplicity Value

Name
UpstreamLogicalChannel | Specialization of UpstreamLogicalChannel

6.5.6.8.11 TdmaAndAtdmalogicalChannel
This configuration object is a specialization of the docsIfUpstreamChannelTable defined in [RFC 4546] for mixed
TDMA/ATDMA logical channels.

References: [RFC 4546], docsIfUpstreamChannelTable; Annex A

Table 159 - TdmaAndAtdmaLogicalChannel Object Associations

Associated Object Type Near-end Far-end Units Default
Name Multiplicity | Multiplicity Value

Scdma Specialization of UpstreamLogicalChannel
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6.5.6.8.12 UsOfdmaChannelCfg
This object specifies the upstream OFDMA Parameters for a single upstream OFDMA channel.

Upstream OFDMA channel band edge limits depend on the mode of operation to which DOCSIS equipment is
configured to operate. Refer to [PHYV3.1] Upstream CM Spectrum section, for the upstream OFDMA boundary
frequency limits when equipment is configured to be compliant with the DOCSIS 3.1 and (non-FDX and non-FDD
extended spectrum) DOCSIS 4.0 frequency plans. Refer to [PHYV4.0] Upstream and Downstream Frequency Plan
section for the upstream OFDMA boundary frequency limits for the plant when equipment is configured to be
compliant with FDX mode. Refer to [PHYV4.0] Upstream and Downstream Frequency Plan for FDD Operation
section for the upstream OFDMA boundary frequency limits when the equipment is configured to be compliant with

FDD mode.

Table 160 - UsOfdmaChannelCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Index UnsignedShort Key
AdminState AdminStateType No down
LowerBdryFreq Unsignedint Yes 5000000..588000000 Hz
UpperBdryFreq Unsignedint Yes 11400000..684000000 | Hz
UpDownTrapEnabled UpDownTrapEnabled | No true
DocsisChanld Chid No 0
ProvAttribMask AttributeMask Yes
TxBackoffStart UnsignedByte Yes 0..16 power of 2
TxBackoffEnd UnsignedByte Yes 0..16 power of 2
RangingBackoffStart UnsignedByte Yes 0..16 power of 2
RangingBackoffEnd UnsignedByte Yes 0..16 power of 2
TargetRxPower Unsignedint Yes TenthdBmV
Table 161 - UsOfdmaChannelCfg Object Associations
Associated Object Name Type Near-end Far-end Label
Multiplicity | Multiplicity
UsOfdmaModulationTemplate* | Directed association to 0.* 0..1 UsOfdmaModulationTemplat
UsOfdmaModulationTemplate e.Index
UsOfdmaChanDataluc Directed composition to 1 0.7
UsOfdmaChanDataluc
UsOfdmaOverlapChannelCfg Directed composition to 1 0.2 UsOfdmaOverlapChannel Cf
UsOfdmaOverlapChannelCfg g Index

*A template does not need to be assigned if the vendor supports automatic profile assignment.

6.5.6.8.12.1 Index

This attribute is a key defined to provide an index into the table.

6.5.6.8.12.2 AdminState
This attribute is the admin state for the upstream OFDMA channel.

6.5.6.8.12.3 LowerBdryFreq
This attribute defines the lower frequency for the US Channel.
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Per the CM Transmitter Output Signal Characteristics table in [PHYv4.0], the minimum occupied bandwidth is 6.4

MHz and 10 MHz for 25 kHz and 50 kHz Subcarrier Spacing, respectively. Thus, for 25kHz Subcarrier Spacing the
maximum value for this attribute is 197,600,000 Hz and for 50 kHz Subcarrier Spacing the maximum value for this
attribute is 194,000,000 Hz.

When an OFDMA channel is configured with 25 kHz Subcarrier Spacing, the CCAP MUST reject configurations
where UpperBdryFreq - LowerBdryFreq < 6.4 MHz.

Similarly, when an OFDMA channel is configured with 50 kHz Subcarrier Spacing, the CCAP MUST reject
configurations where UpperBdryFreq - LowerBdryFreq < 10 MHz.

6.5.6.8.12.4 UpperBdryFreq

This attribute defines the upper frequency for the US Channel. The CCAP MUST reject configurations where
UpperBdryFreq - LowerBdryFreq > 96 MHz.

6.5.6.8.12.5 UpDownTrapEnabled

This attribute indicates if a trap should be sent when the Channel transitions from enable to disable and disable to
enable.

6.5.6.8.12.6 DocsisChanld

This attribute permits an operator to optionally configure the upstream channel ID signaled in the DOCSIS protocol
for the OFDMA upstream channel. By default, the CCAP will automatically assign the DOCSIS Channel ID. An
operator can create or update this attribute with a value to force the CCAP to use the configured DOCSIS Channel
ID. A unique configured value exists within the MacDomain to which the OFDMA Channel is associated for each
channel in that MacDomain - SC or OFDMA. A value of zero indicates that the CCAP should automatically assign
theDOCSIS Channel ID.

6.5.6.8.12.7 ProvAttribMask
This attribute configures the 32-bit Provisioned Attribute Mask for the OFDMA upstream channel. This is used by a
CCAP to control how upstream service flows are assigned to the OFDMA upstream channel.

6.5.6.8.12.8 TxBackoffStart

This attribute is the initial random back-off window to use when retrying transmissions. Expressed as a power of 2.
A configured value of 16 indicates that a proprietary adaptive retry mechanism is to be used. See the associated
conformance object for write conditions and limitations.

6.5.6.8.12.9 TxBackoffEnd

This attribute is the final random back-off window to use when retrying transmissions. Expressed as a power of 2. A
configured value of 16 indicates that a proprietary adaptive retry mechanism is to be used. See the associated
conformance object for write conditions and limitations.

6.5.6.8.12.10 RangingBackoffStart

This attribute is the initial random back-off window to use when retrying Ranging Requests. It is expressed as a
power of 2. A configured value of 16 indicates that a proprietary adaptive retry mechanism is to be used.
6.5.6.8.12.11 RangingBackoffEnd

This attribute is the final random back-off window to use when retrying Ranging Requests. It is expressed as a
power of 2. A configured value of 16 indicates that a proprietary adaptive retry mechanism is to be used.
6.5.6.8.12.12 TargetRxPower

This attribute provides the power of the expected commanded received signal in the channel, referenced to the
CCAP input. The value represents the power spectral density in an equivalent 1.6 MHz spectrum.
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6.5.6.8.13 UsOfdmaChanDataluc

This object specifies the US OFDMA data IUC whose defaults are being changed for some frequency range within
the channel.

Table 162 - UsOfdmaChanDataluc Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Dataluc UnsignedByte | Key 5/6/9|10]11[12|13

Table 163 - UsOfdmaChanDataluc Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
UsOfdmaMinislotCfg Directed composition to UsOfdmaMinislotCfg 1 1.*

6.5.6.8.13.1 Dataluc
This attribute is the data IUC being configured.

6.5.6.8.14 UsOfdmaMinislotCfg

This object defines the modulation and pilot pattern for one or more consecutively numbered minislots, where one
or both of these parameters differ from the default for the OFDMA profile for this channel. The minislots affected
are defined by a frequency range. If partial minislots match the frequency range, it is vendor-dependent whether
those partially matching minislots use the modulation and pilot pattern as defined in this object or the modulation
and pilot pattern defined by the modulation profile.

Table 164 - UsOfdmaMinislotCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
LowerFreq Unsignedint Key 5000000- Hz
197600000
UpperFreq Unsignedint Yes 11400000- Hz
204000000
MinislotPilotPattern UnsignedByte Yes 1..14
MinislotModulation UsOfdmaModulationType | Yes

6.5.6.8.14.1 LowerFreq

This attribute defines the start frequency where the minislots will use the pilot pattern and modulation as specified
by this object, instead of the defaults for the channel. LowerFreq needs to be within the frequencies allotted to the
channel. The CCAP MUST reject a configuration where the lower frequency is outside of the channel frequency
range.

6.5.6.8.14.2 UpperFreq

This attribute defines the end frequency where the minislots will use the pilot pattern and modulation as specified by
this object, instead of the defaults for the channel. The UpperFreq value needs to be greater than or equal the
LowerFreq value. The CCAP MUST reject a configuration where the upper frequency is outside of the channel
frequency range.
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6.5.6.8.14.3 MinislotPilotPattern

This attribute defines the pilot pattern for the minislot. All samples in the minislot have the same pilot pattern.
Channels using 2k mode are restricted to patterns 1-7. In 2k mode, the CCAP MUST reject a configuration with
mixture of pilot patterns 1-4 and 5-7 on the same OFDMA channel.

Channels using 4k mode are restricted to patterns 8-14. In 4k mode, the CCAP MUST reject a configuration with a
mixture of pilot patterns 8-11 and 12-14 on the same OFDMA channel.

Reference: [PHYVv4.0], Upstream Pilot Pattern section

6.5.6.8.14.4 MinislotModulation

This attribute defines the modulation for the minislot. All samples in the minislot have the same modulation.

6.5.6.8.15 UsOfdmaOverlapChannelCfg

This object defines configuration for Overlapping OFDMA Channels (OOC). The use case for OOC is described in
[MULPIvV3.1].

When the OOC capability is configured for an OFDMA Channel, the "Physical OFDMA Channel" is defined via
UsOfdmaChannelCfg parameters. The Physical OFDMA Channel is the channel which corresponds directly with
the PHY burst receiver. There is an implied "Base Overlap Channel" which assumes the full configuration defined
for the Physical OFDMA Channel. There may be either one or two additional Overlap Channels sharing the Physical
OFDMA Channel. These Overlap Channels inherit the same configuration as the Base Overlap/Physical OFDMA
Channel except that the DOCSIS Channel ID and the OFDMA Channel upper boundary frequency of each Overlap
Channel need to be unique to the respective Overlap Channel.

Table 165 - UsOfdmaOverlapChannelCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
Index UnsignedByte Key 1.2
Enabled Boolean Yes
DocsisChanld Chid No 0
UpperBdryFreq Unsignedint Yes 11400000..108000000 | Hz

6.5.6.8.15.1 Index

This key identifies a non-Base Overlap Channel of a specific Physical OFDMA Channel. The Base Overlap Channel
configuration is considered equivalent to the Physical Channel configuration and is consequently not identified with
a separate UsOfdmaOverlapChannelCfg.

6.5.6.8.15.2 Enabled

This attribute, when set to 'true’, enables OOC for the Overlap Channel associated with this instance. When set to
'false', OOC is disabled for the Overlap Channel associated with this instance.

6.5.6.8.15.3 DocsisChanld

This attribute defines the upstream channel ID signaled in the DOCSIS protocol for the Overlap Channel. By default
the CCAP will automatically assign the DOCSIS Channel ID. An operator can create or update this attribute with a
value to force the CCAP to use the configured DOCSIS Channel ID. A unique DocsisChanld value exists for each
DOCSIS upstream channel in the MAC Domain. The value zero is reserved for use when the DOCSIS Channel ID
is unknown.

The CCAP MUST reject an UsOfdmaOverlapChannelCfg configuration where the specified DocsisChanld is
already in use in the MAC Domain.
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6.5.6.8.15.4 UpperBdryFreq

This attribute defines the upper boundary frequency of the Overlap Channel. The configured value needs to be less
than or equal to the UpperBdryFreq value defined in the UsOfdmaChannelCfg of the associated Physical OFDMA
Channel. It also needs to be at least a minimum distance, defined by minimum OFDMA channel sizes specified in
[PHYV3.1], above the LowerBdryFreq value defined for the Physical OFDMA Channel.

The CCAP MUST reject configurations where the Overlap Channel UpperBdryFreq > the Physical Channel
UpperBdryFreq.
6.5.6.8.16 UsOfdmaExclusion

This object specifies an exclusion band for an OFDMA channel. Exclusion bands can be located anywhere in the
upstream spectrum and can be as small as one subcarrier.

An OFDMA channel can contain multiple exclusion bands. The CCAP uses these frequency ranges to create a list of
subcarriers that fall within these frequencies that will have no signal.

The CCAP MUST reject the configuration of exclusions if the total number of active subcarriers would fall below
6400 / 25 =256 for 25 kHz Subcarrier Spacing or below 10000 / 50 = 200 for 50 kHz Subcarrier Spacing.

Table 166 - UsOfdmaExclusion Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
StartUsFreq Unsignedint Key 5000000..204000000 Hz
EndUsFreq Unsignedint Yes 5000000..204000000 Hz

6.5.6.8.16.1 StartUsFreq

This attribute defines the beginning frequency of the exclusion band.

6.5.6.8.16.2 EndUsFreq

This attribute defines the end frequency of the exclusion band. The CCAP MUST reject configurations where
EndUsFreq < StartUsFreq. The CCAP SHOULD reject configurations which contain exclusion frequency ranges
that overlap. Note: If the boundary of an exclusion falls within the frequency range of a configured subcarrier, the
CCAP will exclude the entire subcarrier.

6.5.6.8.17 UsOfdmaModulationTemplate

UsOfdmaModulationTemplates are global. Each defines some of the US channel parameters, plus provides a
definition for the two ranging IUCs and for at least one data [UC.

Table 167 - UsOfdmaModulationTemplate Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute | Constraints
Index UnsignedByte Key
Name String Yes 1..32
Description String No 0..255
SubcarrierSpacing Enum Yes other(1),
25kHz(2),
50kHz(3)
CyclicPrefix UsOfdmaCyclicPrefixType Yes Number of
samples
RolloffPeriod UsOfdmaWindowingSizeType | Yes Number of
samples
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Attribute Name Type Required Type Units Default Value
Attribute Constraints

NumSymbolsPerFrame Unsignedint Yes 6..36

Table 168 - UsOfdmaModulationTemplate Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
UsOfdmalnitialRangingluc Directed composition to 1 1

UsOfdmalnitialRangingluc

UsOfdmaFineRangingluc Directed composition to 1 1
UsOfdmaFineRangingluc

UsOfdmaDataluc Directed composition to UsOfdmaDataluc 1 1.7

6.5.6.8.17.1 Index

This attribute is a key defined to provide an index into the table.

6.5.6.8.17.2 Name
This attribute contains the name of this OFDMA modulation profile.

6.5.6.8.17.3 Description
This attribute contains a description of this OFDMA modulation profile.

6.5.6.8.17.4 SubcarrierSpacing
This attribute defines the subcarrier spacing and, therefore, the FFT (2k or 4k) for the channel.

6.5.6.8.17.5 CyclicPrefix

This data type is defined to specify the allowed values for applying cyclic prefix for mitigating interference due to
microreflections.

6.5.6.8.17.6 RolloffPeriod

This data type is defined to specify the allowed values for applying windowing to maximize the capacity of the
upstream channel.

6.5.6.8.17.7 NumSymbolsPerFrame

In [PHYV4.0], this attribute is referred to as K the "Number of symbol periods per frame." For 50 kHz Subcarrier
Spacing, the CCAP MUST reject configurations where NumSymbolsPerFrame exceeds Kmax and where Koy is
defined in [PHYV4.0] as follows:

Kmax = 18 for BW > 72 MHz
Kmax = 24 for 48 MHz < BW <72 MHz
Kmax =36 for BW <48 MHz

For 25 KHz Subcarrier Spacing, the CCAP MUST reject configurations where NumSymbolsPerFrame exceeds
Kmax where Kmax is defined in [PHYVv4.0] as follows:

Kinax =9 for BW > 72 MHz
Kiax = 12 for 48 MHz < BW < 72 MHz
Kimax = 18 for BW <48 MHz
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Where BW is defined as the encompassed spectrum of the associated OFDMA channel.
Reference: [PHYVv4.0] Minislot Structure.

6.5.6.8.18 UsOfdmalnitialRangingluc
This object specifies an initial ranging Interval Usage Code (IUC type 3) for OFDMA US channels.

Table 169 - UsOfdmalnitialRangingluc Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
NumSubcarriers UnsignedShort | Yes 16..128
GuardBand UnsignedShort | Yes Hz

6.5.6.8.18.1 NumSubcarriers

This attribute defines maximum number of subcarriers for fine ranging. This is the maximum number of subcarriers
for initial ranging, not including the guard band. This value is limited to a maximum of 64 subcarriers with 50 kHz
subcarrier spacing and a maximum of 128 subcarriers with 25 kHz subcarrier spacing ([PHYv4.0], section Allowed
Values and Ranges for Configuration Parameters).

6.5.6.8.18.2 GuardBand

This attribute is the sum of the upper and lower guard bands for initial ranging in Hz. The valid range is
implementation-specific.

6.5.6.8.19 UsOfdmaFineRangingluc

This object specifies an initial ranging Interval Usage Code (IUC type 4) for OFDMA US channels.

Table 170 - UsOfdmaFineRangingluc Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
NumSubcarriers UnsignedShort | Yes 16..512
GuardBand Unsignedint Yes Hz

6.5.6.8.19.1 NumSubcarriers

This attribute defines maximum number of subcarriers for fine ranging. The following rules apply ([PHYV4.0],
Allowed Values and Ranges for Configuration Parameters):

e  The maximum number of subcarriers for fine ranging, including subcarriers in the exclusion zones but
excluding the guard band, cannot exceed 512 subcarriers with either 25 kHz or 50 kHz subcarrier spacing.
The CCAP MUST reject a fine ranging configuration that includes more than 512 subcarriers, not including
the guard band.

e  The maximum number of subcarriers for fine ranging, excluding the subcarriers in the guard band and
subcarriers in the exclusion bands, cannot exceed 256 subcarriers with 50 kHz subcarrier spacing and
cannot exceed 512 subcarriers with 25 kHz subcarrier spacing. Note that if 512 subcarriers are used, there
cannot be exclusion bands within the fine ranging signal to comply with the previous requirement. The
CCAP MUST reject a fine ranging configuration that does not meet these guidelines.

6.5.6.8.19.2 GuardBand

This attribute is the sum of the upper and lower guard bands for fine ranging in Hz. The valid range is
implementation specific.
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6.5.6.8.20 UsOfdmaDataluc

This object specifies a data Interval Usage Code for OFDMA upstream channels. The CCAP MUST reject
configuration of a UsOfdmaModulationTemplate that does not contain an instance of [UC 13.

Table 171 - UsOfdmaDataluc Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
Dataluc UnsignedByte Key 5|6]9]10]11]12|13
DefaultModulation UsOfdmaModulationType | Yes
DefaultPilotPattern UnsignedByte Yes 1..14

6.5.6.8.20.1 Dataluc

This attribute is a key into the UsOfdmaDataluc table. The CCAP MUST reject configurations which do not contain
an instance with a value of 13 (IUC 13 represents the lowest common denominator OFDMA profile for a given
upstream channel).

Reference: [MULPIv4.0], Assignment of OFDMA Upstream Data Profile (OUDP) IUCs

6.5.6.8.20.2 DefaultModulation

This attribute is the default modulation for the minislots in this US OFDMA channel.

6.5.6.8.20.3 DefaultPilotPattern

This attribute is default pilot pattern for the minislots in this US OFDMA channel. Channels using 2k mode are
restricted to patterns 1-7, while channels using 4k mode are restricted to patterns 8-14 ([PHYv4.0], Upstream Pilot
Pattern section). In 2k mode, the CCAP MUST reject a configuration that allows a mixture of pilot patterns 1-4 and
5-7 on the same OFDMA modulation template.

In 4k mode, the CCAP MUST reject a configuration that allows a mixture of pilot patterns 8-11 and 12-14 on the
same OFDMA modulation template.

6.5.6.9 Downstream DOCSIS and Video Channel Configuration Information Model

The Downstream DOCSIS and Video Channel configuration objects are shown in the following diagram.
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Figure 34 - Downstream DOCSIS and Video Configuration Information Model

6.5.6.9.1  DsRfPort

The DsRfPort object is defined in Section 6.5.4.11 and referenced here. The following associations are defined in
Figure 25.

Table 172 - DsRfPort Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
DownChannel Composition to DownChannel 1 0..158 Index
DsOfdmChannelCfg Composition to DsOfdmChannelCfg 1 0..16 Index
DsNcpExclusionCfg Directed composition to DsNcpExclusionCfg 1 0.*
DsOfdmExclusionCfg Directed composition to DsOfdmExclusionCfg | 1 0..*

6.5.6.9.2 DownChannel

The DownChannel object contains the attributes used when configuring a QAM channel. This object is contained
within a DsRfPort.

A DsRfPort contains a number of configured DownChannel objects. A DownChannel is either a
VideoDownChannel or a DocsisDownChannel. The PHY parameters for a down channel are specified by
associating a down channel with a PHY profile, either a VideoPhyProfile or DocsisPhyProfile, depending on the
down channel type. If a PHY profile is not specified, the CCAP will provide vendor-specific PHY defaults. A
DownChannel is a generalization of either a VideoDownChannel or a DocsisDownChannel.
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If a Down Channel instance is managed by an ERM, it will contain ERM parameters.

Table 173 - DownChannel Object Attributes

Attribute Name Type Required Attribute Type Units Default Value
Constraints
Index Unsignedint Yes (Key) 0..158
AdminState AdminStateType No down
UpDownTrapEnabled UpDownTrapEnabled | No true
PowerAdjust TenthdB No TenthdB 0
Frequency Unsignedint Yes Hertz
RfMute Boolean No false
QamAlias String See attribute description
ErmAdvertising Boolean Yes
Table 174 - DownChannel Object Associations
Associated Type Near-end Far-end Label
Object Name Multiplicity Multiplicity
ErmParams Directed composition to ErmParams 0..1
6.5.6.9.2.1 Index

This key identifies a downstream channel on a specific downstream RF Port.

6.5.6.9.2.2 AdminState

This attribute represents the administrative status of the channel. Setting the value to down(3) results in the channel
being muted. The value of testing(4) is used to generate a continuous test wave on this QAM channel.

6.5.6.9.2.3 UpDownTrapEnabled

This attribute configures whether linkUp/linkDown traps are enabled for this channel.

6.5.6.9.2.4 PowerAdjust

This attribute represents the power gain for the channel. It is expressed in TenthdB.

6.5.6.9.2.5 Frequency

This attribute specifies the center frequency of the channel. It is expressed in Hertz. The CCAP MUST reject the
configuration of a DownChannel instance that overlaps in frequency with another DownChannel instance on the
same downstream RF port.

6.5.6.9.2.6 RfMute

This attribute configures the mute state for the specific DownChannel. If set to true, the ifOperStatus of the
VideoDownChannel or DocsisDownChannel associated with this instance of DownChannel is set to "down". If set
to false, no muting takes place. Operation while muted is described in [DRFI].

6.5.6.9.2.7 QamAlias

This attribute represents the name of the QAM channel and is equivalent to the ifAlias object in the IF-MIB [RFC
4546]. A value for this attribute is required for DownChannels that are advertised to an ERM. Advertised channels
are reported to the ERM via the [RMI-SDR] interface.
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6.5.6.9.2.8 ErmAdvertising

This attribute represents the ERRP/ERM advertisement state of the QAM channel. If set to true, the QAM channel is
advertised; otherwise it is not advertised. For ERRP, this is primarily useful when statically configuring the QAM
channels and when the QAM channel is not made part of the ERM channel list. This attribute is optional for
DocsisDownChannel.

6.5.6.9.2.9 ERM Management of DownChannel Instances

A CCAP that supports the Resource Management Interfaces (RMI) will support the following types of video down
channels:

e  Dynamically Managed: The VideoDownChannel instance is configured with an empty output transport
stream and is dynamically managed by the ERM. These channels are advertised to the ERM and the ERM
uses the ERM-EDGE interface to setup video sessions.

e  UDP Port Mapped: The VideoDownChannel instance is configured with an output transport stream and
VideoSessions that are statically mapped to a UDP port via a StaticUdpMap object instance. The CCAP
listens on the configured UDP ports for narrowcast content and multiplexes packets received onto the
appropriate VideoSession output transport stream on a VideoDownChannel instance. These channels are
advertised to the ERM, but since they are statically provisioned, the ERM does not actively manage the
channel.

e Statically Configured: The VideoDownChannel instance is configured with SPTS and MPTS program
streams that make up linear broadcast content. These channels are not advertised to an ERM.

DownChannel instances in which ErmAdvertising is true are reported by the CCAP to the ERM, as described in
[RMI-SDR]. The CCAP identifies a given down channel instance to the ERM by its output TSID and its QAM name
(configured in the QamAlias attribute). The CCAP MUST reject the configuration of a VideoDownChannel or a
DocsisDownChannel if it is advertised to the ERM but does not have both output TSID and QamAlias configured.

When a change in configuration results in the properties of an advertised down channel instance changing, the
CCAP transmits its complete configuration data to the ERM, as specified in [RMI-SDR].

6.5.6.9.2.10 DownChannel Configuration Constraints

The CCAP MUST reject activation of a set of configuration objects that would attempt to enable more than one
QAM channel with the same center frequency on any single downstream RF port.

There are two types of QAM in the CCAP device regarding the advertisement to the ERM.

e Pilot QAM that are advertised
e Replicated QAM that are not advertised

In the CCAP configuration model, there are two types of Output TSIDs: VideoOutputTsid, required for all
VideoDownChannel instances, and DocsisOutputTsid, an optional attribute of a DocsisDownChannel. The CCAP
MAY reject configurations that cause the same Output TSID value to be advertised to the same ERM more than
once; therefore, exactly one pilot QAM is advertised to the ERM per replication group. If the CCAP allows
configurations in which the same output TSID is configured to be advertised to the ERM for multiple down
channels, then the CCAP MUST only advertise one of those TSIDs to the ERM as a pilot QAM. The CCAP will use
vendor-proprietary rules to decide which QAM to advertise as the pilot in this case.

When a change in configuration results in a replicated QAM transitioning to a pilot QAM, the CCAP MUST
advertise the transitioned QAM as a new resource to the ERM.

When a change in configuration results in a pilot QAM transitioning to a replicated QAM, the CCAP MUST notify
the ERM and delete the corresponding QAM resource from the ERM. This notification takes place so the sessions
can be properly torn down and repositioned.

When advertising the pilot QAM to the ERM, the CCAP MUST include a list all fiber nodes to which it is
replicated.
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Output TSIDs are unique per DsRfPort. Therefore, when the CCAP replicates a QAM, the CCAP MUST de-
advertise that QAM from the ERM.

The CCAP MUST reject configurations of Output TSIDs values that are not unique on a specific DsRfPort.

The CCAP MUST support the configuration of whether or not duplicate Output TSID values are allowed on the
CCAP.

6.5.6.9.2.11 Output Replication Requirements

An input transport stream is a sequence of MPEG frames received at a single IP address and UDP port by the
CCAP. An input transport stream typically consists of a set of programs that are each identified by an input program
number. Each input program consists of a number of elementary streams, each individually identified by a PID. An
input transport stream may contain elementary streams that are not part of a program.

A VideolnputTs object configures an input transport stream. A UnicastVideolnputTs object configures a unicast
input transport stream; a MulticastVideolnputTs object configures a multicast input transport stream.

An output transport stream is defined as a sequence of MPEG frames transmitted by a CCAP. An output transport
stream typically consists of multiple output programs. Each output program consists of a set of elementary streams
each identified by an individual PID. An output Multi-Program Transport Stream (MPTS) is an output transport
stream that contains tables that identify its programs and associated elementary streams. An output TSID is a 16-bit
number that uniquely identifies a MPTS in a streaming zone.

A VideoOutputTs object statically configures a video output transport stream on the CCAP. A VideoOuputTs object
is identified with a CCAP-unique Index. A VideoOutputTs object is statically associated with either
MptsPassThruSession instances or can be configured as an MPTS that multiplexes several ProgramSession instances
and/or PidSession instances. VideoOutputTs instances are only associated with sessions, not directly with video
input transport streams. A VideoOutputTs instance is associated with a VideoDownChannel instance, configured
with a VideoOutputTsid that is included in its PAT, as transmitted by the CCAP.

A ProgramSession object statically configures the mapping of input transport streams to one or more VideoOutputTs
instances. A PidSession object statically configures the mapping of input elementary streams to VideoOutputTs
instances. An MptsPassThruSession object statically configures the mapping of an entire input MPTS to
VideoOutputTs instances.

It is expected that a given MPTS identified by a unique VideoOutputTs Index can be replicated on more than one
CCAP RF port. For example, a narrowcast VOD or SDV MPTS may be transmitted to two, three, or four CCAP
downstream RF ports, while digital broadcast video content may be replicated to most or all CCAP downstream RF
ports.

A VideoOutputTs instance is statically configured to one or more VideoDownChannel instances via its association
to the VideoDownChannel instances in which it will be included. Each VideoDownChannel object represents the
contents transmitted on a single RF port at a single frequency. The CCAP MUST replicate the output transport
stream represented by a VideoOutputTs object to all of the QAM channels represented by the VideoDownChannel
objects to which the VideoOutputTs is associated.

Depending on CCAP vendor implementation, the CCAP MAY transmit the replicated MPEG packets of the
multiplexed set of video sessions in exactly the same order.

The CCAP MUST meet all MPEG requirements, per [MPEG], for replicated video sessions.

The CCAP SHOULD allow the configuration of different frequencies and DownChannelPhyParams for different
VideoDownChannels to which a VideoOutputTs instance is associated.

The CCAP MAY reject a configuration in which a VideoOutputTs is associated with VideoDownChannel instances
that reside on different frequencies.
6.5.6.9.3  DocsisDownChannel

The DocsisDownChannel object is a DownChannel used exclusively for DOCSIS. The DownChannel is its
generalization.

204 CableLabs® 06/05/24



CCAP™ Operations Support System Interface Specification CCAP-0OSSIv4.0-111-240605

The DocsisDownChannel object is a specialization of DownChannel.

Some CCAP implementations may implement the association of non-primary capable downstream channels with
MAC domain indirectly, based on RF plant topology configuration. In such a case, CCAP device may ignore
configuration settings communicated through the label Non-PrimaryCapableDs. If a DocsisDownChannel is not
associated with a DocsisPhyProfile instance, the CCAP provides vendor-specific PHY defaults.

Table 175 - DocsisDownChannel Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Id Chid Yes
SfProvAttrMask AttributeMask Yes
DocsisOutputTsid UnsignedShort No 0

Table 176 - DocsisDownChannel Object Associations

Associated Type Near-end Far-end Label
Object Name Multiplicity Multiplicity
DownChannel Specialization of DownChannel
DocsisPhyProfile Directed association to DocsisPhyProfile 0.x 1 DocsisPhyProfilelndex
6.5.6.9.3.1 Id

Unique identifier for the DocsisDownChannel. A value of 0 (zero) means that the CCAP will automatically assign
the DOCSIS Channel ID.
6.5.6.9.3.2 SfProvAttrMask

This attribute contains Provisioned Attribute Mask of non-bonded service flow assignment to this channel.

6.5.6.9.3.3 DocsisOutputTsid

This attribute specifies the optional output TSID of the channel. The TSID is globally unique per CCAP. Replicated
output streams share the same Output TSID.

6.5.6.9.4  VideoDownChannel

The VideoDownChannel object is a DownChannel used exclusively for video channel configuration. If a
VideoDownChannel is not associated with an instance of VideoPhyProfile, the CCAP provides vendor-specific

defaults.

Table 177 - VideoDownChannel Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
VideoOutputTsid UnsignedShort Yes

Table 178 - VideoDownChannel Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
DownChannel Specialization of DownChannel
VideoPhyProfile Directed association to 0.” 1 VideoPhyProfileIndex
VideoPhyProfile
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6.5.6.9.4.1 VideoOutputTsid

This attribute specifies the output TSID of the channel and is required for a VideoDownChannel. The TSID is
globally unique per CCAP. Replicated output streams share the same Output TSID.

6.5.6.9.5  DocsisPhyProfile

The DocsisPhyProfile object is a specialization of the DownChannelPhyParams object and allows PHY parameters
to be specified for a DocsisDownChannel instance.

Table 179 - DocsisPhyProfile Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Index Unsignedint Yes

Table 180 - DocsisPhyProfile Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity

DownChannelPhyParams Specialization of DownChannelPhyParams

6.5.6.9.5.1 Index

This attribute specifies a unique index for this instance of DocsisPhyProfile.

6.5.6.9.6  VideoPhyProfile

The VideoPhyProfile object is a specialization of the DownChannelPhyParams object and allows PHY parameters
to be specified for a VideoDownChannel instance.

Table 181 - VideoPhyProfile Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
Index Unsignedint Yes
SpectrumlinversionEnabled | Boolean No false
SymbolRateOverride UnsignedLong | No Symbols per second

Table 182 - VideoPhyProfile Object Associations

Associated Object Type Near-end Far-end Units Default Value
Name Multiplicity Multiplicity

DownChannelPhyParams | Specialization of
DownChannelPhyParams

6.5.6.9.6.1 Index

This attribute specifies a unique index for this instance of VideoPhyProfile.
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6.5.6.9.6.2 Spectruminversion

This attribute specifies RF Signal Spectrum inversion. When set to true, it indicates that the QAM channel spectrum
is inverted.

6.5.6.9.6.3 SymbolRateOverride

This attribute allows the default symbol rate for the VideoPhyProfile to be overridden, expressed in symbols per

second. If not specified, channels configured to use this VideoPhyProfile operate with the value specified by
DOCSIS for the Annex and modulation.
6.5.6.9.7 DownChannelPhyParams

DownChannelPhyParams is an abstract object that can be used to specify the physical attributes of an SC-QAM
DownChannel.

Table 183 - DownChannelPhyParams Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute

Modulation Enum No other(1), gam256
gam64(2),
gqam128(3),
gam256(4),
gam512(5),
gqam1024(6)

InterleaverDepth Enum No other(1), fecl128J1
fecl8J16(2),
fecl12J17(3),
fecl16J8(4),
fecl32J4(5),
fecl64J2(6),
fecl128J1(7),
fecl128J2(8),
fecl128J3(9),
fecl128J4(10),
fecl128J5(11),

(

(

(

fecl128J6(12),
fecl128J7(13),
fecl128J8(14)

DsPhyStandard Enum No other (1), j83annexB
dvbc(2),

j83annexB(3),
j83annexC(4)

6.5.6.9.7.1 Modulation

Defines the modulation type used. The value of other(1) is used when a vendor-extension has been implemented for
this attribute.

6.5.6.9.7.2 InterleaverDepth

This attribute represents the interleaving depth or operation mode of the interleaver. The value of other(1) is used
when a vendor-extension has been implemented for this attribute.

This attribute is ignored when DsPhyStandard has a value other than j83annexB(3).

6.5.6.9.7.3 DsPhyStandard

This attribute specifies the standard supported by the QAM channel. A value of dvbc(2) corresponds to J.83 Annex
A. The value of other(1) is used when a vendor-extension has been implemented for this attribute. Note: This
attribute only applies to SC-QAM downstream channels, thus there is no value to represent OFDM channels.
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6.5.6.9.8 DsOfdmChannelCfg

This object defines the downstream OFDM channel table. OFDM channels only carry DOCSIS traffic; they cannot
be used to carry EQAM video traffic. The downstream OFDM channel bandwidth can be any value from 24MHz to
192MHz. Smaller bandwidths than 192MHz are achieved by nulling subcarriers prior to the IDFT, i.e., by adjusting
the equivalent number of active subcarriers while maintaining the same subcarrier spacing of 25kHz or 50kHz.

The CCAP can be configured for up to 16 distinct data profiles. The CCAP can also be configured with a
modulation order for NCP (per channel) and the list of frequency exclusions for NCP (per DS RF port). The list of
NCP exclusions is specified in Section 6.5.6.9.12 DsNcpExclusionCfg.

If the CCAP does not support automatic configuration of profile 0, the CCAP MUST reject the configuration if
profile 0 (aka profile A) is not configured.

If no lower or upper guard band is associated with the channel, then the width of that guard band for the channel will
be automatically configured by the CCAP.

The downstream OFDM band edge limits depend on the mode of operation to which DOCSIS equipment is
configured to operate. Refer to [PHYV3.1] Downstream CM Spectrum section, for the downstream OFDM boundary
frequency limits when equipment is configured to be compliant with the DOCSIS 3.1 and (non-FDX and non-FDD
extended spectrum) DOCSIS 4.0 frequency plans. Refer to [PHYV4.0] Downstream FDX CM Spectrum section for
the downstream OFDM boundary frequency limits when equipment is configured to be compliant with FDX mode.
Refer to [PHYV4.0] Upstream and Downstream Frequency Plan for FDD Operation section for the downstream
OFDM boundary frequency limits when the equipment is configured to be compliant with FDD mode.

Table 184 - DsOfdmChannelCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value

Index Unsignedint Key
AdminState AdminStateType No Down(2)
DocsisChanld Chlid No 0
LowerBdryFreq Unsignedint Yes 108000000..1772000000 Hz
UpperBdryFreq UnsignedIint Yes 130000000..1794000000 Hz
PlcFreq Unsignedint Yes 108000000..1788000000 Hz
CyclicPrefix DsOfdmCyclicPrefixType | Yes samples
RolloffPeriod DsOfdmWindowingType | Yes samples
TimelnterleaverDepth | UnsignedByte Yes 1.16]1..32 OFDM Symbols
SubcarrierSpacing Enum Yes Hz
UpDownTrapEnabled | UpDownTrapEnabled Yes
PilotScaleFactor Unsignedint No 48..120 48
PowerAdjust Short No TenthdB 0
NcpModulation DsOfdmModulationType | No gpsk(3)|gam16(4)|qgam64(5) gam16(4)

Table 185 - DsOfdmChannelCfg Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
DsOfdmProfileCfg Directed composition to 1..16
DsOfdmProfileCfg
OfdmGuardBandCfg Directed aggregation to 0.* 1 DsOfdm ChannelCfg:
(see requirement below) | OfdmGuardBandCfg LowerGuard BandIndex =
OfdmGuard BandCfg:Index
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Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
OfdmGuardBandCfg Directed aggregation to 0..* 1 DsOfdm ChannelCfg:
(see requirement below) | OfdmGuardBandCfg UpperGuard Bandindex =
OfdmGuard BandCfg:Index

If there is no association to an OfdmGuardBandCfg object, the CCAP MUST calculate the appropriate guard band
configuration for that channel.

6.5.6.9.8.1 Index

This attribute represents the unique index of the OFDM Downstream channel. It provides a key into the table.

6.5.6.9.8.2 AdminState

This attribute represents the admin state for the OFDM downstream channel.

6.5.6.9.8.3 DocsisChanld

This attribute represents the CMTS identification of the downstream channel within this particular MAC interface.
Setting this value to zero instructs the CCAP to automatically assign the DOCSIS Channel ID.

6.5.6.9.8.4 LowerBdryFreq

This attribute defines either the lower boundary frequency of the lower guard band or (if no guard band is defined)
the lower boundary frequency of the lowest active subcarrier of the OFDM downstream channel. It is intended to be
aligned with the boundaries of the SC-QAM channels on defined channel frequency HFC plants. For example, for a
6 MHz plant, the boundary of a channel could be located 3 MHz away from the center frequency of a single carrier
channel.

This attribute may not correspond to subcarrier frequency requirements. The CCAP may round this number up to
align to subcarrier assignments for the channel.

6.5.6.9.8.5 UpperBdryFreq

This attribute defines either the upper boundary frequency of the upper guard band or (if no guard band is defined)
the upper boundary frequency of the highest active subcarrier of the OFDM downstream channel. It is intended to be
aligned with the boundaries of the SC-QAM channels on defined channel frequency HFC plants. For example, for a
6 MHz plant, the boundary of a channel could be located 3 MHz away from the center frequency of a single carrier
channel.

This attribute may not correspond to subcarrier frequency requirements. The CCAP may round this number up to
align to subcarrier assignments for the channel.

6.5.6.9.8.6 PIcFreq

This attribute represents the PHY Link Channel (PLC) frequency. It is the center frequency of the lowest subcarrier
of the 6 MHz encompassed spectrum containing the PLC at its center. The frequency of this subcarrier is required to
be located on a | MHz grid. The aim of the PLC is for the CMTS to convey to the CM the physical properties of the
OFDM channel.

6.5.6.9.8.7 CyclicPrefix

This attribute represents the Cyclic prefix, which enables the receiver to overcome the effects of inter-symbol-
interference and intercarrier-interference caused by micro-reflections in the channel. There are five possible values
for the CP and the choice depends on the delay spread of the channel - a longer delay spread requires a longer cyclic
prefix. The cyclic prefix is expressed in samples, using the sample rate of 204.8 Msamples/s and is an integer
multiple of: 1/64*20us.
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6.5.6.9.8.8 RolloffPeriod

This attribute represents the roll off period or windowing which maximizes channel capacity by sharpening the
edges of the spectrum of the OFDM signal. For windowing purposes another segment at the start of the IDFT output
is appended to the end of the IDFT output -the roll-off postfix (RP). There are five possible values for the RP, and
the choice depends on the bandwidth of the channel and the number of exclusion bands within the channel. A larger
RP provides sharper edges in the spectrum of the OFDM signal; however, there is a time vs. frequency trade-off.
Larger RP values reduce the efficiency of transmission in the time domain, but because the spectral edges are
sharper, more useful subcarriers appear in the frequency domain. There is an optimum value for the RP that
maximizes capacity for a given bandwidth and/or exclusion band scenario. The CCAP MUST reject configurations
where the roll-off period is greater than the cyclic prefix.

6.5.6.9.8.9 TimelnterleaverDepth

This attribute represents the depth of the time interleaver for the OFDM downstream channel expressed as a number
of symbol durations. The value ranges from one and is limited to 16 symbol duration for 25 kHz SubcarrierSpacing
and to 32 symbol durations for 50 kHz SubcarrierSpacing, respectively.

6.5.6.9.8.10 SubcarrierSpacing

This attribute defines the subcarrier spacing configured on the OFDM downstream channel. If the SubcarrierSpacing
is 50 kHz, then the FFT length is 4K. If the SubcarrierSpacing is 25 kHz, then the FFT length is 8K.

6.5.6.9.8.11 UpDownTrapEnabled

This attribute indicates if a trap should be sent when the Channel transitions from up to down and down to up.

6.5.6.9.8.12 PilotScaleFactor

This attribute indicates the scale factor for calculating the number of continuous pilots.

6.5.6.9.8.13 PowerAdjust

This attribute specifies the power level adjustment for this OFDM channel from the value specified by
BaseChanPower. The PowerAdjust attribute (in TenthdB) is added to BaseChanPower to provide a power spectral
density for the OFDM channel by defining power in every 6 MHz (CTA) channel within the OFDM channel. The
CCAP Core configures power for the entire channel with PowerAdjust and BaseChanPower. PowerAdjust allows
setting the OFDM channel power independent of the channel width and consistent with the definition of the
BaseChanPower attribute. Tilt is applied independently of these settings.

6.5.6.9.8.14 NcpModulation

This attribute defines the NCP modulation order. The CCAP MUST reject any NcpModulation values other than
qpsk(3), qam16(4), or gam64(5).

6.5.6.9.9  DsOfdmProfileCfg

This object defines the OFDM Channel Profile Table. A profile is a list of modulation orders that are defined for
each of the subcarriers within an OFDM channel. The CMTS can define multiple profiles for use in an OFDM
channel, where the profiles differ in the modulation orders assigned to each subcarrier. It is optional for profiles to
be configured via the management system. The CMTS can configure them without management intervention.

Table 186 - DsOfdmProfileCfg Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
Profileld UnsignedByte Key 0..15
ModulationDefault DsOfdmModulationType Yes None
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Table 187 - DsOfdmProfileCfg Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity
DsOfdmSubcarrierCfg Directed composition to DsOfdmSubcarrierCfg 0..x

6.5.6.9.9.1 Profileld

This attribute is a key defined to provide an index into the table.

6.5.6.9.9.2 ModulationDefault

This attribute defines the default bit loading applied to subcarriers in the OFDM downstream channel. If a subcarrier
is not configured with a specific modulation order, it will use this value. The CCAP MUST reject a
modulationDefault value of zeroBitLoaded(2).

6.5.6.9.10 DsOfdmSubcarrierCfg
This object specifies the OFDM Subcarrier Configuration Table. It defines the modulation for a list of subcarriers.

Table 188 - DsOfdmSubcarrierCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default
Attribute Value
StartFrequency Unsignedint Key 108000000..1770000000 | Hz
StopFrequency Unsignedint Yes 108000000..1770000000 | Hz
Skip Boolean No false
MainModulation DsOfdmModulationType | Yes
SkipModulation DsOfdmModulationType | No

6.5.6.9.10.1 StartFrequency

This attribute is a key defined to provide an index into the table and specifies the starting frequency for a range of
frequencies allocated for data subcarriers. The CCAP MUST reject a configuration where the start frequency is
outside of the channel frequency range.

6.5.6.9.10.2 StopFrequency

This attribute specifies the end frequency of a range of frequencies allocated for data subcarriers. The stop frequency
is required to be at least one subcarrier width larger than the start frequency. The CCAP MUST reject a
configuration where the stop frequency is outside of the channel frequency range.

6.5.6.9.10.3 Skip

This attribute indicates if the configuration uses the method of alternating modulation order between subcarriers in
the defined range.

6.5.6.9.10.4 MainModulation

This attribute represents the modulation of the subcarriers. In case of skip modulation enabled, the MainModulation
is the modulation order of the first, the third, the fifth, etc., subcarriers in the range.

6.5.6.9.10.5 SkipModulation

This attribute represents the modulation of every other subcarrier in the defined range.
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6.5.6.9.11 DsOfdmExclusionCfg

This object specifies the Downstream OFDM Exclusion Configuration Table. This is a global table that lists
excluded subcarriers that can be referenced by any Downstream RF Port.

Muted subcarriers are subcarriers that have a value of zero in the bit-loading pattern of a profile.

Table 189 - DsOfdmExclusionCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
StartFrequency Unsignedint Key 108000000..1794000000 | Hz
StopFrequency Unsignedint Yes 108000000..1794000000 | Hz

6.5.6.9.11.1 StartFrequency

This attribute is a key defined to provide an index into the table and specifies the starting frequency of the exclusion
entry.

6.5.6.9.11.2 StopFrequency

This attribute provides the ending frequency for the exclusion entry. The stop frequency is required to be at least one
subcarrier width larger than the start frequency.

6.5.6.9.12 DsNcpExclusionCfg

This object specifies the Downstream NCP Exclusion Configuration Table. This is a global table that lists excluded
subcarriers that can be referenced by any Downstream RF Port.

Table 190 - DsNcpExclusionCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
StartFrequency Unsignedint Key 108000000..1794000000 | Hz
StopFrequency Unsignedint Yes 108000000..1794000000 | Hz

6.5.6.9.12.1 StartFrequency

This attribute is a key defined to provide an index into the table and specifies the starting subcarrier frequency of the
NCP exclusion entry.

6.5.6.9.12.2 StopFrequency

This attribute provides the ending subcarrier frequency for the NCP exclusion entry.

6.5.6.9.13 OfdmGuardBandCfg
This configuration object is included in Figure 34. It is defined in Section 6.5.6.1.16.

6.5.6.10 DSG Configuration Information Model

The CCAP incorporates the DSG Agent, which is defined as the implementation of the DSG protocol within the
CCAP. The DSG Agent creates the DSG Tunnel, places content from the DSG Server into the DSG Tunnel, and
sends the DSG Tunnel to the DSG Client.

For CCAP, the DSG Agent configuration information model changes slightly for several tables. The information
model for the CCAP is shown in the following class diagram.
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Figure 35 - DSG Configuration Information Model

6.5.6.10.1 DocsCfg

This configuration object is included in Figure 35 for reference. It is defined in Section 6.5.6.1.2.

6.5.6.10.2 DsgCfg
The DsgCfg object is the container for DSG configuration objects. It has the following associations:

Table 191 - DsgCfg Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity
TimerCfg Directed composition to TimerCfg 0..”
DsgDownstream Directed composition to DsgDownstream 0..*
DsgChannelList Directed composition to DsgChannelList 0.*
TunnelGroupToChannelList | Directed composition to TunnelGroupToChannelList 0.*
Classifier Directed composition to Classifier 0.*
TunnelCfg Directed composition to TunnelCfg 0..*
ClientldCfgList Directed composition to ClientldCfgList 0..*
VendorParametersList Directed composition to VendorParametersList 0.*

6.5.6.10.3 TimerCfg

This configuration object is based on the dsglfTimerTable defined in [DSG] and will be used with modifications for

CCAP.
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The DSG Timer Table contains timers that are sent to the DSG client(s) via the DCD message.
Reference: [DSG], DOCSIS Set-top Gateway Agent MIB Definition section

Table 192 - TimerCfg Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
Index Unsignedint Yes (Key)
InitTdsg UnsignedShort | No 1..65535 Seconds 2
OperTdsg2 UnsignedShort | No 1..65535 Seconds 600
TwoWayTdsg3 UnsignedShort | No Seconds 300
OneWayTdsg4 UnsignedShort | No Seconds 1800

6.5.6.10.3.1 Index
The index for this object.

6.5.6.10.3.2 InitTdsg

Initialization Timeout. This is the timeout period in seconds for the DSG packets during initialization of the DSG
client. The default value is 2 seconds.

6.5.6.10.3.3 OperTdsg?2

Operational Timeout. This is the timeout period in seconds for the DSG packets during normal operation of the DSG
client. Default value is 600 seconds.

6.5.6.10.3.4 TwoWayTdsg3

Two-way retry timer. This is the retry timer that determines when the DSG client attempts to reconnect with the
DSG Agent and established two-way connectivity. Default value is 300 seconds. The value 0 indicates that the client
will continuously retry two-way operation.

6.5.6.10.3.5 OneWayTdsg4

One-way retry timer. This is the retry timer that determines when the client attempts to rescan for a DOCSIS
downstream channel that contains DSG packets after a TimerTdsgl or TimerTdsg2 timeout. Default value is 1800
seconds. Setting the value to 0 indicates that the client will immediately begin scanning upon TimerTdsgl or
TimerTdsg2 timeout.

6.5.6.10.4 DsgDownstream

The DsgDownstream object represents an individual downstream channel for DSG configuration purposes. It has
been modified from the DSG Specification definitions.

Table 193 - DsgDownstream Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
Index Unsignedint Yes (Key)
EnableDcd Boolean Yes

The DsgDownstream object has the following associations.
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Table 194 - DsgDownstream Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity

TimerCfg Directed aggregation to TimerCfg 1.% 0..1

DsgChannelList Directed aggregation to DsgChannelList 1. 0..1

DocsisDownChannel Directed aggregation to 0..1 DocsisDownChannelld
DocsisDownChannel

VendorParametersList Directed aggregation to 0. 0..1
VendorParametersList

6.5.6.10.4.1 Index

This is the key for an instance of this object.

6.5.6.10.4.2 EnableDcd

This attribute is used to enable or disable DCD messages to be sent on this downstream channel. The value is always
true for those downstreams that contain DSG tunnels.
6.5.6.10.5 DocsisDownChannel

This configuration object is included in Figure 35 for reference. It is defined in Section 6.5.6.9.3.

6.5.6.10.6 DsgChannelList

This configuration object is based on the dsglfChannelListTable defined in [DSG] and will be used with
modifications for CCAP.

The DsgChannelList object allows for configuration of a list of one or multiple downstream frequencies that are
carrying DSG tunnel(s). This configuration object has been modified from the DSG Specification definitions.

Reference: [DSG], DOCSIS Set-top Gateway Agent MIB Definition section

Table 195 - DsgChannelList Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
ChanlListindex Unsignedint Yes (Key)

Table 196 - DsgChannelList Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity
DsgChannel Directed composition to DsgChannel 1.%

6.5.6.10.6.1 ChanListindex

The index of the down channel list.

6.5.6.10.7 DsgChannel

This configuration object allows for one or more downstream frequencies that are carrying DSG tunnel(s) to be
associated with a DsgChannelList.
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Table 197 - DsgChannel Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Channelindex Unsignedint Yes (Key)
ChanDsFreq Unsignedint No 0..1000000000 Hz 0

6.5.6.10.7.1 Channellndex

The index of the channel.

6.5.6.10.7.2 ChanDsFreq

The ChanDsFreq attribute represent a frequency of a downstream channel carrying DSG information. Frequency is a
multiple of 62500 Hz, per [DSG].

6.5.6.10.8 TunnelGroupToChannellList

This configuration object is based on the dsglfTunnelGrpToChannelTable defined in [DSG] and will be used with
modifications for CCAP.

The TunnelGroupToChannelList object permits association of a group of DsgDownstream objects to one or more
tunnels. This configuration object has been modified from the DSG Specification definitions.

Reference: [DSG], DOCSIS Set-top Gateway Agent MIB Definition section

Table 198 - TunnelGroupToChannelList Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Index Unsignedint Yes (Key)

The TunnelGrpToChannel object has the following associations.

Table 199 - TunnelGrpToChannel Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
TunnelGroupChannel Directed composition to TunnelGroupChannel 1.%

6.5.6.10.8.1 Index

This attribute is the key for this object and allows a link to an instance of a TunnelCfg object be configured.

6.5.6.10.9 TunnelGroupChannel

The TunnelGroupChannel object allows DsgDownstream objects to be associated with this group.

Table 200 - TunnelGroupChannel Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Channellndex Unsignedint Yes (Key)
RulePriority UnsignedByte No 0..255 0

The TunnelGroupChannel object has the following associations.
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Table 201 - TunnelGroupChannel Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity

DsgDownstream Directed aggregation to DsgDownstream 1.* 1

VendorParametersList | Directed association to VendorParametersList 0.” 0..1

6.5.6.10.9.1 Channellndex

This attribute configures the linkage of a specific DsgDownstream instance to the TunnelCfg instance associated
with the group.

6.5.6.10.9.2 RulePriority

The DSG rule priority determines the order in which a channel should be applied by the DSG client. The default
value is 0, which is the lowest priority.

6.5.6.10.10 Classifier

This configuration object is based on the dsgIfClassifierTable defined in [DSG] and will be used with modifications
for CCAP.

Reference: [DSG], DOCSIS Set-top Gateway Agent MIB Definition section

Table 202 - Classifier Object Attributes

Attribute Name Type Required Attribute | Type Constraints | Units Default Value
Id UnsignedShort Yes (Key)
Priority UnsignedByte No 0
Sourcelp Ipv4Prefix Yes
SourceMask InetAddressPrefixLength | No 32
Destlp Ipv4Address Yes
DestPortStart InetPortNum No 0
DestPortEnd InetPortNum No 65535
IncludelnDcd Boolean No true
Table 203 - Classifier Object Associations
Associated Object Name Type Near-end Far-end Label
Multiplicity Multiplicity
TunnelCfg Directed aggregation to TunnelCfg 1.% 1

6.5.6.10.10.1 Id
This attribute configures the linkage between the DSG tunnel for which this classifier will apply.

6.5.6.10.10.2  Priority

This attribute is used to configure the DSG rule priority that determines the order in which a channel and its
associated UCIDs should be applied by the DSG client. The default value is 0, which is the lowest priority.

6.5.6.10.10.3 Sourcelp

This attribute configures the source IP address for the DSG tunnel. Currently, the CCAP only supports IPv4
addresses for DSG tunnels, per [DSG].
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6.5.6.10.10.4 SourceMask
This attribute configures the source IP address mask for the DSG tunnel.

6.5.6.10.10.5 Destlp

This attribute configures the destination IP address for the DSG tunnel. Currently, the CCAP only supports [Pv4
addresses for DSG tunnels, per [DSG].

6.5.6.10.10.6 DestPortStart

This attribute configures the inclusive lower bound of the transport-layer source port range that is to be matched.

6.5.6.10.10.7 DestPortEnd

This attribute configures the inclusive higher bound of the transport-layer source port range that is to be matched.

6.5.6.10.10.8 IncludelnDcd

Indicates whether or not this DSG classifier will be sent in DCD messages for use as a Layer-3 and Layer-4 packet
filter by the DSG eCM.

6.5.6.10.11 TunnelCfg

A TunnelCfg object allows the operator to configure DSG tunnels. Each DSG Tunnel represents a stream of packets
delivered to a DSG Client in a set-top device and is configured with a single destination MAC address.

This configuration object is based on the dsglfTunnelTable defined in [DSG] and is used with modifications.
Reference: [DSG], DOCSIS Set-top Gateway Agent MIB Definition section

Table 204 - TunnelCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Index Unsignedint Yes (Key)
MacAddress MacAddress Yes

The TunnelCfg object has the following associations.

Table 205 - TunnelCfg Object Associations

Associated Object Name Type Near-end Far-end Label
Multiplicity Multiplicity
TunnelGroupToChannelList Directed association to 1.% 1
TunnelGroupToChannelList
ClientldCfgList Directed aggregation to ClientldCfgList 1.% 0..1
ServiceClass Directed aggregation to ServiceClass * 1

6.5.6.10.11.1  Index

This attribute is the index for a tunnel that could be associated to one or more downstream channels that carry DSG
tunnels.

6.5.6.10.11.2 MacAddress
This attribute configures the DSG tunnel destination MAC address.
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6.5.6.10.11.3 ServiceClass

This configuration object is included in Figure 35 for reference. It is defined in Section 6.5.6.4.3.

6.5.6.10.12 ClientldCfgList

This configuration object is based on the dsglfClientldTable defined in [DSG] and will be used with modifications
for CCAP.

The Client Identification object contains a list of client identification types and values. Each entry in the list also
contains the vendor-specific parameter identification. There could be multiple client ids associated to a tunnel,
grouped by the ListIndex.

Reference: [DSG], DOCSIS Set-top Gateway Agent MIB Definition section

Table 206 - ClientldCfgList Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Listindex Unsignedint Yes (Key)

The ClientldCfgList object has the following associations.

Table 207 - ClientldCfgList Object Associations

Associated Object Name Type Near-end Far-end Label
Multiplicity Multiplicity

DsgClient Directed composition to DsgClient 1.

6.5.6.10.12.1 Listindex
This attribute is the key for the ClientldCfgList object and provides the unique identifier for each client list.

6.5.6.10.13 DsgClient
The DsgClient object represents a list entry in the ClientldCfgList object.
Reference: [DSG], DOCSIS Set-top Gateway Agent MIB Definition section

Table 208 - DsgClient Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute

ClientldIndex Unsignedint Yes (Key)

ClientldType Enum No other(1), broadcast
broadcast(2),
macAddress(3),
caSystemld(4),
applicationld(5)

ClientldValue HexBinary No size(6) '‘000000000000'h

The DsgClient object has the following associations.

Table 209 - DsgClient Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
VendorParametersList Directed aggregation to VendorParametersList 0.* 0..1
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6.5.6.10.13.1  ClientldIndex
This attribute is the key and provides the unique identifier of each DsgClient object in this instance of DsgClient.

6.5.6.10.13.2 ClientldType

The Client Identification type. A DSG client ID of broadcast(2) is received by all DSG clients. A DSG client ID of
macAddress(3) is received by the DSG client that has been assigned with this MAC address where the first 3 bytes
is the Organization Unique Identifier (OUI). A DSG client ID of caSystemld(4) is received by the DSG client that
has been assigned a CA_system_ID. A DSG client ID of applicationld(5) is received by the DSG client that has
been assigned an application ID. The value of other(1) is used when a vendor-extension has been implemented for
this attribute.

6.5.6.10.13.3 ClientldValue

The Client Identification Value. The content depends on the value of the dsgIfClientldType. For dsgIfClientIdType
broadcast(1), this object will have a 16-bit value whether or not it is a length 0 or length 2 broadcast ID. If the value
is 0, then the encoded Type Length Value Attribute (TLV) in the DCD would be the original, zero length, broadcast
ID. If the value is specified in table 5-2 of [DSG], then the TLV in the DCD would be a length 2 broadcast ID
followed by the value.

For ClientldType macAddress(2), this object is a well-known MAC address.
For ClientldType caSystemld(3), this object is a CA System ID.
For ClientldType applicationld(4), this object is an application ID.

Client IDs representing types broadcast(1), caSystemld(3) or applicationld(4) are encoded in DCD messages as
unsigned integers and configured in this object as 6 octet string with the 2 LSB for the client ID value; e.g., an
applicationld 2048 (0x0800) is encoded as '000000000800'h.

6.5.6.10.14 VendorParametersList

This configuration object is based on the dsglfVendorParamTable defined in [DSG] and is used with the following
modifications for CCAP: a VendorParam object has been created to allow a list of vendor parameters to be
associated with this object.

The VendorParametersList object allows vendors to send specific parameters to the DSG clients within a DSG rule
or within the DSG Configuration block in a DCD message.

Reference: [DSG], DOCSIS Set-top Gateway Agent MIB Definition section

Table 210 - VendorParametersList Object Associations

Associated Type Near-end Far-end Label
Object Name Multiplicity Multiplicity
VendorParam Directed composition to VendorParam 1.%

6.5.6.10.15 VendorParam

This configuration object is based on the dsglfVendorParamTable defined in [DSG] and holds the attributes that
define each vendor parameter.

Reference: [DSG], DOCSIS Set-top Gateway Agent MIB Definition section

6.5.6.11 PacketCable Configuration Information Model

This section defines the configuration objects needed for configuring PacketCable and PacketCable Multimedia
(PCMM) services on the CCAP.
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PacketCableCfg
PacketCableEnable : Boclean
PemmEnable : Boolean
PcTOTimer : UnsignedByte
DocsCfg PeT1Timer : UnsignedShort
PcT7Timer : UnsignedShort
PeTETimer : UnsignedByte
PemmT1 Timer © UnsignedByte
CmtsGateldalue | Unsignedint
Tos : Byte
p.1 CopsConnectionThreshold : Unsignedint
PcCfg ControlPointDiscoveryEnabled | Boolean
create()
createl) 0.1 read()
rea_r:ﬂl% wiritel)
WE! delet
delete() elete()

PcEventCfg

RetryTimer : UnsignedShort
RetryLimit . UnsignedByte
BatchSize : Unsignedint
Maxhge : Unsignedint
BilingEvents . Boolean

0.1 |create()
reac()
wirite()
delete()

Figure 36 - PacketCable Configuration Information Model

6.5.6.11.1 DocsCfg

This configuration object is included in Figure 36 for reference. It is defined in Section 6.5.6.1.2.

6.5.6.11.2 PcCfg

The PcCfg object is the container for the PacketCable and PCMM configuration objects. It has the following
associations:

Table 211 - PcCfg Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity
PacketCableConfig Directed composition from PacketCableConfig 0..1
PcEventCfg Directed composition from PcEventCfg 0..1

6.5.6.11.3 PacketCableConfig
This object is used for configuring PacketCable and PCMM services on the CCAP.
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Table 212 - PacketCableConfig Object Attributes

Attribute Name Type Required | Type Constraints Units Default
Attribute Value

PacketCableEnable Boolean No false
PcmmEnable Boolean No false
PcTOtimer UnsignedByte No seconds 30
PcT1Timer UnsignedShort No seconds 200
PcT7Timer UnsignedShort No seconds 200
PcT8Timer UnsignedByte No seconds 0
PcmmT1Timer UnsignedByte No seconds 200
CmtsGateldValue Unsignedint Yes 0..8191
Tos Byte Yes -1]0..63
CopsConnectionThreshold Unsignedint Yes connections/15 mins
ControlPointDiscoveryEnabled Boolean No false

6.5.6.11.3.1 PacketCableEnable

This configuration attribute allows the operator to enable PacketCable services on the CCAP.

6.5.6.11.3.2 PcmmEnable

This configuration attribute allows the operator to enable PacketCable Multimedia services on the CCAP.

6.5.6.11.3.3 PcTOTimer

This configuration attribute allows the operator to define the value in seconds for the PacketCable TO timer.

6.5.6.11.3.4 PcT1Timer

This configuration attribute allows the operator to define the value in seconds for the PacketCable T1 timer.

6.5.6.11.3.5 PcT7Timer

This attribute allows for the setting of the Timeout for Admitted QoS Parameters for the service flow to the value
specified for this timer. In the case of a flow with multiple sub-flows, the flow's Timeout for Admitted QoS
Parameters is set to the value of timer T7 from the most recently received Gate-Set message for any subflow on the
flow. The Timeout for Admitted QoS Parameters limits the period of time that the CMTS holds resources for a
service flow's Admitted QoS Parameter Set while they are in excess of its Active QoS Parameter Set.

The recommended default value of this timer is 200 seconds.

6.5.6.11.3.6 PcT8Timer

This attribute configures the Timeout for Active QoS Parameters for the service flow to the value specified for this
timer. In the case of a flow with multiple sub-flows, the flow's Timeout for Active QoS Parameters is set to the

value of timer T8 from the most recently received Gate-Set message for any sub-flow on the flow. The Timeout for
Active QoS Parameters limits the period of time resources remain unused on an active service flow.

6.5.6.11.3.7 PcmmT1Timer

This configuration attribute allows the operator to define the value in seconds for the PacketCable Multimedia T1

timer.
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6.5.6.11.3.8 CmtsGateldValue

This configuration attribute allows the operator to define the value for the CMTS ID portion of PCMM Gatelds.
This value is the 13 least significant bits (0-12) of the Gateld.

6.5.6.11.3.9 Tos

This configuration attribute allows the operator to define the value for the Tos bits in outgoing COPS messages.

6.5.6.11.3.10 CopsConnectionThreshold

This configuration attribute allows the operator to define the threshold number of COPS connections per 15-minute
interval.

6.5.6.11.3.11 ControlPointDiscoveryEnabled

This attribute enables or disables the Control Point Discovery functionality described in the PacketCable
Specifications. The default value is false.

6.5.6.11.4 PcEventCfg

This object configures event messaging for PacketCable.

Table 213 - PcEventCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
RetryTimer UnsignedShort No 10..10000 milliseconds 3000
RetryLimit UnsignedByte No 0.9 3
BatchSize Unsignedint Yes
MaxAge Unsignedint Yes seconds
BillingEvents Boolean No false

6.5.6.11.4.1 RetryTimer

This configuration attribute allows the configuration of the number of seconds the CCAP should wait before sending
a message that was not acknowledged.

6.5.6.11.4.2 RetryLimit

This configuration attribute allows the configuration of the number of times the CCAP should retry before sending a
message.

6.5.6.11.4.3 BatchSize

This configuration attribute allows the configuration of the number of records the CCAP should bundle in a single
message to a billing or Record Keeping Server (RKS).

6.5.6.11.4.4 MaxAge

This object defines the max age of messages to be sent to an RKS or billing server.

6.5.6.11.4.5 BillingEvents
This attribute tells the CCAP if it needs to send billing events to a billing server/RKS.

6.5.6.12 Load Balance Configuration Information Model

This section defines the configuration objects needed for configuring DOCSIS load balancing on the CCAP.
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The [MULPIv4.0] specification Autonomous Load Balancing section defines two modes of operation for the CMTS
to load balance cable modems:

. Autonomous Load Balancing
Autonomous Load Balancing refers to an algorithm implemented at the CMTS whereby the CMTS directly
takes actions to manage the distribution of CMs across the available channels. The specifics of the Load
Balancing algorithm are left for vendor definition. Cable modems can be provisioned (either by the CM
config file, or optionally, by management objects defined here) to be assigned to Restricted Load Balancing
Groups, or can be automatically assigned to General Load Balancing Groups (See [MULPIv4.0] General
Load Balancing Groups and Restricted Load Balancing Groups sections).

In addition to assignment to a Load Balancing Group, each CM has certain load balancing parameters. The
load balancing parameters for a CM can be configured in the CM's configuration file, optionally configured
directly in the CMTS, or inherited from the configuration of the Load Balancing Group to which the CM is
assigned. The CM load balancing parameters help the CMTS determine which CMs are likely candidates to
be balanced across the network, as well as the initialization technique to be used in the balancing operation
The Load Balancing Group defines the service group or list of channels over which the CM is allowed to be
balanced within a MAC Domain. The CMTS could also provide load balancing capabilities across MAC
Domains. (See [MULPIv4.0] Autonomous Load Balancing section for more details.) The management
objects defined here provide a global (CMTS-wide) enable/disable for Autonomous Load Balancing, as well
as the ability to enable/disable Autonomous Load Balancing on a Group-by-Group basis.

During Autonomous Load Balancing operations, changes to plant topology, MAC Domain structure, Channel
Sets, Load Balancing Groups, etc., could produce unexpected results on those operations. Therefore, it might
be advisable or even required by the CMTS implementation for the operator to disable Autonomous Load
Balancing prior to making such changes. Moreover, an attempt to enable Load Balancing could be rejected if
the CMTS detects configuration issues that would prevent normal Load Balancing operation.

. Externally-Directed Load Balancing
The Externally-Directed Load Balancing operation is performed via a management interface where the
operator directs the CMTS to move a particular CM from its current channel configuration to a new channel
configuration. Since Externally-Directed Load Balancing has the potential to run at cross-purposes with
Autonomous Load Balancing, the CMTS is not required to support Externally-Directed Load Balancing when
the Autonomous Load Balancing operation is enabled. The process of externally directing a CM to a different
set of channels is also referred to as the "change-over" operation.

There are two types of Load Balancing Groups: Restricted Load Balancing Groups and General Load Balancing
Groups. The Restricted Load Balancing Groups are a list of channels where the CM is confined to be balanced by
the CMTS. By definition a Restricted Load Balancing Group needs to consist of a subset of channels of a single
CM-SG. The General Load Balancing Group comprises all the channels within a MD-CM-SG, and as such there is a
one-to-one relationship between General Load Balancing Groups and MD-CM-SGs.

As in DOCSIS 2.0, the Externally-Directed Load Balancing functionality supports single (us & ds) change-over
operations (via DCC/UCC) for CMs not operating in Multiple Receive Channel mode. For CMs operating in
Multiple Receive Channel mode, the DOCSIS 3.0 CMTS also supports channel-set change-over operations (via
DBC or DCC and REG-RSP-MP) (see [MULPIv4.0]).

Another difference in load balancing operation between DOCSIS 2.0 and DOCSIS 3.0 is the interpretation of
General and Restricted Load Balancing Groups. In DOCSIS 2.0, General Load Balancing Groups are configured
explicitly by the operator. In DOCSIS 3.0, General Load Balancing Groups are generated automatically by the
CMTS based on the MD-CM-SGs described in the CMTS topology configuration. In DOCSIS 2.0, the operator
configures Restricted Load Balancing Groups either to resolve ambiguous plant topologies (essentially, topologies
where the MD-CM-SG cannot be uniquely determined solely by the US/DS channel pair used in Initial Ranging) or
to implement service-related restrictions on the set of channels available to a particular CM (e.g., business vs.
residential). In DOCSIS 3.0, the topology resolution algorithm effectively eliminates the first purpose for defining
Restricted Load Balancing Groups; operators would then only configure Restricted Load Balancing Groups to effect
service-related restrictions. (See [MULPIv4.0]).
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6.5.6.12.1 DocsCfg

This configuration object is included in Figure 36 for reference. It is defined in Section 6.5.6.1.2, DocsCfg.

6.5.6.12.2 LoadBalanceCfg

This object enables and disables Autonomous Load Balancing Operations. It is based on the DOSCSIS 3.0 System
object and is used with the following modification: The EnableError attribute has been removed because it does not
provide enough information about what aspect of the configuration has caused enabling to fail.

MacDomainName=MacDomainCfg:Name|

FiberNodeCfg

Figure 37 - Load Balance Configuration Information Model

Reference: [OSSIv3.0], System Object

1 MacDomainCfg |.L
1.

0.*

UsOfdmaChannelCfg

ResGrpCfg:Name=MacDomainCfg:Name

1

Table 214 - LoadBalanceCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Enable Boolean No true
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Table 215 - LoadBalanceCfg Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
GeneralGrpCfg Directed composition to GeneralGrpCfg 0.
GeneralGrpDefaults Directed composition to GeneralGrpDefaults 0..1
BasicRule Directed composition to BasicRule 0.
Policy Directed composition to Policy 0.*
ResGrpCfg Directed composition to ResGrpCfg 0.
RestrictCmCfg Directed composition to RestrictCmCfg 0.x

6.5.6.12.2.1 Enable

This attribute when set to 'true' enables Autonomous Load Balancing operation on the CCAP; otherwise
Autonomous Load Balancing is disabled. When Autonomous Load Balancing is enabled, the CCAP MAY reject
Externally-Directed Load Balancing operations. However, even when Autonomous Load Balancing is disabled, the
CCAP is required to assign load balancing parameters to CMs as provisioned in the configuration file and/or
RestrictCmCfg object.

6.5.6.12.3 GeneralGrpCfg

This object allows configuration of load balancing parameters for General Load Balancing Groups by way of MAC
Domain-Fiber Node pairs. In many deployments, a MAC Domain-Fiber Node pair will equate to an MD-CM-SG
(which always equates to a GLBG). In the case where an MD-CM-SG spans multiple Fiber Nodes, there will be
multiple instances of this object that represent the General Load Balancing Group (MD-CM-SG); the CCAP MUST
enforce that such instances all have the same attribute values. Any time a fiber node is associated to a MAC
Domain, an instance of this object is defined by the CCAP and populated with either the same values as the other
fiber nodes associated with the same MD-CM-SG (if any exist) or default values from the GeneralGrpDefaults
object. Similarly, when a fiber node is no longer paired with a MAC Domain, the corresponding instance is deleted
from the object.

The CMTS and CCAP MUST persist all instances of the GeneralGrpCfg object across reinitializations.

Table 216 - GeneralGrpCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
MacDomainName String Yes (key)
Enable Boolean No true
Policyld Unsignedint No 0
InitTech ChChglnitTechMap | No

Table 217 - GeneralGroupCfg Object Associations

Associated Type Near-end Far-end Label
Object Name Multiplicity Multiplicity
Policy Association to Policy 1.% Policyld=Policy:ld
MacDomainCfg Directed association to MacDomainCfg 1 MacDomainName=
MacDomainCfg:Name
FiberNodeListEntry | Directed composition to FiberNodeListEntry 1.
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6.5.6.12.3.1 MacDomainName
This key configures the MAC Domain being associated with a list of fiber nodes.

6.5.6.12.3.2 Enable

This attribute, when set to 'true’, enables Autonomous Load Balancing for the General Load Balancing Group
associated with this instance. When set to 'false', Autonomous Load Balancing is disabled.

6.5.6.12.3.3 Policyld

This attribute defines the default load balancing policy for the General Load Balancing Group associated with this
instance. The value 0 is reserved to indicate no policy is associated with this GeneralGrpCfg instance.

6.5.6.12.3.4 InitTech

This attribute defines the load balancing initialization technique for the General Load Balancing Group associated
with this instance.

References: [MULPIv4.0] Initialization Technique

6.5.6.12.4 FiberNodeListEntry

This object configures an entry in the list of fiber node names that are associated with the configured MAC Domain.

Table 218 - FiberNodeListEntry Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Name NodeName Yes (key)

Table 219 - FiberNodeListEntry Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
FiberNodeCfg Directed association to 0..x 1 FiberNodeListEntry:
FiberNodeCfg FiberNodelndex=
FiberNodeCfg:Index

6.5.6.12.4.1 Name

This key attribute configures the human-readable name of a FiberNode instance associated with the load balancing
group.

6.5.6.12.5 GeneralGrpDefaults

This object provides the default load balancing parameters for General Load Balancing Groups (MD-CM-SGs) that
are used when instances of General GrpCfg are created by the CCAP.

Table 220 - GeneralGrpDefaults Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Enable Boolean No true
Policyld Unsignedint No 0
InitTech ChChglnitTechMap | No 'F8'H
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Table 221 - GeneralGrpDefaults Object Associations

Associated Object
Name

Type

Multiplicity

Near-end

Far-end Label

Multiplicity

Policy

Directed association to Policy

0.1

Policyld

6.5.6.12.5.1 Enable

This attribute represents the default value for the Enable attribute of the General GrpCfg object.

6.5.6.12.5.2 Policyld

This attribute represents the default value for the Policyld attribute of the General GrpCfg object. The value 0 is
reserved to indicate no policy is associated with the GeneralGrpDefaults object.

6.5.6.12.5.3 InitTech

This attribute represents the default value for the InitTech attribute of the GeneralGrpCfg object.

6.5.6.12.6 BasicRule

This object represents a basic rule set applicable to a load balancing policy that references it.

The CMTS and CCAP MUST persist all instances of BasicRule object across reinitializations.

The CCAP MUST support creation and deletion of multiple instances of the BasicRule object.

Table 222 - BasicRule Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Id Unsignedint Yes (key)
Enable Enum No enabled(1), disabled
disabled(2),
disabledPeriod(3)
DisableStart Unsignedint No 0..86399
DisableEnd Unsignedint No 0..86399
Table 223 - BasicRule Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity

LoadBalanceRule

Association to LoadBalanceRule

1

0.”

Ruleld=BasicRule:Id

6.5.6.12.6.1 Id

This key configures a unique identifier of a load balancing rule set for this object.

6.5.6.12.6.2 Enable

This attribute when set to 'enabled' enables Autonomous Load Balancing (independently of the load balancing group
enable/disable state). The rule set is disabled if set to 'disabled'. If set to 'disabledPeriod', the rule set is disabled
during a period of time configured in the DisableStart and DisableEnd attributes.
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6.5.6.12.6.3 DisableStart

This attribute disables load balancing from the time stated by this attribute when the attribute Enable is set to
'disablePeriod'. The time is defined in seconds since midnight. This attribute is required if the value of the Enable
attribute is disabledPeriod; otherwise it is ignored.

6.5.6.12.6.4 DisableEnd

This attribute disables load balancing until the time stated by this attribute when the attribute Enable is set to
'disablePeriod'. The time is defined in seconds since midnight. This attribute is required if the value of the Enable
attribute is disabledPeriod; otherwise it is ignored.

6.5.6.12.7 Policy

This object describes the set of load balancing policies. All the rules contained in a load balancing policy apply to
Autonomous Load Balancing operations. Load balancing rules are defined within this specification or can be
vendor-defined as well.

The CMTS and CCAP MUST persist all instances of Policy object across reinitializations.
The CCAP MUST support creation and deletion of multiple instances of the Policy object.

Table 224 - Policy Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Id Unsignedint Yes (key) 1.. 4294967295

Table 225 - Policy Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
LoadBalanceRule Directed composition to LoadBalanceRule 1.%
6.5.6.12.7.1 Id

This key configures a unique identifier for this load balancing policy.

6.5.6.12.8 LoadBalanceRule

This object allows a load balancing rule to be associated with a Policy instance.

Table 226 - LoadBalanceRule Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Ruleld Unsignedint Yes (key)

6.5.6.12.8.1 Ruleld

This key configures a unique identifier for this instance.

6.5.6.12.9 ResGrpCfg
This object represents the configuration of Restricted Load Balancing Groups.

The CMTS and CCAP MUST persist all instances of the ResGrpCfg object across reinitializations.

06/05/24 CableLabs® 229



CCAP-OSSIv4.0-111-240605 Data-Over-Cable Service Interface Specifications

The CCAP MUST support creation and deletion of multiple instances of the ResGrpCfg object.

Table 227 - ResGrpCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Id Unsignedint Yes (key)
MacDomainName String Yes
Enable Boolean No true
InitTech ChChglnitTechMap | No 'F8'H
Policyld Unsignedint No 0
ServiceTypeldList String No 0-255 "

Table 228 - ResGrpCfg Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity

Policy Directed association to Policy 0..1 Policyld=Policy:Id

UpstreamLogicalChannel | Association to 0.* UsChanlList
UpstreamLogicalChannel

DocsisDownChannel Association to 0.* DsChanlList
DocsisDownChannel

MacDomainCfg Directed association to 1.* ResGrpCfg:Name=
MacDomainCfg MacDomainCfg:Name

UsOfdmaChannel Association to UsOfdmaChannel 0..* UsChanlList

DsOfdmChannelCfg Association to 0.* DsChanlList
DsOfdmChannelCfg

6.5.6.12.9.1 Id

This key configures a unique index assigned to the Restricted Load Balancing Group by the user for provisioning
purposes. This value is unique within a CCAP and is matched with the CM signaled Load Balancing Group ID TLV
value when determining the CM Load Balancing Group assignment based on such TLV value.

References: [MULPIv4.0], Channel Assignment During Registration section.

6.5.6.12.9.2 MacDomainName

This attribute configures the MAC domain where the Restricted Load balancing Group applies. A zero-length string
indicates that vendor-specific mechanisms are used to define the Restricted Load Balancing Group. For example, to
provide Load Balancing Groups across MAC domains.

6.5.6.12.9.3 Enable

This attribute when set to 'true' enables Autonomous Load Balancing on this Restricted Load Balancing Group. The
value 'false' disables the load balancing operation on this group.

6.5.6.12.9.4 InitTech

This attribute represents the initialization techniques that the CCAP can use to load balance cable modems in the
Load Balancing Group.

By default, this object is initialized with all the defined bits having a value of '1".
Multiple bits can be set to 1 to allow the CCAP to select the most suitable technique in a proprietary manner.

A value with all bits '0' means no channel changes allowed.
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References: [MULPIv4.0], Initialization Technique.

6.5.6.12.9.5 Policyld

This attribute represents the default load balancing policy of this Restricted Load Balancing Group. A policy is
described by a set of conditions (rules) that govern the load balancing process for a cable modem. The CCAP
assigns this Policy ID value to a cable modem associated with the group ID when the cable modem does not signal a
Policy ID during registration. The Policy ID value is intended to be a numeric reference to an instance of the Policy
object. The Policy ID of value 0 is reserved to indicate no policy is associated with the load balancing group.
6.5.6.12.9.6 ServiceTypeldList

This attribute represents a space separated list of ServiceType IDs that will be compared against the cable modem
provisioned Service Type ID to determine the most appropriate Restricted Load Balancing Group.

References: [MULPIv4.0], Channel Assignment During Registration section

6.5.6.12.10 RestrictCmCfg

This object configures a list of cable modems being statically provisioned at the CCAP to a Restricted Load
Balancing Group.

The CCAP MUST support creation and deletion of multiple instances of the RestrictCmCfg object.

Table 229 - RestrictCmCfg Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Id Unsignedint Yes (key)
MacAddr MacAddress No '000000000000'H
MacAddrMask MacAddress No
Grpld Unsignedint No
ServiceTypeld String No 0-16

Table 230 - RestrictCmCfg Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
ResGrpCfg Directed association to ResGrpCfg Grpld=ResGrpCfg:ld

6.5.6.12.10.1 Id

This key represents the unique identifier of an instance of this object. The CCAP maintains a unique instance per
MAC Address’/MAC Address Mask combination.

6.5.6.12.10.2 MacAddr
This attribute represents the MAC Address of the cable modem within the Restricted Load Balancing Group.

6.5.6.12.10.3 MacAddrMask

This attribute corresponds to a bit mask acting as a wild card to associate a cable modem MAC addresses to a
Restricted Load Balancing Group ID referenced by a restricted group Id or a Service Type ID. The cable modem
matching criteria is performed by bit-ANDed the cable modem MAC address with the MacAddrMask attribute and
being compared with the bit-ANDed of attributes MacAddr and MacAddrMask. A cable modem MAC address look
up is performed first with instances containing this attribute value not null; if several entries match, the largest
consecutive bit match from MSB to LSB is used. Empty value is equivalent to the bit mask all in ones.

06/05/24 CableLabs® 231



CCAP-OSSIv4.0-111-240605

Data-Over-Cable Service Interface Specifications

6.5.6.12.10.4 Grpld

This attribute represents the Restricted Load Balancing Group identifier of this entry associated with the cable
modem MAC address - MAC address mask combination. If this attribute is not configured, this instance is matched
only against the ServiceTypeld value.

6.5.6.12.10.5 ServiceTypeld

This attribute represents the Service Type Id associated with this cable modem MAC address - MAC Address mask
combination. If this attribute is not configured, this instance is matched only against the Grpld value; if both Grpld

and this attribute are not present, the instance is ignored for matching purposes.

6.5.7

CCAP Network Configuration Information Model

This section is a collection of configuration objects that are specific to the chassis and not to DOCSIS or video
services on a CCAP.

DnsServer

Listeneripinterfacetlzme

Listenerlplnterfacehame

DomainGuftix : String
Enabled - Soolean

ey Inde . Unsignedint
Serverlp - PAddress

IntegratedServers

SshServer

TelnetServer

ey IntegratedServerindsx - UnsignedByle
ServerTyps : ServerTyps

SzhlocallistenerPort - InstPorthium
Enabled - Boolean

Enabled : Boolean

Telnetl ocallistenerPort - InetPorthium

6.5.7.1

This configuration object is included in Figure 38 for reference. It is defined in Section 6.5.3.1.

Fragments - Bonlean
SingleSourcePort - InetPorthium
SourceStartPort | InetPorthlum
SourceEndPart : InetPartMum
SourcePortComparator | Comparstor
SingleDestPort © InetPorthium
DestStartPort | InetPortum
De=stEndPort : InstParthum
DestPortComparstor | Comparator

Ccap

Screeninicth : Intecer

TelnetEnabled ; boolean
SshEnabled - boolean

Figure 38 - CCAP Network Configuration Information Model
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6.5.7.2 NetworkCfg

The NetworkCfg object is the primary container of network configuration objects. It has the following associations:

Table 231 - NetworkCfg Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity
DnsResolver Directed composition to DnsResolver A
DnsServer Directed composition to DnsServer *
IntegratedServers Directed composition to Integrated Servers *
SshServer Directed composition to SshServer 1

TelnetServer

Directed composition to TelnetServer

AuthenticationPolicy

Directed composition to AuthenticationPolicy

LocalAuth

Directed composition to LocalAuth

Radius Directed composition to Radius *
TacacsPlus Directed composition to TacacsPlus *
KeyChain Directed composition to KeyChain *
IpAcl Directed composition to IpAcl *

UserTerminal

Directed composition to UserTerminal

FailOver

Directed composition to FailOver

LocalTime

Directed composition to Time

ole|e|e|e|e|e|e(e|e|ele|e|e

6.5.7.3 DnsResolver

This object allows the configuration of DNS servers and the configuration of default domain suffix information. The
objects in this configuration object are scalars.

Table 232 - DnsResolver Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
DomainSuffix String Yes
Enabled Boolean No true
6.5.7.3.1  DomainSuffix

The attribute DomainSuffix configures a Domain Suffix that should be post-pended to any hostname lookup that
does not consist of a Fully Qualified Domain Name (FQDN).

6.5.7.3.2  Enabled

This attribute configures if the associated domain suffix should be applied to hostnames that do not include an

FQDN.

6.5.7.4 DnsServer

This object allows the configuration of the different DNS Servers that the CCAP can use to get Domain Name

Resolution.
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Table 233 - DnsServer Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
Index Unsignedint Yes (Key)
Serverlp IpAddress Yes

6.5.7.4.1 Index

This attribute configures the index for this instance of DnsServer.

6.5.7.4.2  Serverlp

This attribute configures the IP address of the DNS server used by the CCAP for DNS resolution. No distinction is
made for IPv6 or [IPv4 addresses here.

6.5.7.5 IntegratedServers

This configuration object defines the types of servers integrated into the CCAP and their respective administrative
states. At run time an object for each server type will be instantiated with its IANA-defined default port; see [PORT
NUMS]. To define a different default port, the operator will update the existing IntegratedServers object for that
server type with the new port number specified.

Table 234 - IntegratedServers Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute
IntegratedServerindex | UnsignedByte Yes (Key)
ServerType Enum Yes other(1),
ftp(2),
http(3),
netconf(4)
LocalListenerPort InetPortNum No See attribute description
Enabled Boolean No false

Table 235 - IntegratedServers Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
IpInterface Association with an Ipinterface ListenerlpinterfaceName

When an IP interface is selected, this specifies the IP interface on which the server listens. If an IP interface is not
specified, the behavior of the CCAP is vendor specific.
6.5.7.5.1  IntegratedServerindex

This attribute configures a unique identifier for this IntegratedServers instance.

6.5.7.5.2  ServerType

This attribute configures the type of server being configured on the CCAP. The value of other(1) is used when a
vendor-extension has been implemented for this attribute. The CCAP MAY support a NETCONF server-type
option.
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6.5.7.5.3  LocallistenerPort

This attribute configures the TCP or UDP port number on which the server listens. The CCAP MUST assign the
default value as the [ANA-assigned port number associated with the ServerType selected, as defined in [PORT
NUMS].

6.5.7.5.4  Enabled

This attribute configures the running state of the server. True means that the server will actively listen on the
specified port. False means that the specific server is disabled.

6.5.7.6 SshServer

This configuration object defines an integrated SSHv2 server in the CCAP. The CCAP SSH server MUST support
SSH version 2 as defined in [RFC 4250], [RFC 4251], [RFC 4252], [RFC 4253], and [RFC 4254].

This configuration object allows different combinations of cipher, message authentication code, and host
authentication code to be configured; however, a CCAP might not support all possible combinations of these three
attributes.

Table 236 - SshServer Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints

SshlLocallistenerPort InetPortNum No 22

Enabled Boolean No false

Cipher EnumBits No other(0),
reserved(1),
aes128(2),
aes192(3),
aes256(4),
reserved(5),
blowfish(6),
cast(7),
twofish128(8),
twofish192(9),
twofish256(10) aes256

MessageAuthCode EnumBits No other(0),
reserved(1),
reserved(2),
reserved(3),
reserved(4),
ripemd-160(5),
sha2-256(6),
sha2-512(7) vendor-specific

HostAuthentication Enum No other(0),
none(1),
ssh-dss(2),
ssh-rsa(3),
pgp-sign-rsa(4),
pgp-sign-dss(5) None

Table 237 - SshServer Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity | Multiplicity
Ipinterface Association with an Ipinterface ListenerlplnterfaceName

When an IP interface is selected, this specifies the IP interface on which the server listens. If an IP interface is not
specified, the behavior of the CCAP is vendor-specific.
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6.5.7.6.1
This object configures the TCP or UDP port number on which the server listens.

LocallListenerPort

6.5.7.6.2 Enabled

This attribute configures the running state of the server. True means that the server will actively listen on the
specified port. False means that the specific server is disabled.

6.5.7.6.3

This attribute configures the set of encryption algorithms that are allowed on the SSH interface. SSH will use the
enabled set of algorithms to negotiate the algorithm to use with the connecting client. The CCAP system MUST log
an event with severity level "Error" (Event ID:70000110) reporting the configuration file name and unsupported
algorithm(s) if the configuration file enables a cipher algorithm that is not supported. The bit setting of "other" can
be used to enable an algorithm supported by the CCAP that is not in the defined list.

Cipher

6.5.7.6.4 MessageAuthCode

This attribute configures the set of message authentication algorithms that are allowed on the SSH interface. SSH
will use the enabled set of algorithms to negotiate the algorithm to use with the connecting client to ensure message
integrity. The CCAP system MUST log an event with severity level "Error" (Event ID: 70000111) reporting the
configuration file name and unsupported algorithm(s) if the configuration file enables a MAC algorithm that is not
supported. The bit setting of "other" can be used to enable an algorithm supported by the CCAP that is not in the
defined list.

6.5.7.6.5 HostAuthentication

This attribute enables SSH host authentication using public keys in a specified format. It is assumed that user
authentication will be configured in the same way as other CCAP interfaces. The file format for key storage is
outside the scope of this specification.

6.5.7.7 TelnetServer

This configuration object defines an integrated Telnet server in the CCAP.

Table 238 - TelnetServer Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
TelnetLocalListenerPort InetPortNum No 23
Enabled Boolean No false
Table 239 - TelnetServer Object Associations
Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity

IpInterface Association with an Ipinterface ListenerlplnterfaceName

When an IP interface is selected, this specifies the IP interface on which the server listens. If an IP interface is not
specified, the behavior of the CCAP is vendor-specific.

6.5.7.7.1

LocalListenerPort

This object configures the TCP or UDP port number on which the server listens.
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6.5.7.7.2 Enabled

This attribute configures the running state of the server. True means that the server will actively listen on the
specified port. False means that the specific server is disabled.

6.5.7.8 AuthenticationPolicy

This configuration object allows the configuration of authentication policy. The Priority attribute controls which
service is used first for authenticating users.

Table 240 - AuthenticationPolicy Object Attributes

Attribute Name Type Required Type Constraints Units Default Value
Attribute

Policy Enum Yes (Key) other(1),
login(2),
privilegedMode(3)

Protocol Enum Yes (Key) other(1),
radius(2),
tacacsPlus(3),
localAuth(4),
none(5)

Priority Unsignedint Yes

6.5.7.8.1  Policy

This attribute is the first part of the key and configures the policy type for the specified protocol. The
privilegedMode(3) option is an administrative role that allows the user to execute all available commands. The value
of other(1) is used when a vendor-extension has been implemented for this attribute.

6.5.7.8.2  Protocol

This attribute is the second part of the key and represents the protocol used for authentication. The value of other(1)
is used when a vendor extension has been implemented for this attribute.

6.5.7.8.3  Priority

This attribute sets a priority for the protocol selected. Higher numbers are higher priority. A specified policy cannot
have the same priority across multiple protocols.

6.5.7.9 LocalAuth

This object configures the local user accounts and privilege levels.

Table 241 - LocalAuth Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
Username String Yes (Key)
PrivilegeLevel UnsignedShort Yes 0..15
Password String Yes
ClearKey Boolean Yes

6.5.7.9.1  UserName

This attribute configures the "login" name to be used.
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6.5.7.9.2

PrivilegeLevel

This attribute corresponds to the user's privilege level. The highest number provides the most user privileges.

6.5.7.9.3

Password

This attribute corresponds to the user's password. Upon export, the CCAP MUST export the Password attribute of
the Local Auth object encrypted with a vendor-specific algorithm.

6.5.7.9.4

ClearKey

This attribute indicates whether the Password attribute is included in the configuration based on the YANG model in
the clear (true) or encrypted (false). This attribute defines the status of the password (encrypted or decrypted), not
whether the device should export the password in the clear or encrypted. Regardless of the value of this setting, the
password will always be exported as encrypted.

6.5.7.10 Authorizer

The Authorizer abstract class holds common attributes used for configuring TACACS+ and Radius services for the

CCAP.

Table 242 - Authorizer Object Attributes

Attribute Name Type Required Type Units Default Value
Attribute Constraints
AuthServer Host Yes (Key)
Key String Yes
ClearKey Boolean Yes
Timeout Byte No seconds 3
RetransAttempts UnsignedByte No 1
Primary Boolean No false

Table 243 - Authorizer Object Associations

Associated Object Type Near-end Far-end Label
Name Multiplicity Multiplicity
IpInterface Association with an Ipinterface SourcelpInterfaceName

This association specifies the IP interface to use as the source interface. If an IP interface is not specified, the
behavior of the CCAP is vendor-specific.

6.5.7.10.1 AuthServer

This key attribute contains the IP address or a fully qualified domain name (FQDN) assigned to the Auth Server.

The CCAP MUST support configuring an IP address for the Authorizer A